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Preface

Efforts to counter threats posed by non-state actors, including bioterrorism, have 
led to the recognition that public health professionals need to become more aware 
of and sensitive to counterterrorism concerns. As new and more effective instru-
ments are sought to prevent biological proliferation threats, it is likely to become 
increasingly difficult to draw a sharp line between actions needed in the public 
health and security sectors. This lesson was reflected in the 2003 European Union 
(EU) Strategy against Proliferation of Weapons of Mass Destruction, which recog-
nized that a wider range of more integrated countermeasures are needed. These 
range from preparedness and response to preventive and disruptive measures 
against specific threats and their development and implementation. Implementing a 
number of the measures requires the participation of the European Commission and 
demands effective cooperation in and between several Commission directorates as 
well as cooperation between the different parts of the EU. 

This paper draws on research that was carried out as part of a pilot project con-
ducted by SIPRI to investigate how the common instruments of the EU can support 
and reinforce actions taken by individual European governments (acting on their 
own or through intergovernmental cooperation) against the proliferation of nuclear, 
biological and chemical (NBC) weapons. That project investigated what could be 
done outside the EU to reduce the danger of NBC weapon proliferation. This paper 
mainly examines internal measures to protect Europeans from health threats caused 
by the deliberate use of disease. 

The author, Frida Kuhlau, in 2006 carried out a survey of the Community role in 
the different projects, programmes and initiatives that are under way in the EU to 
reduce the security risks from microorganisms and toxins. The complex picture that 
emerges shows the changes that are taking place as various actors—some old, 
some new—are combining in untried and innovative ways to develop and 
implement common solutions to security problems very different from those that 
Europeans are accustomed to facing. Kuhlau suggests that the EU has not yet found 
a satisfactory framework for managing bio-security risks, and that further work on 
prevention should be a particular priority. 

SIPRI will continue to work on these issues in the next few years through case 
studies of how specific facilities and biomedical research complexes are trying to 
build more effective bio-security without prejudicing the efficiency of their core 
task of strengthening public health. SIPRI takes this opportunity to thank Frida 
Kuhlau for the work that she has done to provide the Institute with such a solid 
platform on which to build this future work. My thanks also go to Jetta Gilligan 
Borg for the editing.

Alyson J. K. Bailes 
Director, SIPRI 

June 2007
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1. Introduction 

The urgency of fighting terrorism has been heightened by the 11 September 2001 
attacks on the United States and subsequent attacks around the world. The use of 
anthrax to attack targets in the USA in September–November 2001, reinforced the 
need to include various potential biological threats—such as the deliberate use of 
disease as a weapon—on the anti-terrorism agenda. This paper identifies the instru-
ments available to the European Community and examines how they are employed 
as part of the wider effort to reduce the potential threat posed by biological agents.1
However, it is important to recognize that these instruments and their use are only 
one aspect of European Union (EU) activity towards that end and that Community 
actions are set within the wider EU context. 

In the months after the attacks on the USA, European leaders asked the Council 
of the European Union and the European Commission to prepare a programme to 
enhance Europe’s security in the face of the terrorist threat.2 Instructions from the 
leaders to meetings of the European Council and the Commission had already 
stressed combating chemical and biological terrorism. The Commission also pro-
posed concentrating on issues such as public health, civil protection and research, 
and these were incorporated into the subsequent programme.3 The heightened 
perception of threat from international terrorism led several European Commission 
directorates-general (DGs) to focus internal activities on bioterrorism, with an 
emphasis on preparedness and response. Such activities are discussed in chapter 2. 
On the relationship between the health and security sectors see figure 1.1.  

By the end of 2002 a programme of action had been adopted to improve cooper-
ation between the member states on the evaluation of risk, the organization of early  

1 The term ‘European Community’ refers to the mandate of the EU’s ‘first pillar’, i.e. policies pro-
posed on the basis of the 1957 Treaty Establishing the European Community (Treaty of Rome, as 
amended by the 1997 Treaty of Amsterdam) that are set in a binding legal framework and typically 
involve significant powers for the European Commission (and the European Parliament). The text of 
the current version of the Treaty of Rome is available at URL <http://europa.eu.int/eur-lex/en/ 
treaties/dat/EC_consol.html>. The European Community should be distinguished from the European 
Commission, although both are often abbreviated EC. The Commission is the executive institution 
that administrates and implements the EU’s collective policies and decisions. The EU’s first pillar 
refers to trade and common market activities; the second pillar to the Common Foreign and Security 
Policy (of which the European Security and Defence Policy is a major element); and the third pillar to 
Justice and Home Affairs cooperation. 

2 These decisions were taken at European Council meetings in Ghent (19 Oct. 2001) and Laeken 
(14–15 Dec. 2001). They are discussed further in chapter 2 in this paper. 

3 See, in particular, European Commission, ‘Communication from the Commission to the Council 
and the European Parliament, Civil protection: progress made in implementing the programme for 
preparedness for possible emergencies’, COM(2002) 302 final, Brussels, 11 June 2002. Many Euro-
pean Commission documents are available at URL <http://ec.europa.eu/transparency/regdoc/registre. 
cfm?CL=en>. 
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Figure 1.1. The relationship of the health and security sectors 

warning and response, and on research covering infectious and toxic agents.4 After 
the terrorist attacks in Madrid on 11 March 2004, EU leaders issued a ‘declaration 
on combating terrorism’, and it was quickly followed by additional measures 
contained in an ‘EU plan of action on combating terrorism’ that was adopted in 
June 2004 and revised in June 2005.5 Reports on the progress of implementation 

4 Council of the European Union, ‘Adoption of the programme to improve cooperation in the 
European Union for preventing and limiting the consequences of chemical, biological, radiological or 
nuclear terrorist threats’, document 14627/02, Brussels, 21 Nov. 2002. Many Council of the European 
Union documents are available at URL <http://www.consilium.europa.eu/cms3_fo/showPage.asp? 
id=254&lang=EN>. 

5 European Council, ‘Declaration on combating terrorism’, Brussels, 25 Mar. 2004, URL <http:// 
ue.eu.int/ueDocs/cms_Data/docs/pressdata/en/ec/79637.pdf>; Council of the European Union, ‘EU 
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are made every six months.6 The plan of action includes a number of elements that 
are carried out in the framework of the first pillar. 

In December 2005 a comprehensive EU Counter-Terrorism Strategy was 
approved that defines the fight against terrorism as being primarily the responsibil-
ity of the member states but that also demands close cooperation between the 
Council, the Commission and the European Parliament.7 It covers four areas: pre-
vention, protection, disruption and response. An accompanying action plan divides 
the work of implementing the strategy between actors such as the Council, the 
Commission, the Parliament, the European Police Office (Europol), the United 
Nations Counter-Terrorism Committee and the member states. The strategy 
addresses: (a) border protection, (b) increased transport security (within and out-
side the EU), (c) international cooperation with partners and international organiza-
tions on the non-proliferation of chemical, biological, radiological and nuclear 
(CBRN) materials, (d ) technical assistance on protective security to prioritized 
third parties as a component of wider technical assistance programmes, (e) disrup-
tion of terrorist activity, ( f ) pursuit of terrorists across borders, and (g) response to 
attacks. The response to an emergency situation will often be the same regardless 
of whether the emergency is of natural or deliberate origin. 

Measures have also been developed through traditional non-proliferation and 
disarmament mechanisms. The European Security Strategy, ‘A Secure Europe in a 
Better World’ and, particularly, the EU Strategy against Proliferation of Weapons 
of Mass Destruction (WMD), both adopted in December 2003, demonstrated a 
serious will to create and maintain a united European front to combat the threats of 
proliferation and mass impact terrorism.8 Issues such as non-proliferation and dis-
armament have been added to the EU agenda recently as integral elements of the 
Common Foreign and Security Policy (CFSP) and through the new policy debates 
following from the December 1999 European Security and Defence Policy 
(ESDP). After the Madrid terrorist attacks, European leaders agreed that EU 
external relations should focus on countries where counterterrorist capacity needs 
to be enhanced and, to that end, combating terrorism was declared to be an  

plan of action on combating terrorism’, Brussels, 15 June 2004, document 10586/04; and Council of 
the European Union, ‘Brussels European Council 16 and 17 June 2005: Presidency conclusions’, 
document 10255/1/15 REV. 1, Brussels, 15 July 2005, <http://ue.eu.int/ueDocs/cms_Data/docs/press 
Data/en/ec/85349.pdf>. 

6 Council of the European Union, ‘Implementation of the action plan to combat terrorism’, 
document 15704/05, Brussels, 12 Dec. 2005. 

7 Council of the European Union, ‘The European Union Counter-Terrorism Strategy’, Justice and 
Home Affairs Council meeting, Brussels, 1 Dec. 2005, URL <http://ec.europa.eu/justice_home/fsj/ 
terrorism/strategies/fsj_terrorism_strategies_counter_en.htm>. 

8 Council of the European Union, ‘Fight against the proliferation of weapons of mass destruction: 
EU Strategy against Proliferation of Weapons of Mass Destruction’, document 15656/03, Brussels, 
10 Dec. 2003, URL<http://ue.eu.int/uedocs/cmsUpload/st15708.en03.pdf>. See also Bailes, A. J. K., 
The European Security Strategy: An Evolutionary History, SIPRI Policy Paper no. 10 (SIPRI: Stock-
holm, Feb. 2005), URL <http://books.sipri.org>. 
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  Box 1.1. Measures to prevent or disrupt bio-threats
  Adopt bio-safety measures: good laboratory practices, good manufacturing practices, etc. 
  Use adequate physical security measures: facility security, surveillance cameras, etc. 
  Redirect former weapon scientists to other work 
  Control, conduct background checks on and register personnel, pathogens and research 
  in entities; and employ appropriate organizational routines 
  Control and conduct background checks on counterparts and visiting researchers, and 
  employ appropriate organizational routines 
  Inform scientists, practitioners and students about the potential security implications 
  (including bio-ethics) of their research and products  
  Educate personnel about security standards and guidelines 
  Require licences for the transfer of certain pathogens (i.e. export control of dual-use 
  products) 
  Develop better tools for customs and licensing officers so that they can detect illicit  
  traffic of prohibited materials 
  Issue certificates to individuals and entities for the handling of certain pathogens 
  Ensure transport security 
  Criminalize breaches of certificate and licence agreements and hold individuals and 
  entities accountable  
  Foster police cooperation in the European Union and police and intelligence cooperation 
  with industry and companies 

objective of external assistance programmes.9 In November 2006 the Council 
decided that the Community should provide technical and financial assistance in 
pursuit of, among other things, risk mitigation and preparedness relating to CBRN 
materials or agents.10

Recent actions have demonstrated that biological threats can be managed by 
using a spectrum of preventive, preparatory and responsive measures (see 
boxes 1.1 and 1.2).11 However, it is complicated to develop and implement such 

9 This was spelled out in the Mar. 2004 ‘Declaration on combating terrorism’ (note 5). 
10 ‘Regulation (EC) no. 1717/2006 of the European Parliament and of the Council of 15 November 

2006 establishing an Instrument for Stability’, Official Journal of the European Union, L327 
(24 Nov. 2006), pp. 1–11. 

11 In Russia and the other former Soviet states cooperative programmes aim to prevent the prolifer-
ation of biological materials, technology and expertise through non-proliferation activities with facil-
ities and individuals that possess expertise relevant to biological weapons or are believed to have been 
used to support the former Soviet offensive biological weapon programme. E.g. the US Department 
of Defense programme of Biological Weapons Proliferation Prevention in Russia focuses on the con-
version of former weapon facilities and the destruction of infrastructure. International activities are 
also carried out to counter bioterrorism and to prevent terrorist groups from acquiring biological cap-
abilities. For an overview of such activities worldwide see Kuhlau, F., ‘Overview of ongoing inter-
national activities aimed towards preventing proliferation of biological technology, material and 
expertise that may be used for hostile purposes’, Annex to Roffey, R., ‘From bio threat reduction to 



INTROD U CTIO N    5

  Box 1.2. Measures to prepare for or respond to bio-threats
  Use early-warning and response systems to limit damage and provide adequate control, 
  including the provision of preparedness information to medical units, veterinaries, etc. 
  Establish efficient and coordinated surveillance systems within and outside the European 
  Union 
  Create civil protection preparedness and response systems 
  Ensure rapid and timely coordination of communications mechanisms, such as clear 
  channels for communication via fax, email, telephone, and the like 
  Establish guidelines to enable clinical doctors to rapidly identify agents that have possible 
  bioterrorism application 
  Set up preparedness and contingency plans, and make risk assessments 
  Build up sufficient stocks of vaccines and pharmaceuticals 
  Develop diagnostic capabilities, including reference laboratories, to identify and verify 
  agents 
  Provide information to ‘first responders’ on identifying and reporting unusual outbreaks  
  of disease 
  Develop appropriate detection equipment 

measures because they overlap with public health concerns and because biological 
materials, technology and knowledge have primarily civil applications and peace-
ful uses. Effective work in the public health sector increasingly emphasizes inter-
national collaboration, but the public health community in the countries concerned 
may be reluctant to become involved in any ‘securitization’ (involvement of the 
security sector) of its work. 

Security measures should be designed to complement the efforts to strengthen 
global public health or, at least, not to obstruct such efforts. Enhancing bio-security 
(i.e. improving security at facilities where such work is carried out in order to pre-
clude unauthorized access to agents, materials and knowledge) and increasing 
oversight and control over proliferation-sensitive items and processes require close 
cooperation between the security and public health sectors. For example, the 
importance of cooperation in the areas of bio-security and bio-safety (enhancing 
safety when working with pathogens) has been recognized in the context of 
emerging diseases, such as avian influenza.12 This has facilitated discussion 

cooperation in biological proliferation prevention’, background paper 4, Papers presented at the Con-
ference on Strengthening European Action on WMD Non-proliferation and Disarmament: How Can 
Community Instruments Contribute?, Brussels, 7–8 Dec. 2005, URL <http://www.sipri.org/contents/ 
expcon/euppconfmaterials.html>. 

12 ‘An emerging infectious disease is either a newly recognised, clinically distinct infectious dis-
ease, or a known disease whose reported incidence within the past two decades is increasing in a 
given place or among a specific population.’ British Health Protection Agency, CDR Weekly: The 
Communicable Disease Report Weekly, vol. 15, no. 6 (10 Feb. 2005), URL <http://www.hpa. 
org.uk/cdr/archives/2005/cdr0605.pdf>. 
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between the EU and Russia of the long-term implications of emerging diseases and 
of the implementation of public health measures. 

Efforts are concentrated on controlling threats such as those posed by scientists 
assisting terrorist or extremist groups, or using their knowledge for terrorist pur-
poses. However, accidents in which infection or exposure result from research 
conducted in an unsafe manner or from inadequate measures against theft and 
unauthorized access outnumber deliberate incidents of infection or exposure.13

Paradoxically, although they present a greater risk to public health, such threats are 
discussed far less. A well-functioning, proliferation-resistant security system ought 
to include not only the physical security of buildings, but also all the measures 
necessary to raise awareness of the importance of keeping knowledge, technology 
and dangerous pathogens or toxins from falling into the wrong hands. Such meas-
ures should include the registration of personnel, background checks, systems of 
authorization for work on pathogens, licensing the trade or exchange of material 
and information with counterparts, and so on. If security measures fail, prepared-
ness and response measures are important, and they must be established in any 
event because of threats from naturally occurring diseases. An essential element of 
preparedness is a system of epidemiological surveillance that can respond rapidly 
and operate at all levels of a state. Such a system is crucial to enable the early 
detection of releases of biological agents. Directly connected to this requirement is 
the ability to quickly identify potential disease-causing pathogens using rapid, reli-
able, standardized and internationally accepted diagnostic methods that enable con-
firmation of suspected cases of infectious disease outbreaks and characterization of 
the agent involved.14 Enforceable national legislation to criminalize breaches of 
agreed security standards, regulations that cover the relevant areas and export con-
trols are also essential to disrupt and deter the initial process of proliferation. 

In 2005 the Stockholm International Peace Research Institute examined activities 
in international non-proliferation and disarmament assistance carried out under EU 
auspices, including in the biological field. That study, which was financed by a 
pilot project proposed by the European Parliament and the Council of the European 
Union, found that the EU provides minimal funding to strengthen bio-security out-
side the European area and that there was, at that time, no harmonized approach or 
plan on how to move forward on these issues.15 This paper complements that 
survey by examining and evaluating activities that are carried out in the first pillar 
of the EU and that directly or indirectly contribute to reinforcing and managing 
non-proliferation in the biological field with a particular focus on Europe. 

13 European Commission, Research Directorate-General, Directorate E: Biotechnologies, Agricul-
ture and Food, ‘Ethical implications of scientific research on bioweapons and prevention of bioterror-
ism’, Conference report, Brussels 3–4 Feb. 2004, URL <http://europa.eu.int/comm/research/ 
biosociety/pdf/proceedings_bioterrorism.pdf>, p. 19. 

14 Roffey, R. and Kuhlau, F., ‘Enhancing bio-security: the need for a global strategy’, SIPRI Year-
book 2006: Armaments, Disarmament and International Security (Oxford University Press: Oxford, 
2006), pp. 732–48.  

15 See Kuhlau (note 11); and Roffey (note 11). 



2. EU internal actions: prevention, 
preparedness and response 

At an October 2001 meeting in Ghent the European heads of state and government 
asked the Council and the Commission ‘to prepare a programme to improve 
cooperation between the Member States on the evaluation of risks, alerts and inter-
vention, the storage of such means, and in the field of research. The programme 
should cover the detection and identification of infectious and toxic agents as well 
as the prevention and treatment of chemical and biological attacks’.16 The Commis-
sion brought together various services and networks that are responsible for health 
protection, civil protection and research expertise to create a common platform for 
coordinating the EU response to all types of emergency.17 It also adopted two 
communications, the second of which sums up the main progress made (in terms of 
development and implementation) between the mechanism to facilitate cooperation 
in civil protection assistance interventions (the civil protection mechanism, 
discussed below) and the network for epidemiological surveillance and control of 
communicable diseases.18

Managing threats to health and security 

The EU has worked to strengthen cooperation to combat infectious disease out-
breaks in Europe and elsewhere. A disease outbreak can be more easily detected 
and contained—whether it is of natural origin or deliberately induced—through 
improvement of the public health system, including disease control and surveil-
lance (human and veterinary), communications networks, diagnostic capabilities, 
early-warning systems, accessible medical care, medical training and vaccine pro-
grammes. Individuals cross the borders into and out of Europe every day. Manag-
ing the threats posed by communicable diseases therefore demands broad cooper-
ation between the member states and the EU; with other organizations that are 
competent in the sphere of public health, such as the World Health Organization 
(WHO); and with other affected parties.19

16 European Council, ‘Declaration by the Heads of State or Government of the European Union 
and the President of the Commission: follow-up to the September 11 attacks and the fight against ter-
rorism’, document SN 4296/2/01 REV 2, Brussels, 19 Oct. 2001, p. 5, URL <http://www.euoffice. 
metu.edu.tr/european_council_decisions.htm>. 

17 European Commission (note 3), p. 2 
18 Council of the European Union (note 4), p. 5. See also European Commission, Health and Con-

sumer Protection Directorate-General, ‘Communicable diseases’, URL <http://ec.europa.eu/health/ 
ph_threats/com/comm_diseases_en.htm>. 

19 ‘Decision no. 1786/2002/EC of the European Parliament and of the Council of 23 Sep. 2002 
adopting a programme of Community action in the field of public health (2003–2008)—Commission 
Statements’, Official Journal of the European Communities, L271 (9 Oct. 2002), pp. 1–12, Article 1. 
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In the EU, among other things, the Commission’s Health and Consumer Protec-
tion Directorate-General (SANCO) is mandated to coordinate EU efforts to defend 
against infectious diseases. However, other DGs also perform public health-related 
work, including those for Research and for Enterprise and Industry. 

The Communicable Diseases Network and early warning 

In order to meet threats to public health, since 1999 the Commission has main-
tained the Communicable Diseases Network, which is based on ad hoc cooperation 
between the EU member states.20 A basic problem in the field of health protection 
is that bioterrorism threats are invisible. Health professionals are usually the first to 
recognize such threats and are in the front line when dealing with the conse-
quences. Well-structured and well-integrated preparedness plans are therefore 
needed.21 The Communicable Diseases Network carries out its work together with 
the member states and consists of two pillars: surveillance and early warning.22 The 
surveillance systems provide information for early detection of potential outbreaks 
and assist in the identification of disease trends, risk factors and the need for inter-
vention. The network was set up to detect and control communicable disease in 
humans regardless of the cause and manner of transmission, and its principal aim is 
to prevent further transmission of such disease.23 The second pillar comprises an 
early-warning and response system (EWRS) to notify public health authorities in 
the member states and the Commission of outbreaks that have spread beyond one 
state. Any event that could lead to an outbreak of EU-wide significance should be 
reported to the EWRS whether or not a disease-specific network has been set up at 
the EU level, and the Commission and the member states then would agree on 
appropriate action. The EWRS links designated authorities in the member states 
and the Commission and allows for immediate exchange of views on risk assess-
ment and management, which is crucial for timely action.24 In order to increase the 
harmonization of the data submitted by the member states, a 2002 decision pro-
vided guidelines for reporting communicable diseases to the network.25

20 ‘Decision no. 2119/98/EC of the European Parliament and of the Council of 24 September 1998 
setting up a network for the epidemiological surveillance and control of communicable diseases in the 
Community’, Official Journal of the European Communities, L268 (3 Oct. 1998), pp. 1–6. 

21 European Commission, ‘Communication from the Commission to the Council and the European 
Parliament, Civil protection: state of preventive alert against possible emergencies’, COM(2001) 707 
final, Brussels, 28 Nov. 2001, p. 5. This communication launched a series of coordinated actions 
across the civil protection, health, enterprise (pharmaceuticals), research, nuclear and transport and 
energy fields. 

22 ‘Decision no. 2119/98/EC of the European Parliament and of the Council’ (note 20). 
23 European Commission, Health and Consumer Protection Directorate-General, ‘Surveillance’, 

URL <http://europa.eu.int/comm/health/ph_threats/com/surveillance_en.htm>. 
24 European Commission, Health and Consumer Protection Directorate-General, ‘Early warning’, 

URL <http://europa.eu.int/comm/health/ph_threats/com/early_warning_en.htm>. 
25 ‘Commission Decision of 19 March 2002 laying down case definitions for reporting commun-

icable diseases to the Community network under Decision no. 2119/98/EC of the European Parlia-
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Preventing bioterrorism 

SANCO created a series of networks (e.g. the EWRS) and a rapid alert system to 
help ensure a timely, coordinated and effective reaction to a terrorist attack. On the 
bases of the decisions taken at the October 2001 Ghent Council it was decided that 
the detection and identification of infectious and toxic agents as well as the 
prevention and management of the consequences of chemical and biological agent 
attacks were a high priority.26 At the state level, the member states re-examined 
their preparedness plans and adapted them to the new threats. At the European 
level, on the initiative of SANCO, the Health Security Committee (HSC) was set 
up with representatives from the ministries of health of each member state. On 
17 December 2001 the HSC agreed the Health Security Programme for cooperation 
on preparedness and response to attacks involving biological and chemical 
agents.27 Its biological and chemical agent attack (BICHAT) programme began 
operation in May 2002 with an initial time frame for its work of 18 months.28

The Health Security Programme (see box 2.1) comprises 25 actions grouped 
under four objectives: (a) to set up a mechanism for information exchange, (b) to 
develop the capability to detect and identify biological and chemical agents that 
pose a potential threat, (c) to establish stocks of medicine, a health services 
database and a standby facility for making medicines and health care specialists 
available as needed, and (d ) to draw up rules, provide guidance and coordinate the 
EU response and links with third parties. The first objective includes the 
consultation and coordination of the health-related response in the event of an 
attack in which biological and chemical agents might be or have been used.29 The 
projects and activities under the Health Security Programme are financed by exist-
ing funds, in particular the budget for the EU public health programmes. Other 

ment and of the Council (notified under document number C(2002) 1043)’, Official Journal of the 
European Communities, L86 (3 Apr. 2002), pp. 44–62. 

26 European Commission, ‘Communication from the Commission to the Council and the European 
Parliament on cooperation in the European Union on preparedness and response to biological and 
chemical agent attacks (health security)’, COM(2003) 320 final, Brussels, 2003, pp. 1–10, URL 
<http://www.sussex.ac.uk/Units/spru/hsp/2003-0602 Health Security.pdf>. 

27 Tegnell, A. et al., ‘The European Commission’s Task Force On Bioterrorism’, Emerging Infec-
tious Diseases, vol. 9, no. 10 (Oct. 2003), URL <http://www.cdc.gov/ncidod/EID/vol9no10/03-0368. 
htm>. 

28 The rapid alert system partners in the Commission are SANCO programmes such as the Early 
Warning and Response System on Communicable Diseases (EWRS G/4), the Rapid Alert System for 
Food and Feed (RASFF D/3), the Animal Disease Notification System (ADNS E/2), the Phytosani-
tary Network: Organisms Harmful to Plants (EUROPHYT F/4) programme, the Rapid Information 
among MS and COM on Measures by Authorities and/or Producers/Distributors (RAPEX B/3) pro-
gramme, the Health Controls of Imports of Veterinary Concern (ANIMO/SHIFTE/3) programme, the 
Environment Directorate-General’s Monitoring and Information Centre of the Civil Protection Net-
work (MIC B/4) and the RELEX DG Crisis Management Crisis Room. See Gouvras, G., ‘Bioterror-
ism: the scourge of the 21st century?’, 30 Oct. 2002, URL <http://ec.europa.eu/comm/health/ph_ 
threats/Bioterrorisme/speech_bioterrorisme_en.htm>. On BICHAT see European Commission 
(note 26), p. 8.  

29 European Commission (note 24). 
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  Box 2.1. The objectives of the Health Security Programme
  1. An EU coordinating mechanism would be set up. A Health Security Committee (HSC) 
  at EU level would meet regularly and, together with the Commission, would be on 
  standby status to address and coordinate the public health response in the event of attacks 
  using biological and chemical agents. The HSC would exchange information on 
  preparedness and response plans and consider all aspects of public health preparedness for 
  emergencies related to such attacks. It would also help to implement at member state level 
  the arrangements and strategies agreed at EU level. Secure and effective links would be 
  established to the networks for civil protection information exchange, radiological 
  emergencies alert and food alert.
  2. Action would be taken to enable the rapid detection and identification of agents and dis-
  ease. A list of biological and chemical agents that are likely to be used in attacks or threats 
  of attack would be maintained (and updated) to permit detection, identification, diagnosis 
  and the setting up of inventories of such agents in the member states. Agreed guidelines 
  would also be established for surveillance of such agents and for notification of their 
  production, movement and processing. 
  3. An inventory of medicines and services and their use would be made as well as an 
  evaluation of existing stocks and production capacities of preventive, prophylactic and 
  therapeutic medicines for the identified agents. The inventory and evaluation would 
  include the elaboration of strategies and instruments for the development of such 
  medicines in sufficient quantity and at acceptable cost and effectiveness. An evaluation 
  would be made of safety, the capacity of each member state to treat cases and the ability 
  of each member state to provide assistance to other member states. 
  4. EU rules and guidelines would be elaborated and disseminated, and international links 
  would be established. Health authorities and health professionals would be given advice 
  and references to sources or standby facilities: for authoritative advice and guidance with 
  respect to reporting, for preventing the spread of disease, for treating cases, and for 
  dealing with persons affected or likely be affected in attacks. 

Sources: Gouvras, G., ‘Bioterrorism: the scourge of the 21st century?’, 30 Oct. 2002, 
  URL <http://ec.europa.eu/comm/health/ph_threats/Bioterrorisme/speech_bioterrorisme_ 
  en.htm>; and European Commission, Health and Consumer Protection Directorate-Gen-
  eral, ‘Programme of cooperation on preparedness and response to biological and chemical  
  agent attacks (health security)’, Luxembourg, 17 Dec. 2001, URL <http://forum.europa. 
  eu.int/Public/irc/sanco/bichahsbio/library?l=/cooperation_preparedness_2/cooperation_pre
  paredness/_EN_1.0_&a=d>.

funds, such as those provided under the EU’s 2002–2006 Sixth Framework 
Programme for Research and Technological Development (FP6), could also be 
used for relevant activities.30

On 1 May 2002 SANCO established the Task Force on Bio-terrorism to coord-
inate activities between member states and to carry out the technical work of 
setting up the necessary security mechanisms as defined in the Health Security Pro-

30 Tegnell et al. (note 27). FP6 is a collection of the EU-level actions to fund and promote research. 
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gramme. The task force consists of six Commission officials and nine experts from 
different member states. It addresses a broad range of issues related to prepared-
ness for and response to bioterrorist events and seeks greater collaboration between 
the EU and the member states.31

The EU public health programme

The Health Security Committee developed a mechanism to exchange and share 
information, created partnerships and established working groups on laboratories, 
biological products, chemicals, clinical guidelines, emergency plans and computer 
modelling of the medical consequences of the transmission and spread of infectious 
diseases. A related mechanism responsible for the notification of incidents involv-
ing the deliberate or threatened release of biological and chemical agents began 
operation in June 2002. The Rapid Alert System for Biological and Chemical 
Attacks and Threats (RAS-BICHAT) connects the members of the HSC and the 
contact points designated by its members to provide round-the-clock assistance in 
an emergency. It is linked to and complements the efforts of the EWRS to prevent 
and control communicable diseases,32 and it is also linked to the civil protection 
mechanism (discussed below).33 Effective ties have been established with other 
health protection-related EU rapid alert systems (including those related to animals, 
food and plants), and the RAS-BICHAT is also connected with Commission 
systems that scan and summarize the information available through news agencies, 
the media, the Internet and the like.34 All of the authorities that have been 
designated as contact points by the EU member states are connected through this 
network by email, fax and telephone. Work has continued to secure the network 
against technological risks and security breaches. 

The detection of deliberate releases of biological agents relies primarily on the 
member states’ surveillance systems for monitoring the occurrence of infectious 
diseases. New diagnostic tools for the rapid detection of such agents are being 
developed and are crucial to effective response.35 No single state has complete pre-
paredness or diagnostic capabilities and, in order to improve these elements 
collectively and make efficient use of available resources, the existing laboratory 
capacities are under review with the aim of making them available to all EU 
member states. Collaboration between laboratories has also been initiated to share 

31 European Commission, Health and Consumer Protection Directorate-General, ‘Public health: bio-
terrorism’, URL <http://europa.eu.int/comm/health/ph_threats/Bioterrorisme/bioterrorisme_en.htm>. 

32 ‘Commission Decision of 22 December 1999 on the early warning and response system for the 
prevention and control of communicable diseases under Decision no. 2119/98/EC of the European 
Parliament and of the Council’, Official Journal of the European Communities, L21 (26 Jan. 2000), 
pp. 32–35; and ‘Decision no. 2119/98/EC of the European Parliament and of the Council’ (note 20). 

33 ‘Council Decision of 23 October 2001 establishing a Community mechanism to facilitate rein-
forced cooperation in civil protection assistance interventions (2001/792/EC, Euratom)’, Official 
Journal of the European Communities, L297 (15 Nov. 2001), pp. 7–11. 

34 European Commission (note 26), p. 9.  
35 European Commission (note 26), p. 9.  
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techniques and to enable laboratories to participate in common quality-assurance 
schemes. A network to enhance research activities through common projects has 
also received help from the RAS-BICHAT.36 Coordination of surveillance systems 
at the EU level is conducted under the surveillance and control of the communic-
able diseases framework. In the EU there are six bio-safety level 4 laboratories 
(laboratories equipped to study the most dangerous viruses) that are able to handle 
samples and specimens of high-risk agents and determine their nature. These 
laboratories are located in four states: one in France, two in Germany, one in 
Sweden and two in the United Kingdom. Additional such laboratories are expected 
to be set up. A network has also been formed between the laboratories to provide 
quality-assured diagnostic services to all member states.37

In order to increase stocks of vaccines, discussions have been held between the 
Commission and the pharmaceutical industry about its capacity to produce vac-
cines, antibiotics and serums for human and animal use. As a first step the Com-
mission established a task force with the industry to examine this issue and, in 
particular, to create an inventory of the availability and capacity of production, 
stockpiles and distribution of the serums, vaccines and antibiotics that are likely to 
be used in countering any biological attack.38 Authorities from the member states 
have examined the availability of pharmaceutical products in the context of bio-
logical threats and, in cooperation with the European Medicines Agency (EMEA), 
a list of possible pathogens and treatments has been drawn up.39 On the basis of 
that list each member state has been asked to provide updated information to the 
Commission on the actions that it has taken.40 The EU continues to examine the 
possible options for creating strategic stockpiles of vaccines, serums and antibiotics 
at the EU level. In cooperation with the European pharmaceutical industry, 
SANCO and the Enterprise and Industry DG will evaluate the availability and 
development of effective vaccines to combat communicable diseases that might be 
caused by a deliberate attack.41 The EU’s pharmaceutical preparedness to deal with 
pathogens and chemicals that can be used in attacks is incomplete and insufficient. 
The member states have shown a preference for developing their own stockpiles of 
vaccines, serums and antibiotics; however, they now seem more interested and 
willing to invest in new biological products, such as better and safer vaccines.42

The agents most likely to be used for terrorist purposes have been considered 
and lists of such agents have been developed, including their characteristics, the 
symptoms of their use, whether they cause disease and the indications of their use 

36 Tegnell et al. (note 27). 
37 European Commission (note 26), p. 11.  
38 European Commission (note 3), pp. 5–7. 
39 European Commission (note 21), p. 6. The list is available at European Medicines Agency, 

‘Bio-terrorism’, URL <http://www.emea.eu.int/htms/human/bioterror/bioterror.htm>. Until 2004 
EMEA was known as The European Agency for the Evaluation of Medicinal Products. 

40 European Commission (note 21), p. 6. 
41 European Commission (note 31). 
42 European Commission (note 26), p. 23. 
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that would facilitate detection.43 The list of diseases that must be reported has been 
expanded by adding agents that might be used by terrorists for a biological agent 
attack, such as tularaemia, anthrax, Q fever and smallpox. The list of pharmaceut-
icals authorized to be used in the event of a biological agent attack has also been 
updated by coordinating two existing initiatives: the EMEA and the Communicable 
Diseases Network. Areas have been identified where EU resources and pro-
grammes are insufficient and projects have been initiated to fill those gaps.44

The matrix model and clinical guidelines 

SANCO has published lists of agents that might be used in a biological agent 
attack, and a matrix model that is designed to evaluate the public health impact of a 
given agent has been developed for use by national authorities. The model may 
also be employed to identify areas where the public health response needs strength-
ening as regards a particular agent. The members of the HSC have approved the 
model, and the HSC has targeted areas of public health preparedness that need to 
be developed further.45

In order to provide clinicians with guidance and generally agreed information, 
SANCO has produced 10 articles on 48 major agents summarizing the epidemi-
ology of the agents and their potential use in bioterrorism. Recent data on the 
microbiological characteristics of the agents are also included, and the clinical 
features of diseases are described. The guidelines are intended to serve as useful 
tools for clinicians who might be called on to treat a patient infected with a bio-
terrorism agent. The material will be updated continuously and reports on other 
agents may be produced in future.46

Emergency plans and modelling 

The process of adjusting and complementing emergency plans or devising new 
ones is not complete, and some member states are more advanced in this work than 
others. Intensified work on emergency planning and computer modelling of the 
medical consequences of an emergency has been prioritized, and a compilation of 
emergency plans is being prepared to coordinate and share information.47 Inter-
national exercises, such as those conducted by the Global Health Security Action 
Group (GHSAG) and the Global Health Security Initiative (GHSI)—for example, 
Exercise Global Mercury—as well as evaluation at the EU level have demonstrated 

43 European Commission (note 26), p. 10. 
44 Tegnell et al. (note 27). 
45 Tegnell et al. (note 27). 
46 European Commission, Health and Consumer Protection Directorate-General, ‘European clin-

ical guidelines for bioterror agents’, URL <http://europa.eu.int/comm/health/ph_threats/Bioterror 
isme/clin_guidelines_en.htm>. 

47 European Commission (note 26), pp. 8, 12–13. 
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that the process of developing plans is not complete. The most recent exercises 
have focused on pandemic influenza and smallpox.48

Directory of experts for advice and assistance 

Knowledge is limited about potential bioterrorism agents, the diseases they cause, 
their clinical and epidemiological management, and laboratory analysis of them. In 
order to identify EU experts in this area and list them in a shared directory for use 
by the authorities of the member states, a questionnaire was sent to each member 
state to identify experts who are willing and able to provide advice and participate 
in investigations or missions conducted in response to an attack with a biological 
agent. The directory will be coordinated with the inventory that is maintained by 
the Commission’s civil protection mechanism, with the roster kept by the WHO’s 
Global Outbreak Alert and Response Network (GOARN) and with the group of 
experts on EU vulnerabilities to biological and chemical terrorism of the EU’s 
Joint Research Centre (JRC).49 A preliminary directory of experts has been set up, 
but more information is needed from the member states about the resources avail-
able and the individuals who are willing to participate.50

Rapid detection and development of pharmaceuticals and vaccines 

The Enterprise and Industry DG has proposed that the EU’s Seventh Framework 
Programme for Research and Technological Development (FP7), whose budget 
cycle starts in 2007, should focus on security research (see the discussion below). 
However, before the new budget cycle begins, a security preparatory action (a pilot 
phase to prepare for a future security research programme) is being carried out to 
help reduce the risk of bioterrorism. The preparatory action is intended to help 
develop technologies to enable rapid detection, to provide alerts in the event of 
attacks using biological agents and to protect surveillance systems for critical infra-
structure.51

The public health action programme for 2003–2008 

On 23 September 2002 the European Parliament and the Council adopted a new 
Community action programme for public health for 2003–2008. It is intended to 
complement the policies of the member states by taking an integrated approach to 

48 European Commission, Health and Consumer Protection Directorate-General, Directorate C, 
Public Health and Risk Assessment, ‘Communicable diseases handover of files’, document D(2005) 
FS/SB/MCA/es/330, Luxembourg, 21 Sep. 2005, URL <http://www.ec.europa.eu/health/ph_over-
view/strategy/ecdc/ecdc_handover2_en.pdf>, p. 11. 

49 European Commission (note 26), p. 10. See also World Health Organization, Global Outbreak 
Alert and Response Network, URL <http://www.who.int/csr/outbreaknetwork/en/>; and the JRC’s 
website, URL <http://www.jrc.cec.eu.int/>. 

50 European Commission (note 48), p. 11. 
51 See European Commission, Enterprise and Industry Directorate-General, URL <http://europa. 

eu.int/comm/enterprise/security/faqs_en.htm#1>. 
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protecting and improving health and to create links with other Community pro-
grammes and actions. It aims not only to protect and improve public health and 
prevent disease but also to enhance the ability to respond rapidly to threats to pub-
lic health.52

The programme includes monitoring and rapid-reaction systems, a network to 
monitor public health, and access to national information and data at the level of 
the first pillar. It is designed to counter health threats, including major diseases; to 
react to unforeseen events; to investigate and coordinate response efforts; to 
prepare the necessary arrangements for such a response; and to coordinate, inte-
grate and link the networks for health monitoring and for rapid-reaction to health 
threats—which was considered especially important.53 The programme also aims to 
enhance the ability to respond rapidly and in a coordinated manner to health threats 
through the exchange of information on strategies to counter threats to health from 
physical, chemical or biological sources in emergency situations, including those 
relating to terrorist acts. Community approaches and mechanisms are to be 
developed and used as appropriate.54

Establishing a programme of Community action in the field of health and 
consumer protection in 2007–13

In April 2005 a communication from the Commission proposed a joint public 
health approach in order to promote savings and cooperation through the use of 
common tools, streamlined administrative and budgetary procedures, and cooper-
ation with the recently established European Centre for Disease Prevention and 
Control (ECDC). The proposal urged establishing a European reference laboratory 
structure to develop EU diagnostic capabilities for rare or high-risk pathogens and 
setting criteria to evaluate laboratories. It also proposed that laboratory capacity 
should be increased to respond to health threats and to minimize their impact 
within or outside the EU.55

The executive agency of the joint health and consumer programme would be 
organized in a health department and a consumer institute, managed jointly.56 

Cooperation with the health systems of the member states on health and infectious 
disease research is also planned for the 2007–13 budgetary period. The Enterprise 

52 ‘Decision no. 1786/2002/EC of the European Parliament and of the Council’ (note 19). 
53 ‘Decision no. 1786/2002/EC of the European Parliament and of the Council’ (note 19). 
54 ‘Decision no. 1786/2002/EC of the European Parliament and of the Council’ (note 19), Annex: 

action and support measures, 2.4. 
55 European Commission, ‘Communication from the Commission to the European Parliament, the 

Council, the European Economic and Social Committee and the Committee of the Regions, Healthier, 
safer, more confident citizens: a health and consumer protection strategy’, COM(2005) 115 final, 
Brussels, 6 Apr. 2005, pp. 1–17. 

56 ‘Commission Decision of 15 December 2004 setting up an executive agency, the ‘Executive 
Agency for the Public Health Programme’, for the management of Community action in the field of 
public health—pursuant to Council Regulation (EC) no. 58/2003’, Official Journal of the European 
Union, L369 (16 Dec. 2004), pp. 73–75. 
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and Industry DG is considering a joint action on pharmaceuticals and medical 
devices, and cooperation with neighbouring countries is envisaged. The Justice, 
Freedom and Security (Justice, liberté et sécurité, JLS) DG will focus on AIDS, 
tuberculosis and bioterrorism and will maintain ‘appropriate’ relations with coun-
tries that do not participate in its programme. Its goal is to maximize the effective-
ness of international health efforts by entities such as the WHO, the Organisation 
for Economic Co-operation and Development (OECD) and the Council of 
Europe.57

Steps needed to enhance surveillance and control of health threats 

Decision no. 2119/98/EC on ‘setting up a network for the epidemiological 
surveillance and control of communicable diseases in the Community’ should be 
further implemented, and strategies and mechanisms for preventing and responding 
to non-communicable disease threats should be developed.58 Other issues of 
importance include a diagnostics reference laboratory (see above); the development 
of new and improved prevention, vaccination and immunization policies, partner-
ships and tools; and the monitoring of immunization status.

The response to health threats would be improved by elaborating risk manage-
ment procedures for health emergencies, by enhancing the capability for coord-
inated responses to such emergencies, by enabling rapid and reliable communica-
tion on countermeasures, by providing guidance to health professionals and the 
public, and by improving awareness and interaction among the various actors. 
There is a need for a health infrastructure that can react rapidly and for strategies 
and mechanisms to improve and review the availability of and access to facilities 
(laboratories) and equipment (detectors etc.). In addition, a trained, permanently 
available core group of public health experts—who can be rapidly deployed to 
health crises around the globe together with mobile laboratories, protective equip-
ment and isolation facilities—should be established and maintained.59

The European Centre for Disease Prevention and Control 

The European Centre for Disease Prevention and Control has been operational in 
Stockholm, Sweden, since May 2005. It is intended to strengthen defences against 
communicable diseases and to identify, assess and communicate information on 
current and emerging threats to public health. 

The threat to health and well-being that communicable diseases pose to the EU 
member states is significant, and the ECDC was established in response to an 
assessment that existing arrangements were ‘simply not efficient enough to protect 
the EU citizens sufficiently against threats to their health posed by communicable 

57 European Commission (note 55), pp.1–20.  
58 ‘Decision no. 2119/98/EC of the European Parliament and of the Council’ (note 20). 
59 European Commission (note 55), pp. 29–30. 
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diseases, including the possibility of the deliberate release of infectious agents 
(“bio-terrorism”)’.60 Notification of any outbreak of communicable disease must be 
made via the EWRS to the ECDC. If the source is unknown (as could be the case 
in a bioterrorism attack), the ECDC is empowered to take the initiative to identify, 
assess and communicate information about the risk posed to human health. In the 
event of deliberate use, the role played by the ECDC ceases at this point unless the 
member states or the Commission decide otherwise. In future the ECDC’s mandate 
may be extended beyond assessing the occurrence of disease to involvement in 
activities such as sending samples and having access to classified information.61

The ECDC is tasked with providing a ‘structured and systematic approach to the 
control of communicable diseases and other serious health threats’.62 It has three 
core functions: scientific advice, surveillance, and preparedness and response. Its 
scientific advice function includes collaborating with European institutions and 
laboratories, producing independent scientific advice and forming scientific panels 
to cover all communicable diseases. The ECDC will gradually assume responsibi-
lity for surveillance and for the Communicable Diseases Network. The ECDC’s 
responsibilities for preparedness and response include epidemic intelligence gath-
ering, daily internal briefings on public health threats, training, outbreak response 
and support (including with third parties), advice to the Commission on appropriate 
action in response to health threats and operation of the EWRS.63 The ECDC’s pri-
mary task is to coordinate activities. Initially, its budget was 5 million and it had 
approximately 30 staff members. 

The ECDC focuses on: (a) carrying out epidemiological surveillance work, 
providing technical assistance to member states on surveillance issues and 
‘networking’ with laboratories, (b) assisting the Commission by operating and 
developing the 24-hour EWRS, (c) coordinating and disseminating scientific 
expertise in selected areas, and (d ) developing a rapid-reaction capacity for 
carrying out technical assistance and communications activities in the EU member 
states and in countries that have known or suspected human disease outbreaks. The 
ECDC has no laboratories but will build on the work of the laboratories of the 

60 European Commission, Health and Consumer Protection Directorate-General, ‘Preparatory 
actions for setting up the ECDC: handover file’, Brussels, 15 July 2005, URL <http://ec.europa. 
eu/health/ph_overview/strategy/ecdc/ecdc_handover1_en.pdf>. See also the European Centre for Dis-
ease Prevention and Control website, URL <http://www.ecdc.eu>. 

61 European Centre for Disease Prevention and Control, ‘Advisory Forum meeting minutes’, 
Eighth meeting of the ECDC Advisory Forum, 22–23 Nov. 2006, URL <http://www.ecdc.eu.int/ 
About_us/governance/AF/Minutes/Minutes_AF8.pdf>, pp. 8–9.  

62 European Commission, Health and Consumer Protection Directorate-General, European Centre 
for Disease Control (ECDC), URL <http://ec.europa.eu/health/ph_overview/strategy/ecdc/ecdc_en. 
htm>. 

63 Jakab, Z., ‘ECDC activities in avian influenza and pandemic preparedness’, Presentation made 
at a SITE/SIPRI seminar, Stockholm School of Economics, Stockholm, 27 Feb. 2006. 
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member states and will develop a system of reference laboratories. By 2013 the 
ECDC is expected to have up to 300 staff and a 90 million budget.64

An evaluation of the necessity of extending the scope of the ECDC’s mission is 
scheduled for 2007. SANCO’s Health Threat Unit has summarized the relevant 
documents and projects that are conducted by the Commission services relating to 
the fight against communicable diseases and bioterrorism in a note to the ECDC 
executive director.65 All of the technical and scientific work from SANCO’s com-
municable diseases and bioterrorism activities has also been shared with the 
ECDC.66 The ECDC has a clear European focus, but the importance of working 
with accession states, with other neighbouring countries and with countries that are 
geographically distant from the EU in certain circumstances has also been realized. 
From a geographical perspective, the 17 countries around the periphery of the 
enlarged EU that are addressed by the European Neighbourhood Policy may be a 
particular priority. Currently, there is no work on bio-safety or bio-security in the 
ECDC, but this may change in future.67

The ECDC and the Commission: distribution of responsibility 

Both the Commission and the ECDC aim to avoid overlap and duplication of work, 
and the ECDC has assumed responsibility for some tasks previously performed by 
SANCO, which has provided the ECDC with an overview of SANCO’s completed 
and ongoing work. In order to promote coherence and comprehensiveness, cooper-
ation is needed between the EU member states, the Commission and the ECDC. In 
the case of a deliberately caused communicable disease outbreak, the ECDC 
should cooperate with the competent authority only on that authority’s request.68

The Commission retains overall supervision of the Community’s Communicable 
Diseases Network (discussed above). It also plays the key role in proposing and 
adopting legislative measures in the field, although there is no reference to the 
ECDC in decision 2119/98/EC and thus no formal role for it.69 However, the 
ECDC plays an important role in advising the Commission on scientific and tech-
nical issues and is fully associated with the work of the Communicable Diseases 
Network in this respect. The ECDC’s role will be evaluated when decision 2119/ 
98/EC is next reviewed.70 Identification and assessment of health threats are key 
responsibilities of the ECDC, but the member states should provide relevant 

64 European Centre for Disease Prevention and Control (ECDC), ‘Protecting health in Europe: the 
new European Centre for Disease Prevention and Control’, 2005, URL <http://www.ecdc.eu.int/ 
About_us/Key_Documents/General presentation of ECDC.pdf>. 

65 European Commission (note 62). 
66 European Commission (note 48). 
67 Official of the ECDC, Communication with the author, 30 Mar. 2006. 
68 ‘Regulation (EC) no. 851/2004 of the European Parliament and of the Council of 21 Apr. 2004 

establishing a European Centre for disease prevention and control’, Official Journal of the European 
Union, L142 (30 Apr. 2004), pp. 1–11, Article 3, paras 1–3 and Article 14. 

69 ‘Decision no. 2119/98/EC of the European Parliament and of the Council’ (note 20). 
70 European Commission (note 48), pp. 15–16.  
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information both to it and to the Commission. As soon as the ECDC has the 
technical capacity, it will operate the EWRS.71 Each member state is responsible 
for its own preparedness planning, but the ECDC assists by providing scientific 
and technical support. The Commission and the ECDC share responsibility for 
coordination at the Community level and, with the support of the ECDC, the 
Commission will adopt guidelines and other measures through the procedures set 
up in decision 2119/98/EC as needed. The ECDC has a clear mandate to support 
and coordinate training activities at the Community level.72

In the event of a major health threat, the ECDC will play a key operational role 
by providing technical support (on request) to the affected member state or states to 
investigate and control large outbreaks. The ECDC should communicate with the 
Commission, the member states and others, including the general public, and rele-
vant scientific and technical data from the ECDC’s activities should be made avail-
able to them.73 On the Commission’s initiative, necessary measures in this regard 
could be adopted through an extraordinary meeting of the Communicable Diseases 
Network Committee.74 The ECDC also has full responsibility for coordinating all 
Community level surveillance of communicable diseases. In March 2007 a hand-
over to the ECDC was planned and ‘Eurosurveillance’ will be produced by the 
ECDC from that date. A handover of files on the surveillance networks programme 
was conducted in 2005–2006, and a memorandum of understanding with the Com-
municable Diseases Network was also drawn up.75

To summarize, by 2008 the ECDC will have taken over a large part of the Com-
mission’s work in the areas of risk identification and assessment, operation of 
information networks, preparedness planning, training, response to health threats 
and events, communication and the formulation of scientific guidelines. The Com-
mission will mainly be responsible for supervising, funding and implementing 
legislative procedures under decision 2119/98/EC and will coordinate policy mak-
ing with the member states in the different areas of disease prevention and control. 

Civil protection: preparedness and response 

In the aftermath of the 2001 terrorist attacks in the USA, the EU established a 
Community ‘mechanism to facilitate reinforced cooperation in civil protection 

71 ‘Regulation (EC) no. 851/2004 of the European Parliament and of the Council’ (note 68), 
Article 8, para. 1. 

72 ‘Regulation (EC) no. 851/2004 of the European Parliament and of the Council’ (note 68), 
Article 3 para. 2b, Article 9, para. 1 and Article 9, para. 6. 

73 European Commission (note 48), pp. 15–16; and ‘Regulation (EC) no. 851/2004 of the 
European Parliament and of the Council’ (note 68). See e.g. Article 3 paras 1 and 2e, and Article 5, 
para. 4. 

74 ‘Commission Decision of 22 December 1999’ (note 32), Annex II, paras 2.1, 3.1 and 4.
75 European Commission (note 48), p. 25. See  also ECDC Management Board, ‘Minutes of the 

seventh meeting of the ECDC Management Board’, Athens, 20–21 June 2006, URL <http://www. 
ecdc.eu.int/About_us/governance/MB/Minutes/Minutes_MB8.pdf>. 
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assistance interventions’.76 The mechanism, which had been proposed by the 
Commission in 2000, was adopted by the Council in 2001 and entered into force in 
2002.77 It can be used by the member states to obtain immediate access to Com-
munity resources, thereby saving time and avoiding the need to contact multiple 
sources of assistance in a disaster. The member states can also contact the Com-
mission’s Communicable Diseases Network to gain access to specialized personnel 
and other resources. 

Civil protection matters are mainly handled by Directorate A on Communica-
tion, Legal Affairs and Civil Protection of the Commission’s Environment DG. 
Civil protection initiatives identify the threats deemed to be the most serious or 
likely to occur, and a communications network enables urgent information to be 
exchanged between member states and existing networks in response to CBRN 
threats. Teams of experts for coordinating interventions and an inventory of spe-
cific forms of assistance—such as serums, vaccines, training and exercises—are 
also included. The Monitoring and Information Centre (MIC) serves as the focal 
point, receives information from various networks and member states, makes avail-
able the appropriate means of intervention, and provides coordination with national 
authorities and other relevant networks.78 It began operation on 29 October 2001.79

The civil protection coordination mechanism comprises: (a) the MIC, which pro-
vides information and follows events on a 24-hour basis; (b) preliminary identifica-
tion of intervention teams that are available in the civil protection or other emer-
gency services of member states; (c) a training programme that reinforces response 
capacity and improves cooperation and the spread of knowledge between interven-
tion teams; (d ) assessment and coordination teams that can be deployed immedi-
ately; and (e) a common emergency communication system between the civil pro-
tection authorities of the member states and the relevant departments of the Com-
mission.80 An action plan was adopted to deal with the consequences of a nuclear, 
chemical or biological (NBC) weapon attack; it includes measures such as the 
MIC, information gathering on NBC expertise in the member states, and informa-
tion on serum and vaccines.81 Provision has been made to link the communication 
systems to existing networks such as those for health (EWRS) and biological and 
chemical emergencies (RAS-BICHAT).82

One coordination problem, connected to the EU’s institutional structure, is the 
role that this mechanism could play in CFSP crisis management. A joint declar-
ation by the Council and the Commission has been made on this matter that 

76 ‘Council Decision of 23 October 2001’ (note 33). 
77 The common platform (civil protection, health protection and research expertise) was based on 

the civil protection coordination mechanism in ‘Council Decision of 23 October 2001’ (note 33). 
78 Council of the European Union (note 4), p. 6; and European Commission (note 3), pp. 2–5. 
79 European Commission (note 21), p. 4. 
80 European Commission (note 21), p. 3. 
81 European Commission (note 21), p. 4. 
82 A Common Emergency Communication and Information System (CECIS) has been established 

to facilitate communication between the civil protection agencies of the member states and the Com-
mission. 
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outlines the modalities for such a future role. It has been decided, for example, that 
the content of the military database established under the ESDP will be made avail-
able to the Community mechanism, which is considered to be important in the 
event of a CBRN attack.83

In 2002 a Civil Protection Forum was instituted to promote exchange of infor-
mation, best practice and experience on issues linked to natural and technological 
risks and terrorist attacks. In 2005 a proposal was made by the Commission to 
create a Rapid Response and Preparedness Instrument to address major emergen-
cies. The instrument, effective as of 1 January 2007, will contribute to the devel-
opment and implementation of Community civil protection measures, thereby 
improving the major emergency preparedness and response systems.84

On 20 December 2002 a joint Council–Commission programme was adopted to 
improve EU cooperation to prevent CBRN terrorism and limit the consequences of 
any such attacks. The Environment DG implements and coordinates the pro-
gramme. It produces working papers and annual reports, and research and tech-
nology development activities are listed in an attachment to its annual report.85

Using developments in research and technology to counter biological and 
chemical terrorism 

As a follow-on to the Health Security Programme, in 2001 the EU research minis-
ters endorsed a Commission initiative to establish a research and development 
(R&D) expert group on ‘countering the effects of biological and chemical terror-
ism’. The group is part of the biotechnology, agriculture and food section of the 
Research DG, and representatives from the relevant government departments of 
each member state (e.g. the defence, health, civil protection and research depart-
ments) are members of the group.86 Its tasks are to prepare an inventory of research 
activities in the member states and at the EU level to counter the effects of bio-
logical and chemical terrorism, to examine how such counterterrorism activities 
can be mobilized and coordinated, and to identify the additional research needed, 
both in the short and long term.87 The Commission provides secretariat support to 

83 Ekengren, M., ‘From a European security community to a security European community: ana-
lysing EU “functional” security, the case of civil protection’, SGIR Conference, Fifth Pan-European 
Conference, The Hague, 9–11 Sep., 2004, URL <http://www.afes-press.de/pdf/Hague/Ekengren_ 
functional_security_Abs.pdf>, p. 17. 

84 European Union, ‘New proposals for growth and jobs under the next financial framework  
2007–13’, Press release, Brussels, 6 Apr. 2005, URL <http://europa.eu.int/rapid/pressReleasesAction. 
do?reference=IP/05/389&format>. 

85 European Commission, ‘Compendium counter terrorism actions: contribution of the Commis-
sion services’, Commission staff working paper SEC(2004) 669, Brussels 25 May 2004, p. 57. 

86 European Commission (note 85). See also European Commission (note 26), p. 18.  
87 European Commission, ‘Report of the R&D expert group on countering the effects of biological 

and chemical terrorism’, Commission staff working paper SEC(2002) 698, Brussels, 3 July 2002, 
p. 2. On the R&D expert group see URL <http://ec.europa.eu/transparency/regexpert/detail.cfm? 
ref=759&l=R>. 
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the group through a restricted-access website that is used to exchange information 
among experts.88

The group has contributed to identifying the topics related to bioterrorism that 
were covered by the ‘preparatory action on the enhancement of the European 
industrial potential in the field of security research’ (PASR). The PASR was 
launched in 2004 and remained outside the research and technology Framework 
Programme. It explored the conditions and mechanisms that are needed to guaran-
tee safety and security and its work was completed in 2006. The Research DG and 
the Information Society and Media (INFSO) DG jointly conduct work on projects 
that address protection against terrorism, including biological and chemical attacks. 
The PASR identified and prioritized the information requirements of the efforts of 
governments, agencies and public authorities to combat, contain and dispose of 
dangerous substances and their protection activities. Its tasks also included surveil-
lance of the EU’s borders and the development of technology to tag, track and trace 
goods.89

The R&D expert group has compiled an inventory of research activities in the 
chemical and biological fields at the state and EU levels which lists research on the 
risk, prevention, detection, mitigation and management of CBRN attacks and on 
the scientific, social, economic and psychological vulnerabilities of society to 
terrorists. The Commission chaired the group, and the Research, Environment, 
Enterprise and Industry, and Health and Consumer Protection DGs as well as the 
Joint Research Centre participated. The inventory revealed that R&D programmes 
and capabilities vary significantly between member states, and the programmes 
that exist to counter the effects of biological and chemical terrorism are generally 
linked to defence research, publicly funded and carried out in government research 
institutions. The group also found that more research is taking place to counter bio-
logical terrorism than to address chemical terrorism.  

Most of the EU member states have surveillance systems to monitor naturally 
occurring infectious diseases and, generally, the same systems could be used to 
monitor the deliberate release of biological agents. The member states are also 
developing new diagnostics for rapid detection and they possess expertise in risk 
analysis. The majority of the member states conduct research programmes for pro-
tection against naturally occurring infectious diseases, and relevant research is tak-
ing place in industry, specifically in pharmaceutical and biotechnology companies. 
Much of this research may also be relevant in the event of the deliberate release of 
biological and chemical agents.90

The Commission has also set up a task force to coordinate the CBRN issues that 
are related to the proposed programme within its areas of competence.91 It has been 

88 European Commission (note 26), p. 19. 
89 European Commission (note 85), pp. 57–61. 
90 European Commission (note 87), pp. 3–4. 
91 Council of the European Union (note 4), p. 6. 
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suggested that relevant research be performed on ‘genomics and biotechnology for 
health’ and on ‘food safety and health risks’.92

Combating terrorism and bioterrorism 

The Justice, Freedom and Security DG completed work on its Green Paper on bio-
preparedness in 2007.93 This consultation paper addresses, among other things, 
preventive bio-security measures (physical security, codes of conduct etc.) with the 
aim of creating a European bio-security strategy. Partners in the civil sector, 
including industry and researchers in the life sciences, are among the actors import-
ant in the efforts to strengthen bio-security.94

The JLS DG also supports an initiative to develop international bio-safety and 
bio-security laboratory standards. Partners include the American Biological Safety 
Association, the European Biosafety Association and Det Norske Veritas.95 This 
project could pave the way for activities carried out under FP7.

A Commission proposal to improve police cooperation between the member 
states at borders is intended to provide a framework to improve structural coordina-
tion, operational cooperation and information exchange between law enforcement 
authorities. Structural coordination includes the examination of the interoperability 
of equipment (in particular communications and surveillance technology) and joint 
training schemes, exchange programmes and language training. Operational 
cooperation encompasses joint patrols, intervention and surveillance operations, 
assistance to establish joint investigation teams in border regions, and assignment 
of police tasks to the liaison officials of the other member states. A regulatory com-
mittee to assist the Commission, composed of representatives of the member states 
and chaired by a representative of the Commission, reports on the measures to be 
taken to the regulatory committee.96

Research, technological developments and ethics 

The overall objective of the EU’s Sixth Framework Programme for Research and 
Technological Development was to establish a European Research Area (ERA) as 

92 European Commission (note 21), p. 7. 
93 A Green Paper is a discussion paper published by the Commission on a specific policy area and 

addressed to interested parties who are invited to participate in a process of consultation and debate. 
Here bio-preparedness refers to both preventive and responsive measures, such as bio-security, pre-
paredness and response. European Commission, ‘Green Paper on bio-preparedness’, COM(2007) 399 
final, Brussels, 11 July 2007. 

94 Officials of the DG for Justice, Freedom and Security, Communication with the author, Mar. 
2006. 

95 Official of the European Commission, Interview with the author, 7 Mar. 2007. 
96 European Union, ‘Schengen Area: the Commission proposes to facilitate cross border surveil-

lance and “hot pursuit” between Member States’, document IP/05/970, Brussels, 19 July 2005, URL 
<http://europa.eu/rapid/pressReleasesAction.do?reference=IP/05/970&format=PDF&aged=1&langua
ge=EN&guiLanguage=en>. 
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a framework for political and practical cooperation, not to focus on security 
issues.97 The primary contribution to non-proliferation of the Commission’s 
Research DG is through its activities to mobilize and coordinate the relevant Euro-
pean research and technological development communities. The Research DG is 
also involved with science- and ethics-related issues. In 2007–13 FP7 will also 
include the theme of security research. 

The European Research Area 

Since 1984 the Framework Programme has been the main financial and legal 
instrument to implement the European Research Area. The Framework Pro-
grammes are designed to last for a period of four years. They are drawn up and 
proposed by the Commission and must be adopted by the Parliament and the 
Council.98

On 6 April 2005 the Commission adopted a proposal for a new EU programme 
for research subtitled ‘building the European research area of knowledge for 
growth’. The 2007–13 budget of 67.8 billion proposed by the Commission for 
FP7 is double the budget for FP6. The main focus of FP7 will be on making 
research more relevant and adaptable to the needs of European industry, with an 
emphasis on themes rather than instruments. 

Russia and the other former Soviet states have been invited to cooperate under 
the Framework Programme, but such cooperation has been difficult to organize. 
Suggestions for improving cooperation in future have been made, and international 
cooperation will be integrated into all programmes, thereby allowing projects to be 
carried out with international partners.99

Four programmes have been proposed that focus, respectively, on cooperation, 
ideas, people and capacities. The cooperation programme is divided into operation-
ally autonomous sub-programmes or themes, including health, food, agriculture, 
and biotechnology and the environment. Enough flexibility is ensured to accommo-
date new, emerging topics of scientific, industrial or policy interest. These also 
allow for joint, cross-thematic approaches to research subjects of common interest. 
The programme on capacities also addresses issues such as ‘science in society’.100

Research will focus on protection against terrorism, on border security and surveil-
lance issues, and on CBRN threat awareness, including areas such as detection, 
prevention, identification and containment of the effects of an act of terrorism. 

97 European Commission, The Directorate-General for Research: Building Europe’s Future
(Office for Official Publications of the European Communities: Luxembourg, 2004,) URL <http://ec. 
europa.eu/dgs/research/pdf/corporate-brochure_en.pdf>, p. 4. 

98 EurActiv.com, ‘7th Research Framework Programme (FP7)’, 17 Aug. 2004, URL <http:// 
www.euractiv.com/en/science/7th-research-framework-programme-fp7/article-117494>. 

99 European Union, ‘EU research—building knowledge Europe: the EU’s new Research 
Framework Programme 2007–2013’, Press Release, Brussels, 7 Apr. 2005. 

100 European Commission, ‘Communication from the Commission: building the ERA of know-
ledge for growth’, COM(2005) 118 final, Brussels, 6 Apr. 2005, pp. 5–7, URL <http://europa.eu.int/ 
eur-lex/lex/LexUriServ/site/en/com/2005/com2005_0118en01.pdf>. 
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Life sciences and biotechnology: a strategy for Europe 

The Commission attempts to develop responsible policies through a strategy of 
engagement in the development and application of the life sciences and bio-
technology.101 Developments in these areas have ethical and social implications 
and should be viewed from a broad perspective and addressed proactively. 

The action plan based on the ‘strategy for Europe’ aims to ensure that ethical, 
legal and social implications are taken into account at the earliest possible stages of 
Community-supported research by funding bioethics research and providing an 
ethical review of research proposals. Enhancement of the role of the European 
Group on Ethics in Science and New Technologies (EGE) has also been suggested. 
The Commission aims to promote collaboration between the Community and the 
state and local levels through networking with ethical bodies and elected represen-
tatives. Together with public and private partners the Commission plans to identify 
areas where consensus might be established on ethical guidelines, standards or best 
practice.102 In future, codes of conduct within this framework could also include 
ethical considerations that are relevant to biomedical dual-use research.103

The Bureau of European Policy Advisers (BEPA) has been given the task of 
coordinating the Commission’s action on specific policy themes involving the life 
sciences and biotechnology and of organizing the work of the EGE and its secretar-
iat.104 On 11 May 2005 the EGE’s mandate was renewed for a four-year period. Its 
task is to advise the Commission on ethical questions relating to science and new 
technologies on its own initiative or at the request of the Commission. The Parlia-
ment and the Council may draw the Commission’s attention to questions that they 
consider to be of major ethical importance. The EGE comprises up to 15 members, 
who are appointed by the president of the Commission.105 The ethical issues that 
are discussed by the EGE are usually related to a particular case and specific tech-
nical equipment. Military applications and proliferation risks have been considered 
sporadically in this context. However, there is no general work on ethical norms 
and biological proliferation risks. The EGE and the Commission initiate projects 
on an equally frequent basis. The EGE also cooperates with different DGs depend-
ing on the research question under consideration.106

There are generally few activities related to biological proliferation in the area of 
‘science and ethics’, and the Commission has not considered such matters on a sys-

101 European Commission, ‘Communication from the Commission to the Council, the European 
Parliament, the Economic and Social Committee and the Committee or the Regions: life sciences and 
biotechnology, a strategy for Europe’, COM(2002) 27 final, 23 Jan. 2002, p. 20. 

102 European Commission (note 101), p. 40. 
103 The term ‘dual-use’ refers to research that could have both a civil and military application. 
104 European Commission, Bureau of European Policy Advisers, ‘Mission statement’, URL 

<http://europa.eu.int/comm/dgs/policy_advisers/mission_statement/index_en.htm>. 
105 ‘Commission Decision of 11 May 2005 on the renewal of the mandate of the European Group 

on Ethics in Science and New Technologies’, Official Journal of the European Union, L127 (20 May 
2005), pp. 17–19, articles 1–3. 

106 Member of the EGE, Communication with the author, 20 Feb. 2006. 
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tematic basis. There is no specific code of conduct on dual-use technology and 
materials at the EU level, but such a code may be considered in future because FP7 
addresses security issues more extensively than did FP6.107 However, the Biotech-
nologies, Agriculture and Food Directorate of the Research DG has begun to 
explore the ethical implications of scientific research on biological weapons and 
the prevention of bioterrorism (it funded a recent conference on these issues), with 
a focus on the science versus security dilemma and on strengthening scientists’ 
awareness of the possible dual-use nature of their work.108

Scientific support to policies 

The European Commission’s scientific support to policies initiative under FP6 
facilitated the decision-making process by providing information on scientific 
research of relevance to non-proliferation, including on improving the health, 
security and opportunities of EU citizens.109 Several projects were carried out or 
were envisaged. There are strong indications that the responsibility for bio-security 
related research activities is being transferred from the Research DG to the Enter-
prise and Industry DG under FP7. However, the Research DG will continue to 
monitor the ongoing projects (described below) until they are completed. 

1. A project for developing polymerase chain reaction (PCR) assays which can 
provide results more rapidly than existing diagnostic tests started in 2004 and 
ended in January 2006. Its aim was to develop and distribute PCR-based detection 
methods for viral haemorrhagic fever and variola viruses. The PCR tests will be 
commercially produced and are intended as a first-line diagnostic tool in labora-
tories that do not have bio-safety level 4 containment facilities. A different set of 
tests is intended to be developed for confirmation testing by laboratories with 
bio-safety level 4 containment facilities. This will contribute to improved labora-
tory detection and rapid diagnosis of viral agents that may be used as biological 
threats and will strengthen the laboratory infrastructure by providing enhanced pre-
paredness against potential bioterrorism. It will also provide an earlier warning to 
public health authorities and will enable coordinated responses in the event of a 
deliberate release or accidental importation of viruses. The countries involved 
included France, Germany, Italy, Sweden and the UK.110

2. The crop bioterrorism project will establish a network of expert laboratories 
that will prepare lists of pathogens that pose a high risk to European crops and of 
crops that are most vulnerable to pathogenic attack. They will also standardize 
protocols for assessing the risk of epidemics once a pathogen has been introduced, 

107 Member of the DG for Research, Ethics unit, Communication with the author, 27 Jan. 2006. 
108 European Commission (note 85), pp. 57–58. 
109 European Commission, Directorate-General for Research, ‘Scientific support to policies’, URL 

<http://ec.europa.eu/research/fp6/ssp/index_en.htm>. 
110 European Commission, Directorate-General for Research, ‘Scientific support to policies: 

improving preparedness against possible use of biological agents’, URL <http://ec.europa.eu/research 
/fp6/ssp/vhf_variola_en.htm>.  
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develop improved surveillance procedures and early-warning systems, prioritize 
fields where more research is needed, raise public awareness and encourage readi-
ness to meet potential bio-security and bioterrorism threats related to crops. The 
project started in 2004 and the partners include France, Germany, Hungary, Israel, 
the UK and the USA.111

3. A third project is devising a methodology to assess the impact of chemical, 
biological and radiological terrorism on European society. The aim is to generate 
an accurate intelligence estimate of the threat, analyse the actual vulnerability of 
society and infrastructure, produce a list of existing and planned terrorism counter-
measures and suggest a mix of existing and new countermeasures. The project 
would inform decision making on the possible threat of chemical, biological and 
radiological terrorist attacks; assist in planning and assessing counterterrorism 
measures at the state, EU and international levels; and contribute to developing the 
European research policy in the area of counterterrorism. France, Spain, Sweden 
and the UK are involved in the project, which started in 2004 and is expected to 
finish in 2007.112

4. The Risk Virus Genome Database (RiViGene), also funded by the EU, will 
make an inventory of strains of security-relevant viruses, including their genome 
sequences; identify forensic markers and assess potential therapeutic and vaccine 
targets for viruses that are relevant to biological crime and terrorism.113

5. Biosafety-Europe was funded by FP6. It started on 1 April 2006 and is to be 
finalized by May 2008. It has 20 partners (including the European Biosafety 
Association) from 11 European countries and aims to promote harmonization and 
exchange of practices relating to bio-safety and bio-security management of 
biological-containment facilities. It will conduct an inventory that will serve as the 
basis for training, seminars and policymaking at the EU and state level.114

6. The BIOSAFE project started in 2006 and is compiling a list of select agents 
and studying how to strengthen the response to the deliberate release of agents by 
establishing a European framework to address such a threat. The study will bring 
together and analyse existing expertise on the virulence factors of pathogens and 
toxins that may be used in acts of bioterrorism.115

7. The Anthrax-EuroNet project was set up to bring together experts in public 
health, education, research and industry, and to establish a research network to 
accelerate the development and production of a vaccine and therapeutic counter-
measures against anthrax bioterrorism. It was also intended to ‘standardise and har-

111 European Commission, Directorate-General for Research, ‘Scientific support to policies: pre-
venting epidemics among agricultural crops from deliberately introduced pathogens’, URL <http://ec. 
europa.eu/research/fp6/ssp/crop_bioterror_en.htm>.  

112 European Commission, Directorate-General for Research, ‘Scientific support to policies: meet-
ing the threat of terrorist attack’, URL <http://ec.europa.eu/research/fp6/ssp/assrbcvul_en.htm>.  

113 See the RiViGene website, URL<http://134.100.202.15/bni/others/rivigene/>. 
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monise screening and testing protocols for vaccines and therapeutic measures’ and 
create a network to ‘provide Europe with a means of addressing the current and 
future needs for protecting its citizens against the threats of other high-risk bio-
terrorism agents and emerging diseases’.116 The network could eventually be inte-
grated into the ECDC. France, Germany, Italy and the UK were involved. The pro-
ject began in 2004 and ended in 2006. 

The Joint Research Centre  

The mission of the Joint Research Centre is to provide scientific and technical sup-
port for the development, implementation and monitoring of EU policies. It is a 
service of the Commission and functions as a reference centre of scientific and 
technical advice for the EU. The JRC serves the common interest of the member 
states but is independent of special interests.117 The JRC’s scientific and technical 
expertise can contribute to establishing networks with the laboratories of the mem-
ber states and with research centres. It works with public and private organiza-
tions—including research centres, universities, regulatory bodies, local authorities, 
industrial associations and companies in more than 150 major networks. 

In the biological field the JRC has initiated and coordinates the Bio-response 
Working Group, which has access to specialist analytical capabilities and a state-
of-the-art network of genetically modified organism laboratories in the EU member 
states. The working group’s participants are international experts in the detection 
and fingerprinting of DNA strains, and they also deal with emergency response 
such as the production of smallpox vaccines and other vaccines. The JRC uses its 
facilities and those of the Bio-response Working Group to detect and identify 
relevant transgenic strains and to address biological agent attacks on the food chain 
(agri-terrorism).118 The Bio-response Working Group keeps the R&D expert group 
(discussed above) informed of its progress and of relevant new activities and 
developments.119

The JRC has updated its online database on biological and chemical terrorism, 
which is available to all authorized authorities of EU member states on request. 
Networks exist at the EU level for the study of many infectious diseases, but they 
are not specifically concerned with bio-agents and do not generally focus on 
research activities but rather on surveillance.120

116 European Commission, Directorate-General for Research, ‘Scientific support to policies: 
Anthrax-EuroNet scientific shield against bioterror threats’, URL <http://ec.europa.eu/research/fp6/ 
ssp/anthrax_euronet_en.htm>. 

117 Joint Research Centre, ‘Mission of the Joint Research Centre’, URL <http://www.jrc.ec. 
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118 On GMOs see the European Network of GMO Laboratories website, URL <http://engl.jrc.it/>. 
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119 European Commission, ‘Report of the R&D expert group on countering the effects of bio-
logical and chemical terrorism’, Commission staff working paper, SEC(2002) 698, Brussels, 3 July, 
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The JRC’s Institute for the Protection and Security of the Citizen, based in Italy, 
can call on the expertise of network partners and collaborating research establish-
ments throughout the EU. Continuing instability and poverty in the former Soviet 
Union, which heightens the risk of proliferation of technology and material for 
weapons of mass destruction, is one focus of its work. 



3. EU external actions: limitations and 
possibilities 

In areas of external relations, such as aid and trade, certain measures have their 
legal foundation in the Treaty of Rome.121 In these areas, collectively known as the 
‘first pillar’ of the EU, actions are initiated and implemented by the Commis-
sion.122 Under the first pillar the Commission has a more or less exclusive right to 
initiate proposals at the EU level in areas such as public health, research and the 
environment. 

The EU’s foreign and security policy is decided by the governments of the mem-
ber states, and the Commission is restricted in its right to submit proposals. It is not 
legally possible for the EU collectively to influence the actions of the individual 
member states on CFSP issues, which are viewed as matters of national concern. 
The Council of the European Union is the central decision-making institution and 
its secretariat helps to prepare and implement decisions. This vertical division of 
the EU’s separate areas of competence is potentially a major obstacle when issues 
span the functional boundaries of the different pillars. Issues such as non-
proliferation and counterterrorism require effective inter-pillar collaboration. 

The European Commission plays a key role in several areas that are relevant to 
addressing biological threats. The DG for External Relations (RELEX) is a central 
division that is responsible for the Commission’s relations with international 
organizations and the Council of the European Union and for its participation in the 
CFSP.123 The work conducted by the Justice, Freedom and Security DG on 
counterterrorism (discussed above) is an example of how internal work within the 
Commission can have external dimensions, and it strengthens the argument that 
external contacts are vital for effectiveness in several relevant policy areas such as 
police and customs cooperation. The DG for External Trade drafts proposals to 
modify the legal basis for controlling the export of items that were not specifically 
designed, developed or adapted for military use but that can contribute to military 
programmes (i.e. dual-use items). Exports of such products have been controlled 
under EU law since the mid-1990s and a revised Council regulation adopted in 
2000 sets up a dual-use export control regime that applies to listed biological items 
as agreed by the Australia Group (AG).124

121 Treaty of Rome (note 1). 
122 Swedish EU information website, URL <http://www.eu-upplysningen.se/>. 
123 European Commission, Directorate General for External Relations website, URL <http://ec. 
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The AG is an informal arrangement whose participants work to prevent the 
transfer of specified items from contributing to chemical or biological weapon pro-
grammes. All of the EU member states participate in the AG, and the European 
Commission is also a participant. The AG’s common control lists and its guidelines
for transfers of sensitive chemical or biological items are linked to the Council 
regulation and must be ‘transposed onto’ EU law.125

Non-proliferation activities in Russia and the other former Soviet states 

In the EU’s near neighbourhood, non-proliferation of technologies and expertise is 
mainly supported by Community funds through the Moscow-based International 
Science and Technology Center (ISTC) and the Science and Technology Center in 
Ukraine (STCU).126 The centres aim to redirect the efforts of WMD scientists from 
former Soviet military research programmes to peaceful civil research. The Com-
mission funds projects carried out by Russia and other former Soviet states through 
the centres and partner projects, which are directly funded by industry and other 
organizations.127 A 2005 EU pilot project conducted by SIPRI found that the ISTC 
and the STCU had focused minimal effort on the biological field in the past.128 The 
Research DG’s Inter-institutional and Legal Matters: Framework Programme 
Directorate is responsible for the ISTC and the STCU and also develops research 
projects together with former Soviet states in various scientific disciplines.129

Other EU biological non-proliferation activities 

On the ministerial level the EU addresses non-proliferation and disarmament issues 
in the General Affairs and External Relations Council (GAERC). Senior disarma-
ment and non-proliferation officials from the ministries of foreign affairs of the EU 
member states participate in two preparatory bodies within the CFSP structure—
the Working Group on Global Arms Control and Disarmament (CODUN) and the 
Working Group on Non-Proliferation (CONOP)—that meet once a month in 
Brussels. The working groups serve as a forum for discussion and for drafting 
statements, positions and decisions for submission to the GAERC. Biological 
issues are mainly covered in CODUN, which is also where overall EU policy on 
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the European Research Area’, COM (2001) 346 final, Brussels, 25 June 2001, p. 9; and the Specific 
International Scientific Cooperation Activities (INCO) portal, URL <http://cordis.europa.eu/inco/ 
home_en.html>. 
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the 1972 Biological and Toxin Weapons Convention (BTWC) is discussed prior to 
decisions being taken by the GAERC.130

The EU Strategy against Proliferation of WMD, which was agreed by the EU’s 
heads of state and government in December 2003, demonstrates the high political 
importance attached to non-proliferation by the member states.131 The WMD Strat-
egy aims to prevent third parties and terrorists from acquiring CBRN materials and 
delivery systems by deploying in a coherent manner all available EU instruments 
to prevent, protect, deter, disrupt and respond to proliferation. 

The most recent report presented to the GAERC by the Council Secretariat on 
the implementation of the WMD Strategy places some emphasis on biological 
weapon non-proliferation issues.132 The EU is committed to ‘take the lead in efforts 
to strengthen regulations on trade with material that can be used for the production 
of biological weapons’. The report states that ‘an initiative will be taken in order to 
promote firstly, dialogue with EU industry with a view to raising the level of 
awareness of problems’ related to WMD and, second, ‘dialogue between the EU 
and US industry, in particular in the biological sector’. The list of priorities for 
coherent implementation of the WMD Strategy in the document includes a number 
of ‘absolute priorities’ for 2006. Among these are joint actions on physical protec-
tion of biological laboratories in Ukraine and in unspecified ‘other countries’. A 
list of actions that the EU ‘could support’ in the period 2006–2008 is also included. 
For example, it is suggested that annual funding of 2 million should be allocated 
to support regional training in bio-safety and pathogen security. In late 2006 the 
GAERC endorsed a concept paper on monitoring and enhancing the consistent and 
effective implementation of the EU Strategy through a WMD Monitoring Centre 
(WMD-MC).133 The concept paper suggests that all relevant EU actors should be 
involved and that the Office of the Personal Representative to the High Representa-
tive for the CFSP should serve as a focal point, with a core permanent staff from 
the Council Secretariat. The centre would build on the resources developed inside 
the Council Secretariat since the adoption of the WMD Strategy and would not 
increase staff or budget. 

While the EU has provided funding for non-proliferation activities through joint 
actions adopted under the CFSP, there have been a limited number of such actions 

130 Feakes, D., ‘The emerging European disarmament and non-proliferation agenda on chemical 
and biological weapons’, Disarmament Diplomacy, no. 65 (July–Aug. 2002). The Convention on the 
Prohibition of the Development, Production and Stockpiling of Bacteriological (Biological) and 
Toxin Weapons and on their Destruction was signed on 10 Apr. 1972 and entered into force on 
26 Mar. 1975. The text is reproduced on the SIPRI Chemical and Biological Warfare Programme 
website at URL <http://www.sipri.org/contents/cbwarfare/>. 

131 Council of the European Union (note 8). 
132 Council of the European Union, ‘Implementation of the EU Strategy against proliferation of 

WMD: six-monthly progress report on the implementation of chapter III of the EU Strategy against 
the Proliferation of Weapons of Mass Destruction, updated list of priorities or a coherent implementa-
tion of the EU WMD Strategy’, document no. 5279/06, Brussels, 12 Jan. 2006. 

133 Council of the European Union, ‘EU Strategy against the Proliferation of WMD: monitoring 
and enhancing consistent implementation’, Brussels, 12 Dec. 2006, URL <http://register.consilium. 
europa.eu/pdf/en/06/st16/st16694.en06.pdf>, pp. 2–10. 
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in the biological field. In early 2006 a Council joint action in support of the BTWC 
in the framework of the EU Strategy against the Proliferation of WMD was 
adopted to give practical application to some elements of the WMD Strategy. The 
support to the BTWC consists of promoting universality and supporting national 
implementation. The joint action will expire 18 months after its adoption.134

The INCO and INTAS programmes 

The general objective of international cooperation activities carried out under FP6 
is to help open up the European Research Area globally. The Specific International 
Scientific Cooperation Activities (INCO) programme was adopted in 1994 by the 
European Council to provide Research DG Framework Programmes with a tool to 
react to the growing globalization of science and the economy.135 INCO lends 
support to the implementation of the Community’s foreign policy and its 
development aid policy in the scientific and technological fields.136 In the field of 
multilateral cooperation, INCO is responsible for relations with Russia, Eastern 
Europe, the Caucasus and Central Asia. INCO also supervises non-proliferation 
programmes, and it managed the International Association for the Promotion of 
Co-operation with Scientists from the New Independent States of the Former 
Soviet Union (INTAS) during its existence. 

In September 2006, in response to a Commission proposal, it was agreed that 
INTAS should be terminated as of 1 January 2007.137 INTAS had promoted scien-
tific cooperation between researchers in 12 former Soviet republics and researchers 
in the EU member states. It was an independent association formed by the Euro-
pean Community, the EU member states and like-minded countries, and it played 
an important bridging role between the former Soviet states and the European 
Union—especially relating to the EU Framework Programmes for Research and 
Technological Development. INTAS was the only pan-European, Community-
funded organization dedicated to scientific cooperation with Russia and the other 
former Soviet states. It received significant contributions and support from the 
European Union, including financial support and secondment of staff.138 During the 
FP6 period (2002–2006) it received 70 million in funding: the EU provided the 
major part (93 per cent), while 7 per cent of its budget came from member states, 

134 ‘Council Joint Action 2006/184/CFSP of 27 February 2006 in support of the Biological and 
Toxin Weapons Convention in the framework of the EU Strategy against the Proliferation of 
Weapons of Mass Destruction’, Official Journal of the European Union, L65 (7 Mar. 2006),  
pp. 51–55, Articles 1–2. A common position was also adopted to ensure that the EU would express a 
coherent position at the Sixth BTWC Review Conference in Dec. 2006. 

135 European Commission, European Research Open to the World website, URL <http://ec. 
europa.eu/research/intco/achieve/edito_en.html>. 

136 Specific International Scientific Cooperation Activities (note 129). 
137 For INTAS documents see the INTAS website, URL <http://www.intas.be/>. 
138 INTAS, ‘Statement adopted by the INTAS General Assembly on the preparation of the Seventh 

Framework Programme’, Brussels, 29 Apr. 2005; and INTAS, ‘INTAS and the EU framework pro-
grammes’. 
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partner countries and European organizations.139 From its launch in 1992 to 
January 2007, INTAS funded more than 300 biotechnology and life science 
projects.140 The bio-security projects included characterization of microorganisms, 
epidemiology, diagnostics and basic research as well as training in bio-security and 
bio-safety standards. INTAS’s activities were in line with the aim of opening the 
ERA to the former Soviet states by supporting scientific cooperation. The 
European Parliament and the Council decided in 2002 that activities with Russia 
and the other former Soviet states would be carried out through INTAS in 
particular.141

In order to receive funding, project proposals were submitted online and, after 
initial checks by the INTAS Secretariat, eligible proposals underwent a two-step 
peer review evaluation process. First, independent experts evaluated the proposals; 
second, those results were consolidated by the Council of Scientists. The INTAS 
General Assembly approved the funding, and its Secretariat then entered into nego-
tiation with the chosen partners.142 INTAS’s ‘main tools’ included calls for 
research projects and networks, and the organization of scientific policy workshops 
on issues such as harmonization of the WHO standard operating procedures for 
ethical review of biomedical research and ethics of the life sciences.143 INTAS also 
provided innovation grants.144

The international dimension of health cooperation 

A Community programme of action will also coordinate the EU’s response to and 
relations with third parties and international organizations. The Global Health 
Security Initiative is such an organization.145 It was established on 7 November 
2001 (in response to a US proposal) at a meeting of the ministers of health of the 
Group of Seven (G7) industrialized countries and Mexico, the European 
Commission and the WHO.146 The GHSI was set up to help the participants deal 
with health crises at the international level, to share protocols and standard 

139 INTAS, ‘INTAS and the EU framework programmes’ (note 138). 
140 Currently, around 20 projects are relevant to the bio-security aspects of these projects. 
141 ‘Decision no. 1513/2002/EC of the European Parliament and of the Council of 27 June 2002 

concerning the sixth framework programme of the European Community for research, technological 
development and demonstration activities, contributing to the creation of the European Research Area 
and to innovation (2002 to 2006)’, Official Journal of the European Communities, L232 (29 Aug. 
2002), pp. 1–33. 

142 INTAS, ‘Funding mechanisms’. 
143 INTAS thematic and open calls for research proposals have grant budgets of $1–15 million. 

See e.g. INTAS, ‘Thematic call on genomics and proteomics applied to human health 2005’, Brus-
sels, 3 May 2005; and INTAS, ‘Open call for research project proposals 2005–2006’, Brussels, 
20 Apr. 2005. 

144 INTAS, ‘About INTAS’; and INTAS, ‘Strategic scientific workshops’. 
145 See the GHSI website, URL <http://www.ghsi.ca/english/index.asp>. 
146 European Commission (note 26), p. 6. The G7 states are Canada, France, Germany, Italy, 

Japan, the UK and the USA. The European Commission and Mexico participate in the GHSI. 
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operating procedures, to exchange reagents and control material, and to promote 
the harmonization and standardization of diagnostic methods. The Global Health 
Security Action Group, consisting of senior officials, was formed to implement 
concrete actions agreed by the partners at ministerial level in the framework of the 
GHSI. The GHSAG is supported by a number of working groups, including the 
Global Health Security Laboratory Network. The group maintains a restricted 
access website where information is exchanged on: (a) health intervention plans, 
(b) monitoring of disease, (c) contamination of water and food chains, and 
(d ) guidelines for care services. It functions as a rapid communication network in 
times of crisis, and a number of working groups have been established on areas 
such as smallpox and pandemic influenza. Through the Global Health Security 
Laboratory Network, bio-safety level 4 laboratories are able to carry out joint activ-
ities, including coordinating, standardizing and validating diagnostic capabilities. 
At their December 2006 meeting the GHSI health ministers agreed to review 
current laboratory security processes and procedures ‘with a view towards 
expediting interchange and movement of scientists among member countries high 
security laboratories, with the objective of rapid and timely knowledge exchange 
and research collaboration, primarily in the area of threat agents’.147 A quality 
assurance project is also being prepared.148

Several international projects on preparedness are funded under the Commis-
sion’s Health and Consumer Protection Directorate-General health programme for 
2003–2008. These include a laboratory cooperation project with Russia, run by the 
Robert Koch Institute in Berlin, on improving smallpox diagnostic tests that began 
in 2004. Another project is the network for communicable diseases control in 
southern Europe and the Mediterranean countries.149 Related activities include 
monitoring the Internet to provide advance warning of suspicious events or out-
breaks; a system (MediSys) that has been set up with links to existing systems in 
the Commission’s External Relations DG and the Joint Research Centre; the Can-
adian Global Public Health Information Network; and the US Centers for Disease 
Control and Prevention (CDC) and Department of Health and Human Services. A 
health security bulletin is also distributed regularly to authorities of the EU mem-
ber states and to the GHSI partners. A study of smallpox vaccines has been con-
ducted, and information has been provided by the pharmaceutical industry on the 
development and production of vaccina immunoglobulin (a key biological sub-
stance for smallpox immunization). The development of vaccines for other agents 
and vaccination strategies is also being pursued.150 On 7 November 2003 the 

147 Global Health Security Initiative, Seventh Ministerial Meeting of the Global Health Security 
Initiative, ‘Ministerial statements’, Tokyo, 7 Dec. 2006, URL <http://www.ghsi.ca/english/statement 
tokyoDec2006.asp>. 

148 European Commission (note 48), p. 11.  
149 European Commission, Health and Consumer Protection Directorate-General, ‘Projects, Public 

health programme 2003–2008’, URL <http://ec.europa.eu/health/ph_threats/com/projects_threats_ 
en.htm>; see also European Commission (note 48), pp. 8–10. 

150 European Commission (note 48), p. 10. 
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GHSAG set up a research programme, chaired jointly by the Community and the 
USA, to assemble information from the GHSAG’s working groups. The Research 
DG is directly involved with SANCO in setting up this ‘research platform’ and in 
establishing links with the EU’s R&D expert group.151

As noted above, the Commission has been an active member of the GHSI 
since November 2001. In order to improve the information exchange and 
coordination between member states and to develop an inventory of available 
vaccines, an ad hoc health security committee and a joint task force comprised 
of national public health experts have been established.152 Additionally, there is 
a long-standing bilateral relation with the WHO to cooperate at different levels on 
key policy issues, including health. Regular meetings take place between the com-
missioner responsible for SANCO and the WHO director-general, and meetings 
have also been held at the technical level. Workshops have been organized on com-
municable diseases and health information, on the Community’s Public Health Pro-
gramme and on collaboration in the area of health information and bioterrorism.153

The Commission is a full participant (a status somewhere between member and 
observer) in the OECD. Cooperation focuses on public health issues, such as 
monitoring and health data collection, and is to be further developed in the frame-
work of the Community Public Health Programme.154 All EU member states, the 
WHO, the Pan American Health Organization and the Community are inter-
connected and can exchange national surveillance system data and information on 
particular types of suspicious cases, such as contamination of food and water 
supply chains. The Community also works with the WHO on activities concerning 
bioterrorism in order to improve the WHO’s Global Outbreak Alert and Response 
Network.155

151 European Commission (note 85), p. 57. 
152 European Commission (note 26). 
153 European Commission, Health and Consumer Protection Directorate-General, ‘World Health 

Organization’, URL <http://europa.eu.int/comm/health/ph_international/int_organisations/who_en. 
htm>. 

154 European Commission, Health and Consumer Protection Directorate-General, ‘Organisation 
for Economic Co-operation and Development (OECD)’, URL <http://europa.eu.int/comm/health/ph_ 
international/int_organisations/oecd_en.htm>. 

155 European Commission (note 3), p. 6. 



4. Assessing current efforts to manage the 
threat of biological proliferation 

A comparison of Commission activities aimed at preventing, preparing and 
responding to biological health security threats indicates that preventive measures 
have received the least attention. The emphasis on preparing for and responding to 
a biological agent incident rather than on preventive measures is partly a conse-
quence of the separation of areas of competence between the three pillars of the 
European Union. The intergovernmental nature of the second and third pillars com-
plicates efforts to implement effective, well-integrated ‘cross-pillar’ programmes. 
Existing capacities could be more effectively utilized if a more ‘horizontal’ 
approach were adopted within the Commission. Such an approach would empha-
size more substantive and effective interaction between the DGs in order to 
develop preventive measures that complement relevant work already being carried 
out under the first pillar, for example in the public health and research areas. Sev-
eral projects on bio-safety (recently, also including important bio-security aspects) 
have been carried out under FP6 and will continue under FP7. These projects 
should be evaluated partly with a view towards avoiding duplication of work and 
instead focusing on using the existing experience and expertise to agree and further 
harmonize EU policies in the bio-safety and bio-security areas. 

For example, instead of creating EU bio-security guidelines from scratch, the 
WHO’s laboratory bio-security guidelines could be used as the basis for implemen-
tation of bio-security measures in European laboratories, thereby conserving 
resources.156 The Commission already possesses a number of important instru-
ments that could be used to strengthen preventive measures. Together with bio-
security and bio-safety, the WHO approach includes a third component to reduce 
bio-risk: bioethics, an area to which the EU could usefully devote further attention.  

Ideally, implementation of the various EU activities would result in the creation 
of parallel and integrated activities to strengthen security. This would occur both in 
terms of the traditional concept of defending borders against external military 
threats (by state and non-state actors) and in terms of ‘human health security’ (i.e. 
protecting individuals against disease). 

Various enhanced security measures in the EU member states’ laboratories and 
other biomedical facilities would limit the risk of a deliberately induced outbreak 
of disease, which would benefit not only public health but also the security and 
public health sectors. The standards developed and the lessons learned through 
these internal EU processes could be promoted through external activities, such as 
the cooperation between the EU and Russia and the other former Soviet states on 
public health matters. 

156 World Health Organization, Biorisk Management: Laboratory Biosecurity Guidance (WHO: 
Geneva, Sep. 2006), URL <http://www.who.int/entity/csr/resources/publications/biosafety/WHO_ 
CDS_EPR_2006_6.pdf>, p. iii. 
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The EU is extensively committed to promoting and improving health, preventing 
disease and countering potential threats to public health. Mechanisms for prevent-
ing biological weapon attacks and the illicit spread of biological materials, tech-
nology and expertise should be included in the EU’s public health efforts. Com-
ponents of a preventive nature could also be more extensively included in the work 
of the Commission’s public health divisions. The areas of competence of the pri-
vate sector, of specialized research communities and of parts of the public health 
community ought to be involved in the discussion of and the efforts to prevent bio-
logical proliferation. 

The European Centre for Disease Prevention and Control could play a role in 
supporting the EU’s prevention activities, and its proposals for the ECDC could 
help to clarify the division of responsibility in the different phases of an intentional 
outbreak. The ECDC could become an important focal point for the European 
experts and scientists who will advise the EU on the areas that should be given the 
highest priority. The ECDC could also create curricula for the training of scientists 
and technicians, promote discussion of codes of conduct and practice in academia 
and industry, and conduct surveys and regular inventories of European national 
surveillance systems and laboratories that possess highly toxic pathogens. 

The means used for coordination and to manage biological threats and for 
cooperation in the Commission, where related issues are being addressed, are not 
always apparent to the outside observer. This is particularly true for non-
proliferation and bioterrorism activities and for public health mechanisms, such as 
disease surveillance, early warning and response. Significantly, the EU is tending 
to focus on ‘back-end’ aspects of bioterrorism (e.g. methods for detection, pre-
paredness and response) rather than on ‘front-end’ activities that can help to pre-
vent the release of infectious agents. 

Within the EU framework a number of important activities are ongoing to man-
age bio-risks, but they are not sufficiently harmonized and coordinated to provide a 
satisfactory framework. The gaps are especially apparent in the area of prevention, 
and the above analysis points to the need to treat this as a priority area for further 
improvement in future.
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