Appendix 14A. Enhancing bio-security: the
need for a global strategy
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1. Introduction

In order to prevent the spread of biological weapon programmes from countries
where they previously existed and to prevent terrorists from acquiring biological
agents, materials and know-how, so-called threat reduction activities have been
undertaken that include eliminating biological weapon-relevant equipment and infra-
structure and redirecting the efforts of former weapon scientists to peaceful activ-
ities.! One important aim of these activities has been to enhance safety when working
with pathogens (bio-safety); another is to improve security at facilities where such
work is carried out in order to preclude unauthorized access to agents, materials and
knowledge (bio-security). Emerging and re-emerging diseases pose a threat to
humankind,? and global bio-security measures are an essential element of the efforts
to decrease the risk of the use of biological agents for bio-terrorism.

Section Il of this appendix discusses the increased perceived threat of bio-
terrorism, which has led to enhanced international awareness of the need to improve
bio-security worldwide at facilities that deal with dangerous pathogens. Proposals to
develop international standards or guidelines for bio-security are also addressed. Sec-
tion III presents the concept of bio-security and the measures required to achieve ade-
quate laboratory bio-security. Section IV describes the global risks of natural or
deliberately induced outbreaks of infectious diseases and the need for a global, coord-
inated strategy of preventive measures, such as enhancing bio-safety and bio-security.
Section V outlines the challenges presented by the proliferation of biological
weapons, related materials and know-how and notes the current shift in threat reduc-

! For approximately 10 years the United States has provided the main funding for threat reduction
programmes which have covered the biological area and which have focused on Russia and the other
former Soviet states. Recently, other Western countries have initiated projects in this area. Such support
has, however, focused on biological research and redirecting the efforts of former weapon scientists to
peaceful activities through assistance channelled via the international science and technology centres in
Moscow and Kyiv. See International Science and Technology Center, Moscow, URL <http://www.istc.
ru/>; and Science and Technology Center, Kyiv, URL <http://www.stcu.int/>. On threat reduction activ-
ities see Roffey, R., ‘From bio threat reduction to cooperation in biological proliferation prevention’, and
Kuhlau, F., ‘From bio threat reduction to cooperation in biological proliferation prevention: overview of
ongoing international activities aimed towards preventing proliferation of biological technology,
material and expertise that may be used for hostile purposes’, Papers presented at the Conference on
Strengthening European Action on WMD Non-proliferation and Disarmament: How Can Community
Instruments Contribute?, Brussels, 7-8 Dec. 2005, URL <http://www.sipri.org/contents/expcon/
euppconfmaterials.html>.

2 <An emerging infectious disease is either a newly recognised, clinically distinct infectious disease,
or a known disease whose reported incidence within the past two decades is increasing in a given place
or among a specific population.” British Health Protection Agency, CDR Weekly: The Communicable
Disease Report Weekly, vol. 15, no. 6 (10 Feb. 2005), URL <http://www.hpa.org.uk/cdr/archives/2005/
cdr0605.pdf>. Re-emerging diseases are those infections that have reappeared after a significant
decrease in incidence.
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tion activities towards taking a wider geographical approach and towards measures
that address the prevention of bio-terrorism. The public health and environmental
aspects of bio-security are also discussed. The conclusions are presented in sec-
tion VI.

II. The increased perceived risk of bio-terrorism and enhanced
international bio-security awareness

In the 1990s the issues of the proliferation of biological weapons and the threat of
bio-terrorism became the focus of international attention for a number of reasons,
including the discovery of Iraq’s biological weapon programme,’ revelations about
the massive offensive biological weapon programme of the Soviet Union* and the
perceived increased threat of bio-terrorism. Recent incidents have illustrated the
threat that terrorism poses to international peace and security.> Another important fac-
tor in this context has been the rapid progress in biotechnology. If misused to develop
more efficient biological weapons, biotechnology could become a driving force in
promoting biological weapon programmes by creating new possibilities for future,
potential military applications.® An analysis of potential threats from the present to
2020 indicates that most terrorists will continue to use primarily conventional
methods, but there is concern that smaller, well-informed terrorist groups might use
biological agents to cause mass casualties.” The risk of bio-terrorism cannot be
disregarded, although it is difficult to identify which groups could and would use bio-
terrorism and what would be the most likely targets.®

The World Health Organization (WHO) has expressed serious concern about the
threat to civilian populations presented by the deliberate use of biological, chemical
or radiological agents, including via the contamination of food. The WHO has
requested that its director-general provide tools and support to the WHO member
states, in particular developing countries, in order to strengthen their national
response systems.’

3 Pearson, G. S., The Search for Iraq’s Weapons of Mass Destruction: Inspection, Verification and
Non-Proliferation (Palgrave MacMillan: Basingstoke, 2005).

4 Alibek, K., Biohazard: The Chilling True Story of the Largest Covert Biological Weapons Program
in the World, Told From Inside by the Man Who Ran It (Random House: New York, N.Y., 1999); and
Domaradskij, I. V. and Orent, W., Biowarrior: Inside the Soviet/Russian Biological War Machine (Pro-
metheus Books: New York, N.Y., 2003).

3 These incidents include the 11 Sep. 2001 terrorist attacks on the USA and other terrorist incidents
causing mass casualties (e.g., in Bali, in Oct. 2002; in Madrid, in Mar. 2004; in Beslan, Russia, in Sep.
2004; and in London, in July 2005).

% Roffey, R., ‘Biological weapons and potential indicators of offensive biological weapon activities’,
SIPRI Yearbook 2004: Armaments, Disarmament and International Security (Oxford University Press:
Oxford, 2004), pp. 557-71. See also US National Research Council, Committee on Advances in Tech-
nology and the Prevention of their Application to Next Generation Biowarfare Threats, Globalization,
Biosecurity, and the Future of the Life Sciences (National Academies Press: Washington, DC, 2006).

7 National Intelligence Council, ‘Mapping the global future’, Report of the National Intelligence
Council’s 2020 Project, Dec. 2004, URL <http://www.cia.gov/nic/NIC_2020_project.html>.

8 Interpol, ‘Bio-terrorism conference opens with warning of major threat: Interpol member countries
seek co-ordinated global response’, Media release, 1 Mar. 2005, URL <http://www.interpol.int/Public/
ICPO/PressReleases/PR2005/PR200510.asp>.

9 World Health Organization (WHO), ‘Global public health response to natural occurrence, accidental
release or deliberate use of biological and chemical agents or radionuclear material that affect health’,
Fifty-fifth World Health Assembly, Resolution WHA 55.16, 18 May 2002, URL <http://www.who.int/
gb/ebwha/pdf files/WHAS55/ewha5516.pdf>; and WHO, Food Safety Department, ‘Terrorist threats to
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The 2004 Report of the United Nations (UN) High-level Panel on Threats, Chal-
lenges and Change stressed that future biological threats and bio-security are key
security concerns.! Improving global disease-monitoring capabilities may be a
means to counter new, emerging infectious diseases; defend against the threat of bio-
logical terrorism; and build effective and responsible states. The report calls on the
states parties to the 1972 Biological and Toxin Weapons Convention (BTWC) to
resume the negotiation of a credible verification protocol and to initiate negotiations
on a new bio-security protocol.!! The report also draws attention to the overall deteri-
oration of the global health system, and it highlights both the promise and the peril of
the advances in biotechnology.!?

The 2003 BTWC Meeting of Experts discussed bio-safety and bio-security issues,
and the parties acknowledged the need for risk assessment as a tool for designing
appropriate and balanced legislation.!* They also noted that self-regulation of
bio-security by facilities, including those for research or production, was unlikely to
be adequate and that formal, governmental oversight arrangements, including legisla-
tion, would probably be necessary. The key elements of national bio-security pro-
grammes emerged from the discussions, and it was recognized that some states are
more vulnerable to unauthorized access to facilities that possess dangerous pathogens
owing to the lack of appropriate legislation and security.'* The meeting noted that
only a small number of countries have enacted legislation that specifically addresses
bio-security. There was, however, no common understanding or recommendation on
how to proceed on this issue because of the current lack of political agreement about
specific efforts to strengthen the BTWC.

Developing bio-security standards

Proposals have also been made to develop international bio-security standards or
agree a legal protocol in order to prevent proliferators and terrorists from acquiring
biological warfare agents and know-how and in order to simplify the tracing of agents
used in bio-terrorism attacks. Such an approach could include legal commitments by
states, a set of universal standards and an oversight mechanism. It could also com-
prise emergency response plans in the event of bio-security breaches; a mechanism
for accounting and controlling pathogens and toxins when storing, using or transfer-

food guidance for establishing and strengthening prevention and response systems’, 2002, URL <http://
www.who.int/foodsafety/publications/general/en/terrorist.pdf>.

10 United Nations, ‘A more secure world: our shared responsibility’, Report of the High-level Panel
on Threats, Challenges and Change, UN documents A/59/565, 4 Dec. 2004, and A/59/565/Corr.1, 6 Dec.
2004, URL <http://www.un.org/ga/59/documentation/list5.html>.

! United Nations (note 10), para. 27, p. 102, and para. 137, pp. 45-46. On the BTWC see chapter 14
and annex A in this volume.

12 United Nations (note 10), p. viii.

13 1n the final document of the 2002 Fifth Review Conference of the BTWC the states parties agreed
to hold 3 annual meetings before the Sixth Review Conference in 2006 in order to discuss and promote
common and effective action on a variety of subjects. Each meeting of the states parties was to be pre-
ceded by a 2-week preparatory Meeting of Experts, which would prepare factual reports describing their
work. BTWC website, URL <http://www.opbw.org/new_process/new.htm>. See also chapter 14.

14 Hersh, M., ‘A view to the BWC 2006 Review Conference: a focus on risk’, Draft paper presented
at the Conference on Meeting the Challenges of Bioterrorism: Assessing the Threat and Designing Bio-
defence Strategies, Fiiringen, Switzerland, 22-23 Apr. 2005; and Pearson, G., ‘Maximizing the security
and improving oversight of pathogenic microorganisms and toxins’, Strengthening the Biological
Weapons Convention, Briefing Paper no. 5 (2nd series), University of Bradford, Department of Peace
Studies, July 2003, URL <http://www.brad.ac.uk/acad/sbtwc/briefing/BP_5_2ndseries.pdf>.
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ring them; registration and licensing of facilities and personnel working with danger-
ous pathogens; and physical security measures. Negotiated global bio-security stand-
ards would reduce threats while reinforcing the legal prohibitions of the BTWC. It
has been suggested that such a regime should include transparency measures for
national bio-defence programmes and for the transfer of technology to developing
countries in order to enhance their levels of bio-safety and bio-security.!® This regime
should be incorporated into the framework of the BTWC and include the active par-
ticipation of the scientific and public health organizations, such as the WHO, the UN
Food and Agriculture Organization (FAO) and the World Organization for Animal
Health (Office International des Epizooties, OIE).

III. The concept of bio-security

An effective strategy for biological security will differ significantly from correspond-
ing strategies to curtail the spread of chemical or nuclear weapons. Bio-security not
only is a matter of physical security, but also includes all the measures necessary to
raise awareness of the risks involved and the measures to keep know-how, tech-
nology and dangerous pathogens or toxins from falling into the hands of those who
would use them for criminal acts such as bio-terrorism or biological warfare. The
concept of bio-security is relatively new, however, which explains why there is still
no generally accepted definition.!

A bio-security system should include elements of preparedness and response in the
event of bio-safety or bio-security breaches. An essential part of a bio-security system
is a programme of epidemiological surveillance that is effective, responds rapidly and
is carried out at the local, regional and national levels of a state. This is crucial in
order to enable early detection of possible releases of biological agents. Directly con-
nected to this requirement is the ability to quickly identify potential disease-causing
pathogens using rapid, reliable, standardized and internationally accepted diagnostic
methods that enable confirmation of suspected cases of infectious disease outbreaks,
identification of breaches of bio-safety or bio-security and characterization of the
agent involved. Enforceable national legislation and regulations that cover the rele-
vant areas are also essential. ‘Bio-security’ is sometimes inappropriately used to refer
to a broader range of measures to prevent and respond to possible biological attacks
(e.g., bio-defence, public health and law enforcement). Some bio-security measures
overlap with policies on bio-safety, food safety, agricultural security, biodiversity and
counter-terrorism measures. In the United States, for example, the term bio-security is
used to motivate increased funding for bio-defence research, thereby draining
resources from public health research. Such a broad definition of bio-security is
inappropriate and should be avoided.

15 Atlas, R. and Reppy, J., ‘Globalizing biosecurity’, Biosecurity and Bioterrorism: Biodefense Strat-
egy, Practice, and Science, vol. 3, no.3 (Mar. 2005), pp. 51-60; Tucker, J. B., ‘Preventing terrorist
access to dangerous pathogens: the need for international biosecurity standards’, Disarmament Diplo-
macy, no. 66 (Sep. 2002), URL <http:/www.acronym.org.uk/dd/dd66/66op2.htm>; and Tucker, J., ‘A
strategy for international harmonization of biosecurity standards under SCR 1540°, Workshop on UN
Security Council Resolution 1540 as it Pertains to Biological Weapons, Geneva, 3 Dec, 2004.

16 States interpret the term ‘bio-security” in different ways, which complicates attempts to agree on
terminology. E.g., in Australia and New Zealand bio-security refers to measures to protect agriculture
from the risks posed by imported pests. In Russian there is no word for bio-security; only the term
bio-safety is used, with its meaning dependent on the context.
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Bio-security affects the international community, governments, industries and
laboratories as well as individuals, and guidelines are badly needed. The WHO and
other relevant international organizations have begun to define the concept of
bio-security and to develop standards and guidelines for laboratories and production
facilities. According to the draft WHO definition, laboratory bio-security refers to
institutional and personal security measures adopted in laboratories that are designed
to prevent unauthorized access to and the loss, theft, misuse, diversion or intentional
release of valuable biological materials, thereby increasing their protection and
accountability.!”

Laboratory bio-security is primarily achieved through ‘administrative and proced-
ural requirements that clearly identify the threats to be addressed, the materials to be
protected, the responsibilities of workers and the measures that restrict access to these
materials by unauthorized individuals’.!® Bio-security practices should be a logical
extension of good laboratory bio-safety procedures and good management practices.
Laboratory bio-security and bio-safety are both essential to good laboratory practice.
The WHO defines laboratory bio-safety as the containment principles, technologies
and practices that are implemented to prevent unintentional exposure to pathogens or
their accidental release as well as the containment of pathogens in a limited space or
area. High levels of laboratory bio-safety can be achieved through the implementation
of various laboratory measures that increase containment, thereby safeguarding work-
ers, biological material and the environment.!” The WHO has urged its member states
to promote improved bio-safety at laboratories.?”

Bio-safety measures should be integrated with bio-security as a component of the
overall improvement of proliferation prevention measures. Thousands of production
facilities and laboratories around the world carry out work involving dangerous
pathogens or toxins. It is not known how many or which of these pathogens or toxins
could be of potential interest to states or non-state actors (i.e., terrorists) who wish to
acquire a biological weapon capability. In many cases, these facilities and research
centres are aware of the need for bio-safety measures to protect their personnel and to
prevent accidental releases. However, they are usually unaccustomed to considering
the need for enhanced security measures on site. Often such measures are perceived
by scientists as ineffective, intrusive, too costly or as an obstruction to free research,
which has created scepticism about their value.

The need for laboratory and facility bio-security

Essential to the concept of bio-security is a system of laboratory bio-security that
includes components such as risk assessment, physical security, personnel manage-

17 According to their owners, users or those who retain them, valuable biological materials are bio-
logical materials that require administrative oversight and specific protective, monitoring and tracking
measures. Valuable biological materials can include pathogens and toxins as well as culture collections,
vaccine strains, food and genetically modified organisms, cell components, genetic elements, etc. World
Health Organization (WHO), Department of Communicable Disease Surveillance and Response,
‘Laboratory biosecurity: WHO guidance’, WHO document WHO/CDS/CRS/LYO, Draft 9, 2005; and
WHO official, Communication with Roffey, 15 Dec. 2005.

18 Chyba, C. F., ‘Towards biological security’, Foreign Affairs, vol. 81, no.3 (May/June 2002),
p. 122.

19 World Health Organization (WHO), Laboratory Biosafety Manual, 3rd edn (WHO: Geneva, 2004),
URL <http://www.who.int/csr/resources/publications/biosafety/ WHO_CDS_CSR_LYO 2004 _11/en/>.

20 Wworld Health Organization, ‘Enhancement of laboratory biosafety’, Fifty-eighth World Health
Assembly, 25 May 2005, URL <http://www.who.int/csr/labepidemiology/WHAS8 29-en.pdf>.
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ment, control and handling of dangerous pathogens and toxins, the secure transfer of
infectious materials between facilities, internal and cross-border accountability, infor-
mation security, licensing and accreditation, programme management, scientific over-
sight, and well-developed standards and codes of practice.?! Bio-security is also pro-
moted by instituting a culture of responsibility and accountability among those hand-
ling, using, transporting and overseeing work with dangerous pathogens and other
valuable biological materials.

Assessing the risk

The approaches to handling biological material differ for human, animal and plant
pathogens and for toxins. Standards and procedures for the safe and secure storage,
transfer, handling and disposal of dangerous pathogens should be developed by each
facility. Identifying risks and listing the assets which the security system should pro-
tect based on plausible threat scenarios would facilitate this process.?? The classifica-
tion of risk should be based on the type of asset in need of protection. The highest
classification level should be assigned to material whose misuse would have national
or international security consequences. When making such a classification, risk fac-
tors such as the probability of terrorist use should be considered together with the
possible consequences of such use.?? The category of risk that an agent represents
will not necessarily correspond to its bio-safety risk level. Most microbiological
agents would be evaluated as posing minimal security risk.

Management and control

The obvious approaches to physical security would be to install video cameras for
monitoring purposes and to erect a physical barrier around a facility in order to limit
access to all or part of it to authorized personnel only, to detect unauthorized access
and to respond to security breaches. It is important that the facility’s management
carefully selects personnel and promotes a security culture that is based on shared
perceptions about security and the conviction that the security measures taken or pro-
posed are important.>* Security is vital as regards the access to and the handling of
dangerous pathogens or toxins; and serious consideration should be given to the con-
trol, registration and licensing of facilities and of individuals working with or hand-
ling them.?’

21 Sandia National Laboratories, ‘Laboratory biosecurity implementation guidelines’, Sandia Report
SAND2005-2348P, Apr. 2005, URL <http://www.biosecurity.sandia.gov/documents/LBIG.pdf>; and
Chyba (note 18), p. 122.

22 Salerno, R. M. and Estes, D. P., ‘Biosecurity: protecting high consequence pathogens and toxins
against theft and diversion’, Sandia Report 2003-4274P, Oct. 2003, URL <http://www.biosecurity.
sandia.gov/documents/sand2003-4274p.pdf>, p. 8.

23 Kwik, G. et al., ‘Biosecurity: responsible stewardship of bioscience in an age of catastrophic terror-
ism’, Biosecurity and Bioterrorism: Biodefence Strategy, Practice, and Science, vol. 1, no. 1 (2003),
URL <http://www liebertonline.com/doi/pdfplus/10.1089/15387130360514805>, pp. 27-36; and Stein-
bruner, J. et al., ‘Controlling dangerous pathogens: a prototype protective oversight system’, CISSM
Working Paper, 1 Sep. 2005, URL <http://www.cissm.umd.edu/documents/pathogensmonograph.pdf>.

24 Khripunov, L. and Holmes, J. (eds), Nuclear Security Culture: The Case of Russia (Center for
International Trade and Security, University of Georgia: Atlanta, Ga., Dec. 2004), URL <http://www.
uga.edu/cits/home/index.htm>.

25 Tucker, J., ‘Preventing the misuse of pathogens: the need for global biosecurity standards’, 4rms
Control Today, June 2003, URL <http://www.armscontrol.org/act/2003_06/tucker_june03.asp>.
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Many states control the import and export as well as transfer within the country of
dangerous human, animal or plant pathogens. In some cases, in order to further
reduce risks, dangerous pathogens or toxins can only be transferred between
approved or licensed facilities. Several internationally agreed standards regulate the
transport of dangerous pathogens and toxins and include requirements for the con-
tainers and packaging used for such transport. The UN Model Regulations define
suitable packaging that affords a level of safety appropriate to the degree of risk.?

Codes of conduct and practice

In conjunction with other bio-security measures, codes of conduct and practice for
scientists and technicians can affect how current and future threats from the use of
biological materials are handled. The advances and benefits of the rapid develop-
ments in biotechnology, including genetic engineering, are immense, but they can
also pose risks when mistakes or misuse occur.’’ Individual responsibility, an
increased awareness of how research could be misused and a culture of integrity and
responsibility—including through scientific oversight, peer review, pre-publication
review and whistle-blowing mechanisms—could be important in this context.?® The
Interacademy Panel on International Issues in 2005 issued a statement on bio-security
that addresses five fundamental issues that should be taken into account when formu-
lating codes of conduct for scientists: awareness, safety and security, education and
information, accountability and oversight.?® ‘Codes of practice’ refers to practical
guidance and advice on how to achieve a certain standard. Such codes are considered
enforceable, in contrast to ‘codes of conduct’—which are often interpreted to be
advisory and to apply to individuals only.?* A code of good manufacturing practice is,
for example, already used in the pharmaceutical industry.3!

26 World Health Organization (WHO), ‘Transport of infectious substances: background to the amend-
ments adopted in the 13th revision of the United Nations Model Regulations guiding the transport of
infectious substances’, WHO document WHO/CDS/CSR/LY0/2004.9, 2004, URL <http://www.who.
int/csr/resources/publications/WHO_CDS_CSR_LYO_2004_9/en/>; and United Nations, ‘UN recom-
mendations on the transport of dangerous goods: model regulations’, 13th revised edn, 2003, URL
<http://www.unece.org/trans/danger/publi/unrec/rev13/13files_e.html>.

27 Examples include the reconstruction of Spanish influenza virus, the synthesis of poliovirus and the
inadvertent creation of a lethal mouse pox virus. Hart, J. and Kuhlau, F., ‘Codes of conduct for scientists
in the biological field’, Paper presented at the Conference on Meeting the Challenges of Bioterrorism:
Assessing the Threat and Designing Biodefence Strategies (note 14); and Chyba, F. and Greninger, A.
L., ‘Biotechnology and bioterrorism: an unprecedented world’, Survival, vol.46, no.2 (2004),
pp. 143—-44.

28 Meeting of the States Parties to the BTWC, ‘Synthesis of considerations, lessons, perspectives,
recommendations, conclusions and proposals drawn from the presentations, statements, working papers
and interventions on the topic under discussion at the Meeting of Experts’, BWC/MSP/2005/L.1,
Geneva, 16 Nov. 2005.

29 Hart and Kuhlau (note 27); Somerville, M. A. and Atlas, R., ‘Ethics: a weapon to counter bioterror-
ism’, Science, 25 Mar. 2005, pp. 1881-82; and Interacademy Panel on International Issues, A Global
Network of Science Academies, ‘Statement on biosecurity’, 30 June 2005, URL <www .knaw.nl/nieuws/
pers_pdf/IAP_Biosecurity statement.pdf>. A version endorsed by 68 national academies of science from
all regions of the world was presented in Geneva on 7 Dec. 2005 at the Meeting of the States Parties to
the BTWC. See Interacademy Panel on International Issues, ‘IAP Statement on Biosecurity’, 7 Nov.
2005, URL <http://www4.nationalacademies.org/iap/iaphome.nsf>.

30 University of Exeter and University of Bradford, ‘Biological weapons and codes of conduct’, URL
<http://www.ex.ac.uk/codesofconduct/Examples/>; and Hart and Kuhlau (note 27), p. 8.

31'World Health Organization (WHO), ‘Good manufacturing practices and inspections’, Quality
Assurance of Pharmaceuticals: 4 Compendium of Guidelines and Related Materials, vol. 2, updated edn
(WHO: Geneva, 2004), URL <http://www.who.int/medicines/areas/quality safety/quality assurance/
inspections/en/>.
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IV. Infectious diseases: a threat to health and security

Despite medical advances, communicable diseases are still major threats to human
health in both the technologically advanced and in the developing regions of the
world. Outbreaks of infectious diseases continue to have significant consequences for
public health, agriculture and the global economy.3? Measures to reduce the global
risks caused by accidental and deliberately induced outbreaks of infectious disease
require a coordinated global strategy, and it is well known that it is extremely
difficult initially to distinguish one kind of outbreak from the other.’* Many disease-
control strategies focus on the response to an outbreak, but bio-safety and
bio-security are preventive measures that counter risks before they lead to outbreaks
of disease. Emerging and re-emerging infectious diseases are global problems and
should be addressed by a global strategy. Of immediate concern are the infectious
disease situation, the deficiencies of the epidemiological disease surveillance system
and weaknesses in diagnostic abilities, preparedness and response capacities.
Improving preparedness and enhancing global public health efforts on a broad scale
are essential. A disease outbreak in one country can spread internationally in a matter
of hours or days. Many experts believe that there is a risk of a new influenza
pandemic that could kill millions of people.>* The consequences of an outbreak of
infectious disease resulting from the deliberate use of a pathogenic micro-organism
could be at least as damaging as naturally occurring infections, and possibly more so.
The 2001 attacks in the USA using letters that were filled with dried anthrax spores
had a relatively modest health impact, with 5 deaths among the 22 people exposed to
the letters, but the attacks caused enormous social disruption and economic damage.3?

Disease caused by leaks and accidents: a lack of oversight

In recent years it has been increasingly recognized that bioscience facilities are poten-
tial sources from which terrorists could obtain pathogens and toxins or knowledge
that could be misused to create weapons. Bio-security in the sense of preventing theft
is therefore a relatively new issue that only some Western countries, including only a
few European Union (EU) members, have begun to consider seriously. In December
2005 the EU listed as a priority the promotion through funding of the physical secur-

32 The outbreak of foot-and-mouth disease in the United Kingdom in 2001 caused economic losses of
about €11 billion. The outbreak of severe acute respiratory syndrome in 2003 infected over 8000 people,
killed almost 800 and had considerable impact on economies in the Pacific Rim and Canada. Outbreaks
of avian influenza in 2004 inflicted losses in Asia estimated at €400 million. World Health Organization
(note 17); and Njuguna, J. T., “The SARS epidemic: the control of infectious diseases and biological
weapon threats’, SIPRI Yearbook 2004 (note 6), pp. 697-712.

33 Dando, M., Kriz, B. and Pearson, G., University of Bradford, Scientific and Technical Means of
Distinguishing Between Natural and Other Outbreaks of Disease: Proceedings of the NATO Advanced
Research Workshop, Prague, Czech Republic, 18—20 October 1998 (Kluwer: Dordrecht, 2001).

34 Enserink, M., ‘Looking the pandemic in the eye’, Science, vol. 306, issue 5695 (15 Oct. 2004),
pp- 392-94; and “WHO warns of bird flu pandemic’, BBC News Online, 23 Feb. 2005, URL <http://
news.bbc.co.uk/2/4289637.stm>.

35 Zanders, J. P., Hart, J. and Kuhlau, F., ‘Chemical and biological warfare developments and arms
control’, SIPRI Yearbook 2002: Armaments, Disarmament and International Security (Oxford Univers-
ity Press: Oxford, 2002), p. 699; Zanders, J. P., “Weapons of mass disruption’, SIPRI Yearbook 2003:
Armaments, Disarmament and International Security (Oxford University Press: Oxford, 2003),
pp. 683-90; and Greene. C. M. et al., ‘Epidemiologic investigations of bioterrorism-related anthrax, New
Jersey, 2001°, Emerging Infectious Diseases, vol. 8, no. 10 (Oct. 2002).
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ity of laboratories in Ukraine and other countries.?® There are large numbers of
laboratories in the world that possess dangerous pathogens or toxins or conduct work
on them, but there are no data on exactly how many such laboratories exist because
an international inventory has not been conducted. Few countries even have a
national inventory. It is known, however, that about 1500 state-owned and commer-
cial culture collections exist worldwide—in addition to culture collections of various
types at universities, hospitals, laboratories or commercial companies which do not
trade in agents.’” For instance, an inventory of laboratories disclosed that 160 000
laboratories in 152 countries possess poliovirus.38

Leaks from laboratories and accidents involving the release of pathogens have
already occurred. In 2004, in Boston, Massachusetts, scientists mistakenly worked
with live tularaemia strains when they thought they were working on a harmless vac-
cine strain. The mistake was first detected when the scientists displayed influenza-
like symptoms.*® It is also known that in Beijing, Singapore and Taipei the severe
acute respiratory syndrome (SARS) virus leaked in four cases from laboratories,*
and a case of Ebola haemorrhagic fever infection occurred because of an accident at
the State Research Centre of Virology and Biotechnology (Vector) in Koltsovo,
Russia.*! In 2004 a laboratory in the USA accidentally sent out proficiency tests that
included pandemic influenza virus to 3750 laboratories around the world and then
urgently had to ask the laboratories to destroy the samples. It proved difficult to track
down all the samples and some seemed to have gone missing. The mistake was not
discovered until one month after the samples had been distributed, when a patient was
mistakenly diagnosed as having influenza because of the contamination from the pro-
ficiency test kit sample.*?

There is no information on the scale of global transfers of dangerous pathogens or
on the quantity of such pathogens that are transferred and not covered by current
regulations. As far as can be determined from publicly available information, there
are also few cases of theft or illicit transfer of dangerous pathogens. The means to
detect illicit transfers across borders are few and the task is difficult since the small
quantities that would be required in order to have an effect can be easily concealed.

36 Council of the European Union, ‘Implementation of the EU Strategy against proliferation of WMD:
six-monthly progress report on the implementation of Chapter III of the EU Strategy against the Prolif-
eration of Weapons of Mass Destruction, and updated list of priorities for a coherent implementation of
the EU WMD Strategy’, document 14520/05, Brussels, 5 Dec. 2005, URL <http://tradeinfo.cec.eu.int/
doclib/docs/2005/december/tradoc_126701.en05.pdf>.

37 Tucker (note 25).

38 Walgate, R., ‘SARS labs unsafe, says WHO: scientific advisors call for international regime to
regulate pathogen biocontainment’, The Scientist, 3 June 2004, URL <http://www.the-scientist.com/
news/20040603/03>.

39 Shane, S., ‘Exposure at germ lab reignites a public health debate’, New York Times, 24 Jan. 2005.

40 Walgate, R., ‘SARS escaped Beijing lab twice: laboratory safety at the Chinese Institute of
Virology under close scrutiny’, The Scientist, 26 Apr. 2004, URL <http://www.the-scientist.com/article/
display/22139/>.

41 Walgate (note 40).

42 World Health Organization, ‘International response to the distribution of a H2N2 influenza virus
for laboratory testing: risk considered low for laboratory workers and the public’, 12 Apr. 2005, URL
<http://www.who.int/csr/disease/influenza/h2n2_2005_04_12/en/index.html>; ‘Labs race to destroy flu
virus after test kit mistake’, Financial Times, 14 Apr. 2005; and “Virus scare shows need for better
disease-control methods’, Vancouver Sun, 15 Apr. 2005.
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Naturally emerging infectious diseases: avian influenza

After the SARS epidemic in 2003,* attention focused on avian influenza and the risk
of pandemic influenza. The WHO has repeatedly warned of the rapid spread of avian
influenza virus (H5N1).%* The EU has agreed new guidelines for surveillance and has
called for intensified bio-security and other disease prevention and control meas-
ures.*> The first recorded case of avian influenza occurred in 1997 in Hong Kong.4¢
According to the WHO, the avian influenza virus moved from domestic poultry to
ducks and then to migrating birds in China.*’ Since 2003 the virus has spread
westward, reaching Turkey;*® of the 184 reported human cases, 103 had died from the
virus as of 23 March 2006. The virus has also led to the death of around 140 million
birds.#® Confirmed reported human cases of infection have been detected in eight
countries: Azerbaijan, Cambodia, China, Indonesia, Iraq, Thailand, Turkey and Viet
Nam.’® The EU has banned the import of chickens, other poultry and birds from
14 countries,’ and it has urged increased surveillance by member states.>?> Experts
agree that even a complete global ban on the import and export of poultry will only
slow the spread of the virus, not stop it.>

43 See Njuguna (note 32).

44 Avian influenza, commonly known as ‘bird flu’, is an infectious disease of birds caused by type A
strains of the influenza virus. The disease occurs worldwide and all birds are thought to be more or less
susceptible to infection. There are a number of avian strains of the virus and, apart from H5N1 (the most
severe strain), the HON2 and H7N7 strains have also caused cases of mild illness in humans. See World
Health Organization, ‘Avian influenza’, Fact sheet, URL <http://www.who.int/mediacentre/factsheets/
avian_influenza/en/>.

45 European Union, ‘Conclusions of the Standing Committee on the Food Chain and Animal Health
working group meeting on avian influenza’, Press release, Brussels, 25 Aug. 2005, URL <http://
www.europa.eu.int/rapid/pressReleasesAction.do?reference=MEMO/05/285 & format=HTML &aged=0&
language=EN&guilanguage=en>.

46 Liu, J. et al., ‘Highly pathogenic H5N1 influenza virus infection in migratory birds’, Science,
vol. 309, issue 5738 (19 Aug. 2005), p. 1206, URL <http://www .sciencemag.org/cgi/content/abstract/
1115273>.

47 South East Asian Nations Infectious Diseases Outbreak Surveillance Network, ‘WHO repeats
warning of rapid bird flu spread’, 7 Sep. 2005, URL <http://www.asean-disease-surveillance.net/ASN
News_Detail.asp?ID=3340>.

48 European Commission, ‘Avian influenza in Turkey: EU takes further import measures and joint
expert team starts work on the ground’, Press release, 9 Jan. 2006, URL <http://www.europa.eu.int/
comm/dgs/health _consumer/dyna/influenza/index.cfm>.

49 US Department of Health and Human Services, ‘Statement by Mike Leavitt, Secretary of Health
and Human Services, International Partnership on Avian and Pandemic Influenza, United Nations
General Assembly’, Press release, Washington, DC, 15 Sep. 2005, URL <http://www.hhs.gov/news/
press/2005pres/20050915a.html>.

50 World Health Organization, ‘Confirmed human cases of avian influenza A(H5N1)’, URL <http://
www.who.int/csr/disease/avian_influenza/country/en/index.html>.

51 The countries affected by the ban are Cambodia, China, Croatia, Indonesia, Kazakhstan, North
Korea, Laos, Malaysia, Pakistan, Romania, Russia, Thailand, Turkey and Viet Nam.

52 European Commission, ‘Avian influenza: adjustments to import bans and to biosecurity require-
ments agreed’, Press release, Brussels, 23 Nov. 2005, URL <http://www.europa.eu.int/rapid/press
ReleasesAction.do?reference=IP/05/1460& format=HTML&aged=0&language=EN>; European Com-
mission, ‘Avian influenza in Romania and Turkey: Commission takes further action’, Press release,
Brussels, 13 Oct. 2005; European Union, ‘EU Business: EU calls for ban on bird imports from Russia,
Kazakhstan’, 8 Aug. 2005, URL <http://www.eubusiness.com/Health/050808102229.zi87uoei>; and
European Commission, ‘Avian influenza: Commission asks member states to step up surveillance’, Press
release, Brussels, 25 Aug. 2005, URL <http://www.europa.cu.int/rapid/pressReleasesAction.do?
reference=IP/05/1068& format=HTML &aged=0&language=EN&guiLanguage=en>.

33 Doyle, S., ‘No stopping a flu pandemic, officials say: even a “global shutdown” would only buy
time’, National Post, 24 Aug. 2005.
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There are indications that the avian influenza virus currently is not easily transmit-
ted from birds to humans. So far there is no evidence of human-to-human transmis-
sion of the virus.’* The fear among health officials is, however, that if the virus com-
bines with the human influenza virus it may be highly infectious and lead to a global
influenza pandemic. Recent publication of the complete sequence of the 1918
Spanish influenza virus has shown that it was an avian influenza virus strain that
adapted to humans.’® The potential risks of publishing complete sequences of danger-
ous pathogens should not be ignored. By using this sequence, scientists have
recreated the virus and studied its effects in mice. It has been demonstrated that only
10 amino acid changes in the polymerase proteins consistently differentiate the 1918
and subsequent human influenza virus sequences from avian influenza virus
sequences. Notably, a number of the same changes have been found in the H5N1
virus.’’

In the EU it is estimated that 2-3 million deaths could occur in the event of a
pandemic influenza epidemic. More than 40 million people died in the last three
global pandemics, in 1918, 1957 and 1968. As of November 2005, approximately
120 (62 per cent) of the 194 WHO member states had preparedness plans for a pan-
demic or were drawing up such plans; this is an increase of more than 70 countries
since May 2005.°®% Preparedness for and the response to pandemic influenza were
important issues for the Sixth Ministerial Meeting of the Global Health Security
Initiative, held in November 2005.5° The EU has updated and revised its preparedness
plans,® and the WHO has presented its strategic approach.®! The European Commis-
sion and China hosted an international pledging conference on avian and human
influenza in Beijing in 2006.%> The international community has pledged $1.9 billion,

54 World Health Organization, ‘Avian influenza: frequently asked questions’, URL <http://www.
who.int/csr/disease/avian_influenza/avian_faqs/en/index.html>.

33 Osterholm, M. T., ‘Preparing for the next pandemic’, Foreign Affairs, vol. 84, no. 4 (July/Aug.
2005), URL <http://www.foreignaffairs.org/20050701faessay84402-p0/michael-t-osterholm/preparing-
for-the-nextpandemic.html>; and ‘Indonesia bird flu toll increases’, BBC News Online, 26 Sep. 2005,
URL <http://news.bbc.co.uk/2/4281794 .stm>.

56 The 1918-19 ‘Spanish flu’ pandemic killed an estimated 20-50 million people worldwide.
Tumpey, T. M. et al., ‘Characterization of the reconstructed 1918 Spanish influenza pandemic virus’,
Science, vol. 310 (7 Oct. 2005), pp. 77.

57 Tumpey et al. (note 56), pp. 77-80; and Taubenberger, J. K. et al., ‘Characterization of the 1918
influenza virus polymerase genes’, Nature, vol. 437 (6 Oct. 2005), URL <http://www.nature.com/
nature/journal/v437/n7060/full/nature04230.html>, pp. 889-93.

58 World Health Organization (WHO), ‘Perspectives from WHO: status of human health preparedness
& response’, Presentation by Dr Mike Ryan, Director, Epidemic and Pandemic Alert and Response
(CDS/EPR), Meeting on Avian Influenza and Human Pandemic Influenza, Geneva, 7-9 Nov. 2005,
URL  <http://www.who.int/mediacentre/events/2005/avian_influenza meeting_presentations/en/index.
html>.

59 US Department of State, ‘Sixth Ministerial Meeting on the Global Health Security Initiative’,
Rome, 18 Nov. 2005, URL <http://www.state.gov/g/oes/rls/or/57804.htm>.

%0 European Commission, ‘Communication from the Commission to the Council, the European Par-
liament, the European Economic and Social Committee and the Committee of the Regions on pandemic
influenza preparedness and response planning in the European Community’, Brussels, COM(2005) 607
final, 28 Nov. 2005, URL <http:/www.europa.cu.int/comm/health/ph_threats/com/Influenza/keydo_
influenza_en.htm>.

61 UN Development Group, ‘Avian and human pandemic influenza: UN system contributions and
requirements, a strategic approach’, 13 Jan. 2006, URL <http://siteresources.worldbank.org/PROJECTS/
Resources/40940-1136754783560/UNSIC-Strategy.pdf>.

92 European Commission, ‘European Commission to co-host International Pledging Conference on
Avian and Human Influenza in Beijing’, Press release, Brussels, 22 Dec. 2005, URL <http://www.
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of which $260 million was pledged by the EU.® A global influenza pandemic could
result in severe economic losses, estimated at $550 billion for high-income countries
alone.® Concern about an influenza pandemic has led to international initiatives such
as the proposal to initiate a global influenza vaccine programme by the Group of
Eight (G8) industrialized nations and the establishment of a new International
Partnership on Avian and Pandemic Influenza announced by US President George W.
Bush.% Twenty-seven countries possess stockpiles of anti-virus drugs in amounts suf-
ficient to cover 2 per cent of the world’s population.®® Nine states produce most of the
world’s vaccine.®” Europe’s production amounts to 70 per cent of the global total.
There is great concern that, in an emergency, the states with vaccine production
facilities will limit or ban exports to other states.%®

Other major infectious diseases: requests for international cooperation

Another major global threat from infectious disease is the spread of HIV/AIDS,
which has killed more than 25 million people since 1981.%° Sub-Saharan Africa has
been more severely affected by AIDS than any other part of the world. The UN has
reported that 25.8 million adults and children are infected with HIV in the region,
where about 10 per cent of the world’s population lives and where two-thirds of the
total of HIV-infected people also live.”? AIDS has surpassed malaria as the leading
cause of death in Africa, and it kills more Africans than conflict.”! In addition, and
because of the HIV/AIDS epidemic, there are around 8.5 million diagnosed cases of
tuberculosis, and 2 million people die of the disease every year. The HIV/AIDS epi-
demic is also growing in other regions in the world, particularly in Eastern Europe
and Central Asia where the HIV-infected population has increased by one-quarter, to
1.6 million, since 2003 and the number of deaths almost doubled to 62 000. Another
affected region is East Asia, where the number of infected people increased by

global program for avian influenza control and human pandemic preparedness and response’, Report
no. 34386, 5 Dec. 2005, URL <http://siteresources.worldbank.org/PROJECTS/Resources/40940-113675
4783560/Avian-Flu-PAD.pdf>.

63 European Commission, Markus Kyprianou European Commissioner for Health and Consumer
Safety, ‘Remarks at the concluding press conference, International Pledging Conference on Avian and
Human Pandemic Influenza’, Press release, Beijing, 18 Jan, 2006, URL <http://europa.eu.int/rapid/press
ReleasesAction.do?reference=SPEECH/06/14>.

64 Brahmbhalt, M., ‘Avian influenza: economic and social impacts’, World Bank, 23 Sep. 2005, URL
<http://web.worldbank.org/WBSITE/EXTERNAL/NEWS/0,,contentMDK:20663668~pagePK:34370~pi
PK:42770~theSitePK:4607,00.htmI>.

65 ‘Pandemic project needed, expert says: flu pandemic would drain the world’s economy and trigger
universal panic, author warns’, Vancouver Sun, 5 May 2005. The G8 programme is discussed below. See
also The White House, ‘President addresses United Nations high-level plenary meeting’, UN Head-
quarters, Press release, New York, 14 Sep. 2005, URL <http://www.whitehouse.gov/news/releases/
2005/09/20050914 . htmI>.

66 Kvankom, A. and Tangwisutijit, N., ‘Not enough drugs to fight a new pandemic’, The Nation,
23 Aug. 2005.

67 The states are Australia, Canada, France, Germany, Italy, Japan, the Netherlands, the UK and the
USA.

68 Osterholm (note 55); and ‘Preparing for a pandemic: more vaccine is needed to prepare the world
for an influenza pandemic’, The Economist, 22 Sep. 2005, p. 95.

%9 Joint UN Programme on HIV/AIDS and the World Health Organization, ‘AIDS epidemic update’,
Dec. 2005, URL <http://www.unaids.org>, pp. 1-3. See also the Introduction in this volume.

70 Joint UN Programme on HIV/AIDS and the WHO (note 69), pp. 1-3.

71 Copson, R. W., ‘AIDS in Africa’, CRS Issue Brief for Congress, 3 Oct. 2003, URL <http://www.
law.umaryland.edu/marshall/crsreports/crsdocuments/IB10050a.pdf>.
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one-fifth, to 870 000, between 2003 and 2005. The total number of HIV-infected
people reached 40.3 million in 2005.7?

Owing to lack of funding and resources, new strains of tuberculosis have developed
that are more difficult to treat. The recent SARS outbreak illustrated how the spread
of disease can be limited when states cooperate closely and with international institu-
tions.” UN agencies estimate that about $35 billion is needed to fight preventable
diseases such as AIDS, malaria and tuberculosis, which together kill 2—-3 million
children every year.’* In addition, livestock agriculture is the most important industry
in sub-Saharan Africa, and diseases are its biggest constraint. Crop diseases and pests
pose major threats to Africa’s food security.”

V. International efforts to prevent biological weapon
proliferation

Parallel to naturally occurring diseases and their sudden outbreaks, other major chal-
lenges and threats have emerged, such as the risk of the proliferation of biological
weapons or the intentional use of disease by terrorists. The security measures
required to address these threats should take into account the dual-use nature of bio-
logical materials and equipment, the small amounts of agent initially needed to cause
an outbreak of disease, the relative ease with which such agents can be produced,
their availability as the result of natural outbreaks and the dynamic nature of biotech-
nology.

The international community has attempted to prevent the proliferation of bio-
logical weapons, related materials and know-how but with limited success. Arms
control and disarmament actions in the biological area have proved more difficult
than for other weapon of mass destruction categories not only for political reasons,
but also owing to practical factors such as the relative ease of acquiring dual-use
materials and technologies. The obstacles to progress include the extreme secrecy
surrounding work in biological weapon-related areas; the difficulty of identifying
prohibited activities, especially by non-state actors; and the technical and political
challenges of verifying that materials or activities are not being used for hostile pur-
poses.”® Threat assessments and intelligence are crucial in order to monitor biological
weapon capabilities, and the inherent limitation of intelligence information in this
area was recently demonstrated again by the intelligence failure in Iraq.”’

State contributions to enhance bio-security

Thus far most international bio-security-related activities have been carried out under
the US threat reduction programmes in Russia and the other former Soviet states. The

72 Joint UN Programme on HIV/AIDS and the World Health Organization (note 69).

73 United Nations (note 10), p. viii.

74 Agence France-Presse, ‘Experts urge G8 to help wipe out preventable diseases’, 9 June 2005.

73 British Department of Trade and Industry, ‘Infectious diseases in Africa using science to fight the
evolving threat’, Foresight Report, Office of Science and Technology, Feb. 2005, URL <http:/www.
foresight.gov.uk>.

76 Roffey (note 6).

77 Guthrie, R., Hart, J. and Kuhlau, F., ‘Chemical and biological warfare developments and arms con-
trol’, SIPRI Yearbook 2005: Armaments, Disarmament and International Security (Oxford University
Press: Oxford, 2005), pp. 622-26.
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changed international security environment has resulted in the need for broader non-
proliferation and disarmament activities that are intended to deal with global prob-
lems such as the risks posed by bio-terrorism and outbreaks of infectious diseases.
The focus of activities has moved from threat reduction to terrorism prevention, pub-
lic health-related issues and environmental protection.”® These changes raise the ques-
tion of whether there is a need to further modify current threat reduction approaches.
Support should be refocused from the nuclear to the biological area and expanded
beyond the former Soviet Union.

Compared to the budgets for assistance in, for example, the nuclear field, the con-
tribution to improving bio-security is minimal.”” The USA is by far the largest con-
tributor in the biological area: its annual funding is estimated to be approximately
$90-100 million, although most of the funding is not allocated to bio-security.?
Other states contribute mainly through the G8 Global Partnership against the Spread
of Weapons of Mass Destruction or, in the case of the EU member states, through the
Technical Assistance to the Commonwealth of Independent States (TACIS) pro-
gramme.?! These contributions primarily fund the science centres in Russia and
Ukraine that were established to engage former Soviet weapon scientists in peaceful
research.®? The funding for bio-security enhancement is limited in the former Soviet
states. However, states such as Canada, France and the United Kingdom are becom-
ing increasingly involved in bio-security-related activities there.

New international approaches to prevent biological proliferation

The BTWC is the natural framework in which bio-security issues could be developed
and agreed upon in a multilateral setting, but since the negotiations on a verification
protocol for the treaty stalled in 2001 little has been achieved.®? The lack of a con-
crete outcome from the discussions in the BTWC framework has spurred a range of
activities designed to promote bio-security in organizations such as the Organisation
for Economic Co-operation and Development (OECD) and the WHO and among
non-governmental organizations. These organizations play important roles in devel-
oping the concept of bio-security, in raising global awareness of the issues involved
and in highlighting the need to engage various actors to prevent proliferation. Lack of
coordination of these initiatives, however, has made it difficult to harmonize bio-
security measures, and their impact has been limited so far.

The International Science and Technology Center (ISTC) in Moscow and the Sci-
ence and Technology Center (STCU) in Kyiv play central roles in promoting non-
proliferation in the former Soviet Union by facilitating cooperation between scientists

78 US National Research Council, Biological Science and Biotechnology in Russia: Controlling Dis-
eases and Enhancing Security (National Academies Press: Washington, DC, 2005).

79 Anthony, L., Reducing Threats at the Source: A European Perspective on Cooperative Threat
Reduction, SIPRI Research Report no. 19 (Oxford University Press: Oxford, 2004).

80 Roffey (note 1); and Kuhlau (note 1).

81 The states that are involved in significant bio-security support activities are Canada, Finland,
France, Sweden, the UK and the USA.

82 International Science and Technology Center (note 1); and Science and Technology Center
(note 1).

83 Zanders, Hart and Kuhlau (note 35), pp. 666—77; and Hart, J., Kuhlau, F. and Simon, J., ‘Chemical
and biological warfare developments and arms control’, SIPRI Yearbook 2003 (note 35), pp. 646—650.



746 NON-PROLIFERATION, ARMS CONTROL, DISARMAMENT, 2005

and Western states.®* Other international organizations such as the FAO, the OECD,
the OIE and the WHO act from their different perspectives to enhance bio-security
through the development of guidelines, standards and principles.®> The WHO has also
taken action to help its member states improve their preparedness against bio-
terrorism.% The World Bank continues to support the improvement of epidemio-
logical surveillance systems and the development of medical countermeasures and
ways to handle disease outbreaks.’” The OECD is also actively pursuing the establish-
ment of a global network of biological resource centres (BRCs), which will operate as
focal points and serve as repositories to permit the safe and secure exchange of
microbial cultures among its members.®® The national centres will have the key func-
tion of safeguarding valuable culture collections for the life sciences and the biotech-
nology industry and will provide global coordination in the form of a BRC network to
increase efficiency and transparency and to facilitate the international exchange of
these cultures in a safe and secure manner.®’

As noted, the G8 Global Partnership has played an important role in addressing
non-proliferation, disarmament and counter-terrorism issues with a focus on the
former Soviet Union.?”® However, the funding committed and allocated for the bio-
logical area is minimal and the contributions pledged by some states in the G8 frame-
work have not yet been honoured.”’ Another partnership, the Global Health Security
Initiative, includes the G7 states plus the European Commission and Mexico.?? It
aims to improve global health security and meet the threats of chemical, biological,
radiological and nuclear terrorism as well as pandemic influenza.®® In the biological
field, its goals are to build joint surveillance networks, to develop approaches for
enhancing national and international preparedness, to prepare the response to out-
breaks of disease and to strengthen public health emergency response and detection.®*
It also aims to achieve common standards and promote cooperation among labora-

84 International Science and Technology Center (note1); and Science and Technology Center
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85 Roffey (note 1); and Kuhlau (note 1).

86 World Health Organization (WHO), Public Health Response to Biological and Chemical Weapons:
WHO Guidance (WHO: Geneva, 2004).

870n these projects see the World Bank database ‘Projects and operations’, URL <http://www.
worldbank.org/>.

88 Organisation for Economic Co-operation and Development, ‘Biological resource centres: underpin-
ning the future of life sciences and biotechnology’, Mar. 2001, pp. 41-47. See also Tucker (note 25).

89 Organisation for Economic Co-operation and Development (note 88); and Tucker (note 25).

90 Reports from G8 summit meetings are available at URL <http:/www.g8.gov.uk/>. The members
of the G8 are listed in the glossary in this volume.

91 1n addition to the G8, 13 states—Australia, Belgium, the Czech Republic, Denmark, Finland,
Ireland, South Korea, the Netherlands, New Zealand, Norway, Poland, Sweden and Switzerland—joined
the Global Partnership in 2003-2004. The EU is also a member.

92 The G7 states are Canada, France, Germany, Italy, Japan, the UK and the USA. The European
Commission and Mexico participate in the Global Health Security Initiative.

93 Foreign Affairs Canada and the International Trade Canada, ‘Canada and the US: a global security
partnership’, Keynote speech by the Deputy Minister of Foreign Affairs Peter Harder, CIIA annual
meeting, Halifax, 11 Mar. 2005, URL <http://www.fac-aec.gc.ca/department/deputy-minister-speeches-
2005-03-11-en.asp>.

94 Global Health Security Initiative (G7 and Mexican ministers of health), ‘Sixth ministerial meeting
on health security and bioterrorism’, Rome, 18 Nov. 2005, URL <http://www.g8.utoronto.ca/health/
rome2005.html>.
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tories,”> and the Global Health Security Action Group has been created to improve
linkages between laboratories.’®

Challenges to current non-proliferation approaches

The non-proliferation approach has so far focused on threat reduction activities, but
such activities have had a limited focus on biological issues in general and
bio-security in particular. After a decade of assistance in Russia and the other former
Soviet states, new geographical regions, such as Africa and parts of Asia, should also
be prioritized. Proliferation risks are high in these regions and concern exists with
regard to their potential as favourable environments for terrorists seeking to acquire
biological agents and develop biological weapon capabilities. In order to prevent pro-
liferation and enhance bio-security in these regions, it is necessary to rethink non-
proliferation approaches. In most African states, bio-security, or even bio-safety,
would be considered a luxury and is given lower priority than basic needs such as
secure access to food and water and combating infectious diseases. A new approach
is needed in order to prevent proliferation and improve the level of bio-security. The
urgent need to strengthen the public health infrastructure can be used to make the
case for also increasing bio-safety and bio-security in order to combat disease. A
well-coordinated and well-developed international strategy is needed to assist primar-
ily Africa, but also parts of Asia, to cope with threats to health and security by putting
in place efficient epidemiological surveillance systems, diagnostic capabilities and
crucial bio-security components for laboratories and facilities that deal with danger-
ous pathogens and toxins. Such a strategy would also increase the control of patho-
gens and the awareness of which pathogens exist and would enhance preparedness
and the response to naturally occurring diseases as well as those deliberately induced.
The public health approach would be useful as a point of entry in other regions of the
world as well.

The first meeting to deal with bio-terrorism and bio-security issues in sub-Saharan
Africa was held in Kampala, Uganda, in September 2005. Ideas for an African initia-
tive for a Global Bargain on Bio-security and Bioscience were developed that will be
presented to the African Union (AU) if there is adequate support. In order to promote
human security and protect against misuse of the biological sciences, the African
states would make certain commitments—including in the area of enhancing
bio-security—in exchange for assistance in a number of areas such as public health
infrastructure and capacities; development programmes for vaccines and other cap-
abilities to protect against diseases like AIDS, malaria and tuberculosis; disease
monitoring; notification and surveillance systems; and strengthening African
universities. The AU has also identified terrorism as a priority and has established the
Centre for the Study of and Research on Terrorism, in Algiers.”” The potential use of
biological agents might have more serious consequences in Africa than in other parts
of the world because large parts of the population have a decreased immune defence

95 G7 health ministers, ‘Statement of G7 health ministers’ meeting’, London, 14 Mar. 2002, URL
<http://www.g8.utoronto.ca/health/london2002.htmI>.

96 G7 health ministers, ‘Statement of G7 health ministers’ meeting’, Ottawa, 7 Nov. 2001, URL
<http://www.g8.utoronto.ca/health/ottawa2001.htm1>.

97<AU anti-terrorism center inaugurated’, Afiican Terrorism Bulletin, issue 1 (Dec. 2004), URL
<http://www.iss.org.za/pubs/Newsletters/Terrorism/0104.htm>.
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owing to HIV infection. In addition, the public health infrastructure is weak, and
there is a lack of medicines and other essential items.

VI. Conclusions: general bio-security trends

In the past decade the world has confronted new biological challenges because of a
combination of emerging and re-emerging infectious diseases, rapid advances in bio-
technology and a perceived increased bio-terrorism threat. It is now also generally
accepted that security measures to prevent proliferation and bio-terrorism are needed
in the biological field. The current limited international approach of enhancing bio-
safety and bio-security through measures developed under the threat reduction
umbrella has prevailed for a decade in assistance programmes in the former Soviet
Union. Bio-security has to be seriously considered when developing a broader
approach to the new global threats. Current methods, approaches and ways of carry-
ing out support programmes demand modification to address the changing global
security environment and the increased awareness of other geographical regions of
concern.

Recent outbreaks of infectious disease have highlighted the global challenge they
present. Emerging and re-emerging infectious diseases have developed from being
merely public health and foreign aid issues to a prioritized issue on the global security
agenda. The security implications of disease have become the focus of attention
because diseases such as AIDS, malaria and tuberculosis have had devastating social,
economic, health and security effects in many parts of the world, not least Africa, for
a considerable period of time.

A well-coordinated international strategy for coping with the threats posed by dis-
ease outbreaks, whether naturally occurring or deliberately induced, should be devel-
oped, taking into account the need to prevent unauthorized access to dangerous
pathogens and toxins. Global discussion of these issues is needed in order to achieve
a well-balanced and realistic approach to them. Such an approach should be
developed in a multilateral framework such as the BTWC in close cooperation with
international organizations such as the FAO, the OECD, the OIE and the WHO. Pre-
vention efforts will have limited practical effect unless there is a common inter-
national understanding of the problem and its global scale and of what assistance is
required and where. Immediate steps could be taken to strengthen the public health
infrastructure through well-focused aid programmes in regions like Africa where the
immense scale of the need in this area is clear. The next step would be to enhance
preparedness, oversight and the general level of biological security at facilities that
deal with dangerous pathogens or toxins. Such work should also be concentrated at
fewer facilities worldwide. By enhancing preparedness, control and transparency,
particularly in regions of concern, the global ability to prevent proliferation in the
biological area would increase and the ability to prevent and limit the spread of future
infectious diseases would be enhanced.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee575284e8e9ad88d2891cf76845370524d6253537030028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f0030028fd94e9b8bbe7f6e89816c425d4c51655b574f533002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c9069752865bc9ad854c18cea76845370524d521753703002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f300290194e9b8a2d5b9a89816c425d4c51655b57578b3002>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


