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III. Conﬁdence-building measures for information and
communication technologies
IAN ANTHONY

International governance of information and communications technologies
(ICTs) is extremely challenging because of the speed, scale and nature of
their development. Important issues related to, for example, the use of the
Internet in criminal activities and the protection of private and conﬁdential
personal data continue to be discussed in various forums.1 Several sets of
guidelines, as well as some international laws, have been agreed in these
issue areas.2
A recent study published by the North Atlantic Treaty Organization
(NATO) Cooperative Cyber Defence Centre of Excellence noted that the
perception of cybersecurity, ‘formerly viewed as an exclusively technical
and organisational challenge’ has changed:
Cyber security has become an inherent part of national security, as evident by the
multitude of national cyber security strategies issued since 2008, and thus also a
matter of international peace and security.
Some States emphasise the potentially deadly characteristics of cyber tools and
the risk of cyberspace transforming into a new global battleﬁeld. Indeed, the armed
forces of several States tend to consider cyberspace the ﬁfth domain of warfare.3

The economic, political and strategic importance of ICTs, and the fact
that diverse actors make common use of certain infrastructure, means that
the issue of regulation cannot easily be conﬁned by geographical, military–
civilian and public–private boundaries. However, this section limits its
scope to a discussion of risks to international peace and security posed by
ICTs, focusing in turn on discussion in the United Nations, in the Organization for Security and Co-operation in Europe (OSCE), and between
Russia and the United States.

1
Tikk, E., Frameworks for International Cyber Security (NATO Cooperative Cyber Defence Centre
of Excellence: Tallinn, May 2010).
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E.g. the 2001 Convention on Cybercrime (Budapest Convention), negotiated in the framework of
the Council of Europe, is considered to be the most advanced international cyber-related agreement
of its kind. The convention requires signatories to establish a range of criminal offences in national
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Developments in United Nations forums
The question of information security has been discussed in the United
Nations since 1998, but without agreement.4 In 2011 China, Russia, Tajikistan and Uzbekistan sent the UN Secretary-General a draft Code of Conduct and asked him to distribute it at the next session of the UN General
Assembly.5 No code was adopted, but the draft proposal did stimulate
further analysis.
A Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the Context of International Security—
which had been authorized by the UN General Assembly in 2011—reported
in June 2013. One of its conclusions was that ‘voluntary conﬁdencebuilding measures [CBMs] can promote trust and assurance among States
and help reduce the risk of conﬂict by increasing predictability and
reducing misperception’.6 The experts also encouraged discussion of CBMs
in bilateral and multilateral settings, including in regional groups.
Developments in the Organization for Security and Co-operation in
Europe
In December 2013 the participating states in the OSCE agreed on an initial
set of CBMs to reduce the risks of conﬂict stemming from the use of ICTs.7
The primary objective of the states making the agreement was to avoid the
escalation of a suspected malicious incident into a serious crisis. In the
OSCE context, states identiﬁed the risk that an unusual cyber event could
be misinterpreted as a hostile action, in particular during a period of
heightened tension, and in an extreme case this might increase the likelihood of open conﬂict.8
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The OSCE elaborated a list of voluntary CBMs intended to reduce the
identiﬁed risk. The measures will require participating states to initiate a
focused dialogue in order to further develop them operationally.
Under the agreement, OSCE participating states will provide their views
on various aspects of threats to, and in the use of, ICTs. They will develop
cooperation among the competent national bodies, initiate an exchange of
information and conduct consultations in order to reduce the risks of misperception. The information sharing should include an explanation of
national organization, strategies, policies and programmes, and participating states promised to nominate contact points and provide contact data
in order to facilitate the process.
One speciﬁc task that OSCE participating states set for themselves was to
put together a list of national terminology used in the ﬁeld of ICT security,
with a view to producing a common OSCE glossary.
As part of the agreement on CBMs, OSCE participating states agreed that
the package of information to be shared should include an explanation of
the national measures taken to ensure an open, interoperable, secure and
reliable Internet. The OSCE Permanent Council adopted the CBMs by consensus, and they are, therefore, supported by all participating states. However, at the time the decision was taken one state—Russia—submitted an
interpretative statement noting that, in giving its support, it ‘will be guided
in its implementation by a ﬁrm commitment to the principles of noninterference in the internal affairs of States, their equality in the process of
Internet governance and the sovereign right of States to Internet governance in their national information space, to international law and to the
observance of fundamental human rights and freedoms’.9 One analysis has
pointed out that the Russian perspective on cybersecurity incorporates the
idea of sovereignty in cyberspace:
Russia, along with a number of like-minded nations (for example members of the
CIS [Commonwealth of Independent States], CSTO [Collective Security Treaty
Organization] and SCO [Shanghai Cooperation Organisation]), strongly supports
the idea of national control of all internet resources that lie within a state’s physical
borders, and the associated concepts of application of local legislation.10

The work carried out by the OSCE participating states is not intended to
be seen in isolation, but is one part of the wider and deeper international
discourse on ICT security. As made clear in a background paper presented
9
OSCE, Permanent Council, Delegation of the Russian Federation interpretative statement under
Paragraph IV.1(A)6 of the Rules of Procedure of the Organization for Security and Cooperation in
Europe, Decision no. 1106, PC.DEC/1106 attachment, 3 Dec. 2013.
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by Germany, the ﬁnal objective should be cooperation and collaboration in
a multilateral framework to create international cyberspace stability by
agreeing on what represents responsible behaviour.11 As noted above, consultations on ICT security continue in the framework of the UN, and other
actors have also taken initiatives in this area.
In its Cybersecurity Strategy published in February 2013, the European
Union (EU) promised to support the development of ICT-related CBMs.12
In its presentation to the OSCE Annual Security Review Conference, the
EU endorsed and supported the OSCE’s activities in this ﬁeld.13
Developments in Russian–US relations
In June 2013 Russia and the USA agreed to establish a working group on
cyber issues under the Bilateral Presidential Commission. It met for the
ﬁrst time in November.14 Building on an exchange of white papers describing national approaches to cybersecurity, in June 2013 Russia and the
USA also agreed three bilateral CBMs. First, links were established
between the respective Russian and US computer emergency response
teams, and these bodies will exchange information on identiﬁed malware
that appears to originate from the other’s territory. Second, existing nuclear
risk-reduction centres in Russia and the USA will be used to clarify those
incidents that could be interpreted as deliberate malicious acts. Third, a
secure voice communications line was added to the existing White House–
Kremlin Direct Secure Communication System (the so-called hotline) linking the US Cybersecurity Coordinator and the Russian Deputy Secretary of
the Security Council. This hotline would be used in case there is a need to
manage an ICT-related crisis situation.15
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22 Nov 2013, <http://www.whitehouse.gov/the-press-office/2013/11/22/joint-statement-inauguralmeeting-us-russia-bilateral-presidential-commi>.
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In 2013 Russia proposed supplementing the Russia–USA bilateral dialogue by incorporating cybersecurity into the NATO–Russia Council work
programme, but this proposal was not accepted by NATO.16
The ongoing discussions in these forums in 2013 show that international
governance of ICTs is still evolving. Norms are developing, but it is too
soon to predict their ﬁnal form and where the balance will fall, for example,
between state control and international collaboration in cyberspace.
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