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I. INTRODUCTION SUMMARY

European governments now face not only the drone
innovation challenge but also anew security threat. Cheap
and scalable dual-use drone technologies are spreading
across battlefields and borders alike. Violations of
sovereign airspace by Russian drones are not isolated
incidents. Drones are increasingly disrupting air traffic
and commerce, and affecting public confidence, while

This paper starts from the simple observation that a
drone wall at Europe’s external borders is important
but not sufficient to protect Europeans against a full
drone threat picture. Drones now allow hostile state
and non-state actors to access airspace cheaply and
with deliberate ambiguity. They can be used as an

instrument of hybrid warfare to spy, intimidate and concerns about drone-enabled crime increase on the
disrupt without crossing the threshold of conventional European Union’s southern borders. This widening
armed attack. spectrum of the drone threat has sounded the alarmin

In contrast, drone interference at airports, in European Union and North Atlantic Treaty Organization
defence industrial zones and at military sites can (NATO) member states. Russia’s war against Ukraine has
create fear and uncertainty if left unattributed. Cheap accelerated the diffusion of drone technologies and their
drone technologies also enable illicit drug trafficking lethal use as gaps in export control mechanisms and opaque

supply chains have reduced the barriers to the production
of weaponized aerial assets. While a drone wall along
NATO'’s eastern borders is important, a technological
solution alone is not sufficient. This paper suggests that the
drone threat comes in the form of rapid proliferation,

by criminal networks, while drone proliferation
empowers non-state armed groups south of the
Mediterranean Sea. Taken together, dual-use, low-cost
drones pose a complex security threat.

Europe is confronted with a drone dichotomy. On the

) ) T . airspace ambiguity and sanctions evasion. How can
one hand, there is a clear national security imperative

European countries prevent cheap drone interference

to build Europe’s own drone industrial base and from becoming a normalized instrument of pressure
deepen cooperation with Ukraine, which has become against Europe? The paper examines the key issues of
the most dynamic laboratory for contemporary drone dormant arms trade regulations, escalation risks linked to
warfare. On the other hand, a series of Russian drone underdeveloped airspace governance and loopholes in
incursions in the autumn of 2025 showed that Europe dual-use technology export control.

is struggling to defend itself against hostile drones. The

same technologies that European armed forces want ABOUT THE AUTHOR

to integrate are fuelling a wider threat environment Dominika Kunertova is a Research Fellow at the Harvard
that European countries are not yet in a position to Kennedy School’s Belfer Center for Science and
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Drones used to raise issues around aviation safety
and market opportunities. Today, however, EU
policymakers regard drones primarily as a security
question. The Readiness Roadmap 2030 includes the
European Drone Defence Initiative as one of its flagship
projects to highlight a key capability shortfall.! The
European Commission’s February 2026 EU Action Plan
on Drone and Counter Drone Security seeks to further
drone-proof civilian border and critical infrastructure
protection, in addition to the usual goal of boosting
European drone production.?

This paper suggests, however, that the drone threat
to Europe is not just a cost asymmetry challenge, but
also raises escalation and illicit proliferation risks.
Despite extensive sanctions, Russia has been able
to exploit the lack of cost-effective counter-drone
measures and the porous export controls around drone
components. Insufficient detection, identification
and interception systems and procedures further
contribute to false alarms and drone scares, deepening
the sense of insecurity among European populations.
The speed of illicit drone proliferation and the
weaknesses of current regulatory mechanisms amplify
the security challenge.

Importantly, Europe’s drone problem does not
exist in a vacuum. Drone technologies continue to
evolve rapidly, but there is little political appetite
for stronger controls on their transfer and use.
However, the mismatch between technology and
regulation continues to grow. While many lethal
drones now function more like portable rockets or
ammunition, most international standards, including
the Arms Trade Treaty and the Missile Technology
Control Regime (MTCR), still tend to treat drones as
potent long-range delivery platforms. The current
lack of terminological clarity creates confusion for
policymakers, complicates export control practice and
blurs the line between systems that demand different
forms of regulation and monitoring.

This paper examines the spillover effects of Russia’s
war against Ukraine. Section II traces the character
and scope of the drone threat facing Europe along the
eastern and southern vectors. It outlines its layered
character in the form of Russian cross-border drone
incursions, localized drone disruptions and organized
criminal drone activity.

1 European Commission, ‘Defence Readiness Roadmap, 2030’,
Brussels, Oct. 2025.

2 European Commission, ‘Action Plan on Drone and Counter Drone
Security’, Brussels, 11 Feb. 2026.

Section III identifies recent drone developments in
terms of technology, operations and tactics to highlight
the broader security governance implications. These
include rapid proliferation of new lethal drones with no
accurate transfer data, cost asymmetry and ambiguity
that disadvantage the defender and sanctions evasion
linked to opaque dual-use technology supply chains.

Section IV details policy recommendations. They
follow from analysing how these negative trends raise
three key issues of relevance to technology governance,
non-proliferation and disarmament: dormant arms
trade regulations, increased escalation risks and illicit
drone proliferation.

The paper concludes with proposing the ways
forward for the European Union and European
governments. Existing governance mechanisms
were built for an earlier generation of drones. They
are poorly adapted to the proliferation of low-cost,
dual-use, scalable drone ecosystems that has been
accelerated by Russia’s war against Ukraine. The
recommendations focus on transparency/arms trade
mechanisms, airspace governance and dual-use export
controls. Together, these three interconnected areas
will shape Europe’s ability to understand, attribute
and constrain the proliferation and misuse of drone
technologies.

Il. DRONE THREAT COMES TO EUROPE

Countering the spillover effects from Russia’s war
against Ukraine will require an aperture wider than
the battlefield itself. Europe faces a layered drone
threat from two directions. The eastern drone vector
raises the problem of sovereign airspace violations
as aresult of either hostile border probing or a war
collateral accident. Stranded Ukrainian drones have
been found in Latvia, Finland and Estonia, most
probably due to technical failure or a third party’s
electronic interference. Russia has regularly used
navigation signals jamming in the Baltic and Black
Searegions, creating hazards for civilian aviation and
maritime transport.3

Since February 2022, Russian drones have been con-
firmed in Croatia, Latvia, Lithuania, Moldova, Poland
and Romania. In the largest incident, on 10 September
2025, over the course of seven hours, approximately 20
Russian drones flew deep into Polish territory before

3 0sula, P., ‘Estonia losing drones to Russian GPS interference’, ERR,
30Jan.2025.


https://defence-industry-space.ec.europa.eu/eu-defence-industry/readiness-roadmap-2030_en#launching-european-readiness-flagships
https://digital-strategy.ec.europa.eu/en/library/action-plan-drone-and-counter-drone-security
https://digital-strategy.ec.europa.eu/en/library/action-plan-drone-and-counter-drone-security
https://news.err.ee/1609590611/estonia-losing-drones-to-russian-gps-interference
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being intercepted by Polish and Dutch jets or crashing.*
In May 2026, Romania’s most serious experience of
Russian drone incursions resulted in civilian cas-
ualties.’ The Russian authorities tend to deny responsi-
bility, either claiming that their drones do not have the
range or blaming Ukrainian defence systems.6

These cross-border drone incidents are highly
visible, attributable and escalatory. In this pattern of
border violations, drones are not merely disruptive.
Russia’s drone incursions are part of its broader
grey-zone campaign against Europe, alongside cyber
operations, sabotage and coercive rhetoric.” Russian
drone ventures into European airspace are intelligence
collection tools. Their purpose is to test defence
readiness, including command and control, reaction
times and force disposition, as well as to erode public
confidence in the political resolve of the authorities.?

The Russian drone threat therefore follows a broader
pattern of frequent airspace violations, sabotage of
critical infrastructure and malicious cyber activities.®
NATO air-policing aircraft have intercepted Russian
military aircraft hundreds of times each year since
2022.19 These sentry deployments extend to the
maritime domain, given the concerns over Baltic and
Arctic seabed sabotage.

Some observers find it difficult to identify appropriate
responses due to the lack of clarity regarding the intent
behind the drone incursions. However, uncertainty
about intent plays into the logic of hybrid warfare—and
makes attribution inherently political, based on a
defender’s general threat perceptions. A drone entering
from Belarus, Russia or Ukraine is not simply a safety
issue.1!

4Liang, X., ‘NATO downs Russian drones over Poland’, Arms Control
Today, Oct. 2025.

5Krupa, J., 'NATO says drone that crashed in Romania was “of
Russian origin” despite Moscow’s denials, as it happened’, The Guardian,
29 May 2026.

6 Fix, L.and Dumbacher, E., ‘Russia tests NATO with Poland drone
breach’, Council on Foreign Relations, 10 Sep. 2025.

7 Edwards, C. and Seidenstein, N., “The scale of Russian sabotage
operations against Europe’s critical infrastructure’, International
Institute for Strategic Studies, 19 Aug. 2025.

8 Bremer, M. K. and Grieco, K. A., ‘Hybrid air denial: The new gray
zone battleground raging above Europe’, Defense News, 2 Oct. 2025.

9 North Atlantic Treaty Organization, ‘Statement of condemnation
by the North Atlantic Council concerning Russian malicious cyber
activities’, 18 July 2025.

10 Ruitenberg, R.,‘NATO intercepts of Russian aircraft stable in 2024
over prior year’, Defense News, 13 Jan. 2025.

11 European Parliament, Joint Motion for a Resolution on a united
response to recent Russian violations of the EU member states’ airspace
and critical infrastructure, 7 Oct. 2025.

The drone threat does not come only from the
east. Its southern vector involves dual-use drone
technologies that enable illicit drug trafficking through
criminal networks, as well as armed groups operating
across North Africa and the Sahel.12 In fragile
environments shaped by armed proxy groups and weak
international law enforcement, drones can become
instruments of destabilization. The southern vector
should not be underestimated.!® Cheap hobbyist drones
are increasingly being used in smuggling, trafficking
and other illicit activity along Europe’s southern
borders. States such as Bulgaria have recognized the
importance of implementing stronger counter-drone
measures to curb criminal drone activities.!

There has been a stark increase in the use of
drones for lethal effect by violent non-state actors
since 2022. The United Nations Security Council
Counter-Terrorism Committee has registered the
growing concern about the continued flow of misused
commercially available drone technologies to illegal
armed groups and criminals. Terrorist use of one-way-
attack drones with operational autonomy to attack
critical infrastructure has caused delays, panic and
operational shutdowns across the Middle East and
Central Africa.’s

There is more serious concern regarding North
Africa and the Sahel, which open-source data and field
reporting indicate is one of the regions most affected
by drone-related incidents and casualties.?¢ In add-
ition to Turkish and Chinese platforms, commercial
drones adapted for surveillance, strike and one-way
improvised explosive delivery proliferate among armed
groups and criminal actors due to increased know-
ledge-sharing, emulation and digital integration.”

12koné, H. and Koné, F. R., ‘Sahel militants turn civilian drones into
deadly weapons’, Institute for Security Studies, 8 July 2025.

13 Tndependent Expert Group Supporting NATO’s Comprehensive
and Deep Reflection Process on the Southern Neighbourhood, Final
Report, May 2024.

14 5ofia News Agency, ‘Bulgaria to introduce criminal liability for
unpermitted drone operations’, Novinite, 10 Apr. 2025.

15 United Nations Security Council, Counter-Terrorism Committee
Executive Directorate (CTED) and the Organization for Security
and Co-operation in Europe (OSCE), Physical Protection of Critical
Infrastructure Against Terrorist Attacks: Trends Report Update (CTED
and OSCE: New York and Vienna, Nov. 2025).

16 Lyammouri, R. and Milnes, N., ‘Drone warfare and cartel
convergence in West Africa: Risks to American safety, security, and
prosperity’, Policy Center for the New South, 19 Sep. 2025.

17 NATO Strategic Direction, South Hub, Proliferation of Drones
and New Technologies in the Sahel, Allied Joint Force Command Naples
(JFCNP), Italy and Centro para El Bien Comtn, Madrid, Dec. 2025.


https://www.armscontrol.org/act/2025-10/news/nato-downs-russian-drones-over-poland
https://www.theguardian.com/world/live/2026/may/29/romania-ukraine-russia-galati-drone-strike-europe-live-breaking-news
https://www.theguardian.com/world/live/2026/may/29/romania-ukraine-russia-galati-drone-strike-europe-live-breaking-news
https://www.cfr.org/articles/russia-tests-nato-poland-drone-breach
https://www.cfr.org/articles/russia-tests-nato-poland-drone-breach
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure/
https://www.iiss.org/research-paper/2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--infrastructure/
https://www.defensenews.com/opinion/2025/10/02/hybrid-air-denial-the-new-gray-zone-battleground-raging-above-europe/
https://www.defensenews.com/opinion/2025/10/02/hybrid-air-denial-the-new-gray-zone-battleground-raging-above-europe/
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2025/07/18/statement-of-condemnation-by-the-north-atlantic-council-concerning-russian-malicious-cyber-activities
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2025/07/18/statement-of-condemnation-by-the-north-atlantic-council-concerning-russian-malicious-cyber-activities
https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2025/07/18/statement-of-condemnation-by-the-north-atlantic-council-concerning-russian-malicious-cyber-activities
https://www.defensenews.com/global/europe/2025/01/13/nato-intercepts-of-russian-aircraft-stable-in-2024-over-prior-year/
https://www.defensenews.com/global/europe/2025/01/13/nato-intercepts-of-russian-aircraft-stable-in-2024-over-prior-year/
https://www.europarl.europa.eu/doceo/document/RC-10-2025-0419_EN.html
https://www.europarl.europa.eu/doceo/document/RC-10-2025-0419_EN.html
https://www.europarl.europa.eu/doceo/document/RC-10-2025-0419_EN.html
https://issafrica.org/iss-today/sahel-militants-turn-civilian-drones-into-deadly-weapons 
https://issafrica.org/iss-today/sahel-militants-turn-civilian-drones-into-deadly-weapons 
https://www.nato.int/content/dam/nato/legacy-wcm/media_pdf/2024/5/pdf/240507-NATO-South-Report.pdf
https://www.nato.int/content/dam/nato/legacy-wcm/media_pdf/2024/5/pdf/240507-NATO-South-Report.pdf
https://www.novinite.com/articles/231780/Bulgaria+to+Introduce+Criminal+Liability+for+Unpermitted+Drone+Operations
https://www.novinite.com/articles/231780/Bulgaria+to+Introduce+Criminal+Liability+for+Unpermitted+Drone+Operations
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/cted-osce_trends_report_online_fin.pdf
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/cted-osce_trends_report_online_fin.pdf
https://www.policycenter.ma/publications/drone-warfare-and-cartel-convergence-west-africa-risks-american-safety-security-and
https://www.policycenter.ma/publications/drone-warfare-and-cartel-convergence-west-africa-risks-american-safety-security-and
https://www.policycenter.ma/publications/drone-warfare-and-cartel-convergence-west-africa-risks-american-safety-security-and
https://thesouthernhub.org/systems/file_download.ashx?pg=10378&ver=4
https://thesouthernhub.org/systems/file_download.ashx?pg=10378&ver=4
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Table 1. Drone threat on the arms control radar

Drone technolo e g :
gy Security implications Arms control issue Recommendation
development
Explosion of drone purchases Dormant arms trade .
New models ‘p p .. . Update arms transfers mechanisms
without accurate monitoring  regulations
. .. .. Improve underdeveloped airspace
Cost asymmetry Airspace ambiguity Escalation risks L = e
governance
. . . .. . . Close loopholes in the EU dual-use
Opaque supply chains  Sanctions evasion Illicit drone proliferation P

export control regime

The Russian footprint in Africa, channelled through
the Africa Corps (formerly the Wagner Group), raises
the possibility that today’s drone threat from the south
could degenerate from criminal activity to hybrid
warfare thanks to the strong presence of Moscow-
controlled irregular armed groups.!® Since Russia
displaced western actors and reshaped the regional
security environment, the EU has been guilty of a
growing strategic blindness towards Sahel-originated
threats from terrorism and violent extremism,
organized crime and foreign information manipulation
and interference.

The last type of drone incursions is drones launched
from within a state’s territory to be flown near airports,
military facilities, nuclear sites or logistics hubs,
disrupting commercial activity and creating fear
among the population. In the course of the autumn
of 2025, unauthorized drones shut down airports in
Copenhagen, Oslo and Munich, and led to air traffic
closures around Brussels. Belgium also reported
possible foreign-interference overflights near nuclear
power plants and military sites such as the Kleine-
Brogel air base.20 Germany reported hostile drones
over military facilities and Liquefied Natural Gas
terminals, while Italy reported repeated overflights of
the EU’s nuclear research centre.?!

Some observers label such drone interference hybrid
air denial.?2 These drone incidents are consequential
not only because they violate airspace regulations, but

18 Arduino, A., ‘Drones, disinformation and guns-for-hire are
reshaping conflict in Africa: New book tracks the trends’, The Con-
versation, 3 Aug. 2025; and TASS, ‘Russian military-technical cooperation
with Africareturnstolevel seen during Soviet era’, 30 Jan. 2026.

19 Hor4k, L., ‘Strategic blindness in the Sahel: Russian influence and
EU security’, Obrana a Strategie, vol. 26, n0.1(2026), pp. 119-38.

20 Rostampour, S. C., ‘Drone incursions in Belgium spark probes,
NATO-EU response’, Arms Control Today, Dec. 2025.

21 Urbancik, J., ‘Russian spy drones over Germany turn into an even
greater threat’, EuroNews, 10 Sep. 2025; and Reuters, ‘Italy investigates
drone flyovers of EU facility, spying suspected’, 31 Mar. 2025.

22 Bremer and Grieco (note 8).

also because they demonstrate how low-cost drones
can be used to disrupt traffic and commercial activities,
imposing outsized costs on critical infrastructure and
exposing gaps in local airspace governance.

However, while drones have been observed in
multiple cases, very little information reaches
the public about any investigation into who was
operating the device or where it flew from. Few such
investigations have found conclusive evidence of
instances of foreign interference. The rapid increase
in false alarms across Denmark, Finland, Germany,
Latvia and Lithuania has led to a vocabulary change
from drone incidents to ‘aerial observations’?3 An
unclassified evaluation of aerial observations by the
Danish Armed Forces notes that this issue has its roots
in the insufficient training of local law enforcement
units, their lack of capacity to detect, identify and
intercept a suspicious drone, and slow information
sharing with other agencies.?* To counter public unease
regarding the spike in aerial observations, the relevant
authorities are increasingly expected to issue a public
attribution, or at least an explanation.2s

Europe therefore faces a layered drone threat
shaped by hybrid warfare from Russia, illicit drone
use by criminal actors and accidental or ambiguous
incursions that have important safety and reputational
implications. Not every drone incident is the same
and not every response should be military. A drone
endangering air traffic at an airport can raise a local
safety issue (in case of a fly-away drone) or a police
security problem (in case of a terrorist attack or
sabotage). A cross-border drone incursion is a violation
of international law. An organized crime network
using commercial drones raises an illicit trafficking
or smuggling problem. Treating all these challenges

23 Harmsen, P., ‘Drone fever’, Weekendavisen, 29 June 2026.

24 Forsvaret, ‘Resume af evaluering af Forsvarets indsats ifm.
luftobservationer’, 3 June 2026.

25 lonovska, S., ‘West needs “escalation ladder” for Putin’s shadow
war’, CEPA, 11 June 2026.


https://theconversation.com/drones-disinformation-and-guns-for-hire-are-reshaping-conflict-in-africa-new-book-tracks-the-trends-262256
https://theconversation.com/drones-disinformation-and-guns-for-hire-are-reshaping-conflict-in-africa-new-book-tracks-the-trends-262256
https://tass.com/defense/2079533
https://tass.com/defense/2079533
https://doi.org/10.3849/1802-7199.26.2026.01.119-138
https://doi.org/10.3849/1802-7199.26.2026.01.119-138
https://www.armscontrol.org/act/2025-12/news/drone-incursions-belgium-spark-probes-nato-eu-response
https://www.armscontrol.org/act/2025-12/news/drone-incursions-belgium-spark-probes-nato-eu-response
https://www.euronews.com/2025/09/10/russian-spy-drones-over-germany-turn-into-an-even-greater-threat
https://www.euronews.com/2025/09/10/russian-spy-drones-over-germany-turn-into-an-even-greater-threat
https://www.reuters.com/world/europe/italy-investigates-drone-flyovers-eu-facility-spying-suspicions-2025-03-31/
https://www.reuters.com/world/europe/italy-investigates-drone-flyovers-eu-facility-spying-suspicions-2025-03-31/
https://www.weekendavisen.dk/udland/dronefeber
https://www.forsvaret.dk/globalassets/fko---forsvaret/dokumenter/publikationer/-final-resume-af-evaluering-af-droneindsats-3.-juni-2026.pdf-.pdf 
https://www.forsvaret.dk/globalassets/fko---forsvaret/dokumenter/publikationer/-final-resume-af-evaluering-af-droneindsats-3.-juni-2026.pdf-.pdf 
https://cepa.org/article/west-needs-escalation-ladder-for-putins-shadow-war/ 
https://cepa.org/article/west-needs-escalation-ladder-for-putins-shadow-war/ 
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as one technical detection-and-interception task
oversimplifies the issue. In all these cases, however,
miscalculation could turn such low-cost attacks into
expensive escalation. Importantly, a hostile airborne
drone dramatically exposes the long-term failures of
arms control and dual-use export control mechanisms.

I1l. SECURITY GOVERNANCE RAMIFICATIONS

The EU has progressively tightened its controls
intended to restrict Russia’s access to battlefield-
relevant goods and technologies. This has included
expanding export restrictions on dual-use and
advanced technologies, stronger due diligence
requirements and measures targeting entities in
third countries involved in circumvention. Recent
sanctions packages have also specifically targeted
actors supporting Russia’s drone production and
supply chains.?¢ These steps underscore the fact
that Russian procurement networks are still able to
exploit intermediaries, third country transshipment
routes and widely traded commercial components.
EU policymakers must now urgently seek ways to
improve sanctions implementation and enforcement,
as well as supply-chain visibility, without imposing
disproportionate controls on legitimate dual-use trade.
Three broader security challenges stem from recent
drone developments, all of which require the active
engagement of the arms control expert community (see
table 1). First, innovation in new lethal drone models
has led to their rapid proliferation while arms control
mechanisms remain focused on the drone wars of the
2010s. Second, cost asymmetry in favour of the attacker
has contributed to a lowering of the barriers to drone
operations while increasing ambiguity in airspace.
Third, state and non-state actors can acquire dual-use
drone technologies through opaque supply chains that
enable illicit drone proliferation.

Drone innovations and lagging arms control reports

Russia’s war against Ukraine has done more than
intensify drone use. It has redefined what drone
warfare looks like. For much of the past two decades,
armed drones have been associated with the fight
against international terrorism in the Middle East and
Africa. They were large, expensive systems designed

26 Council of the European Union, 21st package of sanctions: EU
hits Russian energy, financial services and crypto hard’, Press release,
23 July 2026.

to surveil from above and deliver missiles from afar.
Ukraine—and now Iran—have changed the script
from exquisite platforms to scalable strike systems.
In other words, drone warfare is increasingly defined
by drones as ammunition, rather than as delivery
systems.?” This dilemma of ‘mid-tier’ weapons, such as
drones and man-portable defence systems, combines
the monitoring challenges of traditional small arms
and light weapons with the firepower of advanced
conventional munitions.?® The reshaped parameters
of military technological competition require clearer
drone reporting categories and better levels of state
reporting to improve transparency in the global trade
in drones.

The term ‘drone’ now encompasses an array of very
different systems. In the earlier period, lethal drones
were treated in essence as crewless aircraft armed with
missiles. Few drone platforms were used for missions
beyond intelligence, surveillance and reconnaissance.
Europe’s own force structure still reflects that
legacy. It includes the US MQ-9 family, Israeli Heron
and Hermes systems, and the troubled EU flagship
Eurodrone project still in development.?® In contrast,
contemporary warfare has created conditions that
prioritize a new generation of low-cost combat
drones.?? Lethal drones are now often the weapon
itself. Loitering munitions and one-way attack drones
do not merely strike their target, they crash into it.

Russia’s full-scale invasion of Ukraine has produced
the first modern drone war in which systems of
different sizes, costs and functions have transformed
the battlefield. The most important development
concerns weaponized first-person-view (FPV) drones.
These are small, single-use systems assembled from
commercially available parts and fitted with explosives
to carry out strike missions. Their battlefield utility lies
in their scale, speed of adaptation and cost-per-effect.
In early 2026, FPV drones had become one of the key
components of Ukraine’s defence strategy, accounting

27 Kunertova, D., ‘Drones have boots: Learning from Russia’s war in
Ukraine’, Contemporary Security Policy, vol. 44, no. 4 (2023), pp. 576-91.

28 5pindel, J. and Carter, K. L., ‘Beyond small arms: Conceptualizing
mid-tier weapons in conventional warfare’, International Studies
Perspectives, 24 July 2026.

29 International Institute for Strategic Studies, ‘Uninhabited Europe’,
Strategic Dossier 2026, UAVs: ISR, Deterrence and War, London, 26 Mar.
2026, pp.23-37.

30 Kunertova, D., Embracing Drone Diversity: Five Challenges to
Western Military Adaptation in Drone Warfare, King’s College London
Freeman Air and Space Institute, Research Paper no. 29 (Apr. 2025).


https://www.consilium.europa.eu/en/press/press-releases/2026/07/23/21st-package-of-sanctions-eu-hits-russian-energy-financial-services-and-crypto-hard/
https://www.consilium.europa.eu/en/press/press-releases/2026/07/23/21st-package-of-sanctions-eu-hits-russian-energy-financial-services-and-crypto-hard/
https://doi.org/10.1080/13523260.2023.2262792
https://doi.org/10.1080/13523260.2023.2262792
https://doi.org/10.1093/isp/ekag010
https://doi.org/10.1093/isp/ekag010
https://www.iiss.org/globalassets/media-library---content--migration/files/publications---free-files/strategic-dossier/uavs-2026/iiss_ch-2-uavs-isr-deterrence-and-war_032026.pdf
https://www.iiss.org/globalassets/media-library---content--migration/files/publications---free-files/strategic-dossier/uavs-2026/iiss_ch-2-uavs-isr-deterrence-and-war_032026.pdf
https://www.kcl.ac.uk/warstudies/assets/paper-29-dr-dominika-kunertova.pdf
https://www.kcl.ac.uk/warstudies/assets/paper-29-dr-dominika-kunertova.pdf
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for an estimated 60-80 per cent of Russian battlefield
losses.3!

In addition to the ongoing war in Ukraine, recent
armed conflicts in the Middle East and tensions in the
South China Sea have accelerated a new drone arms
race in terms of low-cost, long-range, single-mission
attack drones.?? Iran has pioneered the Shahed-136
model. Russia has industrialized production of its
own Gerans. The United States has also embraced
low-cost attritable attack drones.33 These systems,
which are expendable, destructive and relatively cheap,
sit between tactical drones and conventional cruise
missiles.

Since the beginning of 2026, Russia has launched
around 140 Geran drones per day into Ukraine while
producing over 3000 such drones per month.34 Its
estimated maximum range of 2500 kilometres means
that the Geran-2 can reach much of Europe. China
continues to broaden its portfolio of lethal drone
systems, including new one-way attack models. The
USA plans to acquire 300 000 low-cost drones by 2027
and has already combat-tested its Shahed-like LUCAS
system in the Middle East.3° Precise mass of cheap
drones has become a defining feature of contemporary
military competition.3¢

Tracking drone transfers runs into a terminology
problem. There are currently four broad categories
of lethal drones. The first is the large armed aircraft
platform, exemplified by systems such as the TB2 or
Wing Loong. These are still important for surveillance
and strike under favourable conditions. The second
is the loitering munition, such as the Switchblade,
Hero or Lancet, which can hover over an area to
strike its target at the right moment. The third is the
one-way attack drone, such as the Shahed/Geran and
FPV drones, which flies a single, point-to-point strike

31'watling, J. and Reynolds, N., Tactical Developments During the
Third Year of the Russo-Ukrainian War (Royal United Services Institute:
London, 2025), p. 10; and Ministry of Defence of Ukraine, ““Army of
Drones Bonus” program delivers results: Nearly 820,000 Russian
targets hitin 2025, says Mykhailo Fedorov’, 26 Jan. 2026.

32 plichta, M. and Rossiter, A., ‘A one-way attack drone revolution?
Affordable mass precision in modern conflict’, Journal of Strategic
Studies, vol. 47,nos 6-7 (2024), pp. 1001-31.

33 Lopez, C. T., “War Department asks industry to make more than
300K drones, quickly, cheaply’, US Army, 3 Dec. 2025.

34 Anokhin, I, ‘Monthly analysis of Russian Shahed 136 deployment
against Ukraine’, Institute for Science and International Security, 1 May
2026.

35 Suciu, P., “The US militaryis using Iran’s own drones against it’,
National Interest, 4 Mar. 2026.

36 Horowitz, M. C., ‘Battles of precise mass’, Foreign Affairs,

22 0ct.2024.

mission and detonates on impact. The fourth is the
emerging category of collaborative combat aircraft,
where autonomy, networking and human-machine
teaming are the central features. These categories
differ in function, cost, range, survivability and
operational logic.

Whether a drone is treated as an aircraft, a missile
or amunition has direct consequences for applicable
export control rules and risk assessments. However,
the arms trade and control mechanisms for lethal
drones have not kept pace with drone realities. The
result is incoherent reporting to the UN Register of
Conventional Arms (UNROCA) and the Arms Trade
Treaty (ATT), as well as irregularities and errors.
UNROCA is a voluntary transparency and confidence-
building mechanism intended to improve the visibility
of conventional arms transfers and prevent destabil-
izing arms build-ups. The ATT establishes legally bind-
ing standards governing states parties’ authorization
of international conventional arms transfers, including
measures against diversion. In UNROCA’s annual
reporting templates, drones tend to be scattered across
three different categories: in Category IV as unmanned
combat aerial vehicles, in Category V as rotary-wing
unmanned combat aerial vehicles and in Category VII
as remotely piloted vehicles with the characteristics of
missiles capable of delivering a warhead or weapon to a
range of at least 25 kilometres.?”

Current reporting guidelines do not oblige states to
report attritable short-range one-way-attack drones
that behave like mass munitions. Small modular
quadcopters and FPV drones would appear to fall
in the gap between Category V and Category VII.38
Furthermore, due to their varying designs, drones are
often reported in the wrong category. Drone platforms
with kinetic payloads, for example, are sometimes
listed in missile categories. In other cases, states
misclassify imported and exported drones as manned
combat aircraft or rely on national templates that are
not comparable with UNROCA datasets. Just a brief
exploration of annual reports indicates either that
countries are not aware of this ‘missile category option’
or that their drones-as-ammunition go under the radar
because their range is less than 25 km, as is the case

37 United Nations Register of Conventional Arms, ‘Categories of
major conventional arms’, accessed 2 Mar. 2026.

38 United Nations Secretariat, Group of Governmental Experts
on the United Nations Register of Conventional Arms, “The UN
Register of Conventional Arms: Developments, trends, challenges and
opportunities’, 16 Feb. 2022.
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with most loitering munitions such as Switchblade 300,
L-Spike 1x or Kargu.

The MTCR adds a further layer by seeking to limit
transfers of missile and unmanned aerial systems and
related technologies capable of delivering weapons
of mass destruction. Its controls are divided into
Category I systems capable of carrying a 500-kg
payload over 300 km and Category I1, which covers
drones with ranges of 300 km or more that fall below
the Category I payload threshold, as well as related
equipment, software and technology. However, many of
the smaller, shorter-range, commercially derived lethal
drones that have become prominent in contemporary
conflicts remain outside or at the margins of these
arrangements, complicating efforts to build a complete
picture of their proliferation and transfer.

Furthermore, although states are requested to
report their international arms transfers to the United
Nations, major exporters and buyers of armed drones
have failed to submit their reports for several years
and UNROCA has no enforcement mechanism. The
ATT, even though legally binding, suffers from a
related weakness as major lethal drone exporters and
importers have either not signed (Algeria, Azerbaijan,
Eritrea, Ethiopia, India, Iran, Pakistan, Russia and
Sudan) or not ratified (Israel, Tiirkiye, Ukraine, United
Arab Emirates and the USA) it.? The treaty also
allows reports to exclude commercially sensitive or
national security information. In addition, reporting
has deteriorated over time. The report submission rate
under the ATT regime has declined from 87 per cent to
62 per cent since the treaty entered into force in 2014.40

In sum, existing categories and divergent national
reporting practices make it difficult to produce
complete or comparable data on contemporary lethal
drone transfers, particularly for smaller and shorter-
range systems. UNROCA and ATT mechanisms need
to align better with drone realities in order to promote
oversight of the trade in lethal drones. Their lack of
clarity about which drones are covered and where they
should be reported is compounded by more systemic
problems, such as the overall level and quality of states’
engagement with these instruments.

39 Arms Trade Treaty, UN member states that have not yet joined the
ATT, 23 Sep. 2025; and Arms Trade Treaty, ATT signatories that have
notyetratified, accepted or approved the treaty, 23 Sep. 2025.

40 Arms Trade Treaty, Annual Reports, accessed 21 Sep. 2026.

Cost asymmetry and airspace ambiguity

The widening spectrum of lethal systems poses a

new challenge for traditional air defences across
Europe. This is especially true for the categories of
‘packable’ and ‘truckable’ drones, which can be moved
easily and launched with only limited infrastructure.
Combined with open-source designs, dual-use supply
chains and the availability of components on global
markets, commercial and consumer drone technologies
present the challenge of cost asymmetry that leads to
increasing ambiguity in airspace.

The EU has already begun to respond to these
risks in its February 2026 Action Plan on Drone
and Counter-Drone Security and the associated
Drone Security Package, which contain measures on
registration, identification, border surveillance and
counter-drone response. These initiatives indicate
that the challenge is increasingly recognized at the EU
level. However, implementation remains dependent on
national authorities and important differences persist
in detection capacity, operational responsibility and the
rules governing responses to non-cooperative drones.

The idea of a drone wall has practical value for
defending against drones that violate sovereign
airspace. This layered architecture combines acoustic
communication, radio surveillance, cameras, radars,
and jamming and kinetic interception capability to
detect and counter low-flying objects along Europe’s
eastern border. Estonia in 2024 described a drone wall
as a system of systems for persistent surveillance and
denial in lower airspace.?!

Countering domestic drone threats presents a
different problem from drone defence on the frontline.
Jamming, spoofing and high-energy interceptors
present safety risks in crowded skies while hard-kill
options create the problem of debris falling into popu-
lated areas. For these reasons, countering hybrid air
denial operations around critical infrastructure cannot
be treated as a military mission. Drone threats are a
domestic security problem that requires adequately
equipped local police forces and specialized units.

Deploying anti-drone systems at major international
airports and nuclear power plants enhances a
country’s chances of responding to unauthorized
drone activities. A common problem, however, is that
local law enforcement has neither the training nor the

41 ERR News, ‘Estonia boosts €12 million drone wall to counter
easternborder threats’, 13 Nov. 2024.
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equipment to react to aerial observations, let alone to
neutralize suspicious drones.

Importantly, understanding drone interference as a
hybrid tactic suggests that even the best air defences
are unlikely to prevent Russia from launching drones
into the sovereign territory of European countries.
Such drone interference increases the probability of a
miscalculation that could result in overreaction. Euro-
pean responses must therefore prioritize reduction of
escalation risks through better airspace governance.

Addressing airborne drones is therefore not just
a matter of sensors and interceptors, but also one of
legal frameworks, organizational adjustments and the
availability of technical equipment. A clear division of
labour among the military, border police, regional and
federal police, intelligence services, airport operators
and critical infrastructure owners is essential to avoid
confusion and slow reaction times.

In terms of legal authority, constitutional or statutory
prohibitions prevent national armed forces from simply
being deployed against domestic drone threats. Until
February 2026, for example, the German Armed Forces
could not shoot down drones inside Germany. The
Aviation Security Act had to be amended to allow the
armed forces to support police against drones, shifting
authority to the Ministry of Defence.*? Similarly,
in February 2025, Romania’s parliament adopted
legislation to allow the army to destroy, neutralize or
take control of drones that breach Romanian airspace.*3

However, without a clear operational picture,
speedy action can contribute to errors and escalation.
Countering an active drone threat requires early
warning sensors, real-time situational awareness,
good information sharing and mobile counter-drone
capabilities that can be rapidly deployed. An incident
near Fort Hancock, Texas, provides a cautionary
tale of a lack of inter-agency coordination that
resulted in confusion between the Federal Aviation
Administration and the Pentagon, leading to the
shooting down of a US Customs and Border Protection
drone, which had been mistaken for a cartel drone,
using a high-risk counter-unmanned aircraft system—a
high-energy laser weapon.#*

42 press and Information Office of the German Federal Government,
‘Strengthening drone defence’, 26 Feb. 2026.

431lie, L., ‘Romanian lawmakers adopt law to shoot down drones
breachingairspace’, Reuters, 26 Feb. 2025.

44 Tanyos, F., ‘Pentagon shoots down Customs and Border Protection
drone in Texas, federal officials say’, CBS News, 27 Feb. 2026.

The EU’s Single European Sky regulatory
framework was not designed with an active airborne
drone threat in mind.*> The EU’s drone rules were
developed to integrate hobbyist and commercial drone
manufacturers and operators into civilian airspace
to support the drone economy. Based on a safety-first
approach, this framework requires drone operators
to follow rules depending on the weight and the
specifications of the civil drone and the operation
itis intended to conduct. Of the three categories of
civil drone operations, ‘open’, ‘specific’ and ‘certified’,
the majority of leisure drone activities and low-risk
commercial activities are in the open category, which
does not require a pilot licence or flight authorization,
except in restricted areas. NATO adopted a similar
risk-based approach, in addition to its altitude/weight
approach, to classify drones as low, moderate or high
risk and determine the certification process and
training of drone operators.*°

Crucially, however, EU member states vary widely
in how they define and enforce restricted areas for
drones, especially near external borders and critical
infrastructure zones. Exposed countries, such as
Bulgaria, Estonia, Poland and Romania, may need to
broaden no-drone zones and make such restrictions
permanent. A more coherent approach to establishing
and enforcing drone prohibited areas along the EU’s
external borders is overdue.

The EU therefore tends to focus on regulating the
low-altitude economy rather than confronting repeated
airport disruption, hostile overflights and drone border
incidents.*” The drone incursions of the past year show
that the EU regulatory framework needs tightening
to help to address drone threats and risk reduction by
adjusting the rules for operations near borders and
critical infrastructure.

45 Commission Delegated Regulation (EU) 2019/945 of 12 March
2019 on unmanned aircraft systems and on third-country operators of
unmanned aircraft systems; and Commission Implementing Regulation
(EU) 2019/947 of 24 May 2019 on the rules and procedures for the
operation of unmanned aircraft.

46 Haider, A., ‘Introducing NATO’s new UAS training methodology’,
NATO Joint Air Power Competence Centre, Nov. 2024.

47 Sandor, F. et al., Drone Futures: Road to 2040 (Adapt Institute:
Bratislava, Oct. 2025).
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Opaque supply chains and sanctions evasion

Four years of war have turned Ukraine into a drone
superpower.® From near zero, it has built a domestic
drone industry that has registered more than 400
unique drone types and produces millions of combat-
capable drones per year.#® Ukraine’s defence industry
reached an estimated annual production capacity of

8 million FPV drones in 2025.5° Ukraine has managed
to scale up improvised drone innovation to the pro-
duction of mass precision. However, China’s unmatch-
able volume of dual-use drone manufacturing and the
opaque supply chains through which actors acquire
their drone components leave arms trade and dual-use
export control mechanisms ill-prepared for the post-
war proliferation of small lethal consumer drones.

Ukraine’s drone innovation has moved ahead of its
production capacities. China’s exports of consumer
drone technologies have become strategically
indispensable to both Russia and Ukraine, creating
an important supply chain dependence.’! China’s
drone exports to Ukraine in 2024 ‘amounted to
almost $1.1 billion and increased more than threefold’,
compared to the previous year.52 No other country
has the industrial manufacturing capacity to meet
the high demand for drones and drone parts. Before
February 2022, Chinese consumer drone company
Da-Jiang Innovations (DJI) had an estimated global
market share of 94 per cent.?3 Its drones and drone
parts are now sold through a wide range of channels,
from retail purchases and e-commerce platforms (such
as Amazon, Alibaba and Temu) to volunteer networks,
resellers, cross-border smuggling and indirect third-
country sales.

Since 2022, China has replaced the West as Russia’s
primary source of battlefield-relevant technology.
Reports estimate that as much as 90 per cent of all
sanctioned technology and more than three-quarters

48 Horowitz, M. C., Dumbacher, E. and Kahn, L., ‘How Ukraine’s
drone innovation reversed Russia’s momentum’, Council on Foreign
Relations, 12 June 2026.

49 GLOBSEC, ‘GLOBSEC Forum 2026: Key takeaways’, Prague,
21-23 May 2026.

50 National Security and Defense Council of Ukraine, ‘Results of
Ukraine’s defense industryin 2025: FPV drones’, 23 Jan. 2026.

51 Golod, V. and Burtsev, D., ‘China’s drone war in Ukraine’, The
Diplomat, 24 Jan. 2026.

52 National Institute for Strategic Studies, 30BHiwHs TOpriBus
Vkpainu Topapamu: migcymku 2024 poxy [Ukraine’s foreign trade in
goods: Results for 2024]’, 29 Jan. 2025.

53 Singh, I, ‘Drone analyst report reveals dramatic drop in DJI’s
commercial drone market share’, DroneDJ, 14 Sep. 2021.

of Russia’s critical wartime imports now originate in
China.’* On paper, China tightened its dual-use export
control regime in 2024, but Beijing continues to supply
critical drone components to Russia, such as electric
motors, carbon fibre, optical fibre, anti-jamming
antennae and 3D printers.5® Importantly, China’s drone
export ban to Ukraine since 2023, alongside increased
Chinese drone exports to Russia, has eroded Kyiv’s
earlier drone advantage by increasing costs and slowing
production.’® While overall Chinese imports increased
by almost 34 per cent year-on-year in 2025, the share
of Chinese parts in Ukraine’s drones subsequently fell
to ‘about 38 per cent’; however, it would be extremely
difficult to completely exclude cheap Chinese
components.®”

China not only dominates global drone supply
chains, but also actively contributes to export practices
that circumvent sanctions. Up to 80 per cent of the
sanctioned western components that reached Russia
in 2024 came through China.5® Chinese companies
regularly relabel dual-use agricultural and industrial
systems or components, such as engines, fuel pumps,
navigation systems, semiconductors and routers, as
ordinary goods.® Other practices can conceal the
end-user through rerouting. A Russian citizen arrested
for illegal exports of US-sourced microelectronics to
Russia shipped chips to Russia through third countries
such as Hong Kong and Switzerland.®® Transnational
re-export networks span Hong Kong, Kazakhstan,
Kyrgyzstan, Malaysia, Serbia, Thailand, Tiirkiye and
the United Arab Emirates. Additional intermediaries
in the supply chain can also be used to obscure the
final destination. Russia’s military intelligence service

54 US-China Economic and Security Review Commission, ‘China-
Russia fact sheet: A short primer on the relationship’, 20 Aug. 2026.

55 State Council of the People’s Republic of China, ‘China issues
regulations on export control of dual-use items’, 19 Oct. 2024.

56 Savchii, A. et al,, Building the Arsenal: Securing the Components to
Sustain Combat Power (Snake Island Institute, 2025).

57 National Institute for Strategic Studies, 30BHimHs TOpriBns
Vkpainu ToBapamu: nigcymku 2025 poxy [Ukraine’s foreign trade in
goods: Results for 2025]’,18 Feb. 2026; and Varenikova, M., ‘Ukraine
reaches a milestone: Making “China-free” drones’, New York Times,
11 Mar. 2026.

58 Estonian Foreign Intelligence Service, ‘International Security
and Estonia 2025’, 20 Dec. 2024; and Bjoertvedt, E., “Western goods
and companies in Chinese exports to Russia’, B4Ukraine, Norwegian
Helsinki Committee and CORISK, Apr. 2025.

59 Priolon, G., ‘Chinese drone maker emerges as covert supplier to
Russia, Libya and Sahel juntas’, Intelligence Online, 5 Dec. 2025.

60yg Attorney’s Office, Washington, DC, ‘Russian citizen arrested
forillegally exporting US-sourced microelectronics with military
applications to Russia’, Press release, 16 Sep. 2024.
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abroad has developed such convoluted schemes aimed
at evading sanctions.%!

The innovation path taken by Iran and Russia
shows that low-cost attack drones can be built from
commercially available components traded free of
export restrictions or supplied through chains that
circumvent sanctions and dual-use control lists. For
instance, drone cooperation between Russia and Iran
has turned the Caspian Sea into a prime sanctions
evasion route. Tehran has exported Shahed 131/136 and
Mohajer-6 models to Russia that can strike Ukraine’s
critical infrastructure. Moscow, in turn, has delivered
confiscated western anti-tank and anti-aircraft systems
to Iran.? This illicit proliferation of drone technologies
poses a security threat to European countries through
their use against Ukraine and by contributing to the
export of affordable weapons to proxies in sub-Saharan
Africa.3

Limiting the import of Chinese consumer drone
technologies is difficult when there are no affordable
and reliable European alternatives. Despite
cybersecurity concerns, the Estonian Defence Forces
use Chinese-made DJI drones.®* Similarly, the EU
collaborates with DJI on geofencing guardrails to limit
drone mobility and/or access in designated locations.
This decision is based on price and availability,
since western alternatives are not available in large
quantities at present and cost three times as much.

Ukraine demonstrates that European countries need
high-volume, short-range kinetic interceptors. Since
2024, it has deployed dedicated FPV drone interceptors
such as Sting, which cost up to $2500 each.% Europe’s
best chance of defending against the growing
Russian drone threat is through stronger industrial
partnerships that support domestic production
capacities rather than continued dependence on foreign
technology. The United Kingdom’s Project Octopus is a

61 Estonian Foreign Intelligence Service, ‘International security and
Estonia, 2026, 10 Feb. 2026.

62 Fricke, K., Hankins, T. and Jones, V., “Two to tango: Russian-
Iranian drone cooperation’, NATO Defense College Outlook Paper no. 8
(9 July 2025).

63 Grise, M. and Evans, A., “The drivers of and outlook for Russian-
Iranian cooperation’, Rand Corporation, 4 Oct. 2023; and Pili, G. et al.,
‘Playing the long game: Russia in the Mediterranean’, NATO Defense
College Outlook 3/2025.

64v/oltri, J., ‘Chinese drones still dominate in Estonian Defense
Forces training’, ERR News, 19 Jan. 2026.

65 Livingstone, K., ‘These are Ukraine’s $1,000 interceptor drones the
Pentagon wants to buy’, Military Times, 11 Mar. 2026.

promising example of a joint development programme
with Ukraine on innovation in drone interceptors.®¢

IV. POLICY RECOMMENDATIONS

The regulatory mechanisms for arms trade, dual-use
exports and airspace governance have not kept pace
with drone-related technological developments. A lack
of policy attention increases the risk of escalation and
creates a permeable environment for the illicit prolifer-
ation of lethal drones. The following recommendations
for the EU and European governments address the
layered character of the drone threat in Europe.

Update dormant arms trade regulations

Europe has a drone problem that goes beyond the drone
wall. The current drone threat slips under the radar of
global arms trade instruments. Rapid drone innovation
cycles and the spread of new lethal drone types

have outpaced existing transparency and reporting
arrangements, making it difficult to build a complete
and comparable picture of international transfers.

As aresult, existing trade mechanisms and divergent
interpretations of risk assessment rules often obscure
rather than clarify the transfer of strike-enabled
drones and drone technology exports.®”

EU member states, with support from the EU High
Representative, should promote greater international
dialogue on the classification, reporting and transfer
of contemporary lethal drones through relevant UN
and ATT processes. Despite the adoption of the EU
common rules on the control of export of military
technology and equipment in 2008, arms export
authorizations remain largely a national competence.58
While recognizing the limited prospects for major
consensus-based reform, EU member states that are
MTCR partners should, where feasible, use technical
and policy discussions within the regime to clarify
the treatment of evolving Unmanned Aerial Vehicle
systems.

Any serious effort to improve oversight must involve
major exporters and importers of lethal drones, not

66 UK Prime Minister’s Office and Ministry of Defence, ‘UK-Ukraine
joint statement: Enhanced Security and Defence Industrial
Collaboration Declaration’, Press release, 17 Mar. 2026.

67 Kunertova, D., “The Iran conflict edges the world closer to anew
drone arms race’, Bulletin of the Atomic Scientists,17 Mar. 2026.

68 Council Common Position 2008/944/CFSP of 8 December
2008 defining common rules governing control of exports of military
technology and equipment.
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just the states already most committed to transparency.
The lack of accurate data on lethal drone transfers is

a serious security issue. For this reason, the US-led
2016 initiative on the responsible export and use of
armed drones now requires both revival and revision.®®
Thus far, efforts to initiate a multilateral dialogue

at the General Assembly on lethal drones and their
implications for international security and warfare
have received only a limited response.”?

Low-cost, one-way attack drones, weaponized
commercial quadcopters and strike-enabled dual-use
systems blur the line between military and civilian
technologies and weaken the link between the role
assumed in the export category and actual battlefield
use. For instance, the MTCR was designed to
limit proliferation of systems capable of carrying a
500-kilogram payload at least 300 kilometres but this
threshold logic captures only the largest drones. Most
single-mission, long-range, low-cost systems such as
the Shahed-136, LUCAS or Geran-2 fall awkwardly
outside the stricter Category I as they meet only the
range criterion. The regime’s technical parameters
are too rigid and encourage the development of drone
strike capabilities just below the threshold of a 500-kg
payload. At the same time, the Category II control list
could accommodate this most dynamic end of today’s
lethal drones and their dual-use components, especially
as countries have greater flexibility to evaluate transfer
applications on a case-by-case basis compared to the
strong presumption of denial for Category I items.

Importantly, the excessively tech-centric character
of existing standards seems to have become
counterproductive. US national export control is
loosening to expedite drone sales and increase the
competitiveness of US systems, framed as an ‘America
First Arms Transfer Strategy’.”! Both reinterpreting
MTCR rules to treat drones as aircraft under Category
IT and expanding export licence exemptions on the
export of small dual-use drones (or defining them
as consumable commodities) weaken international

69 Under-Secretary for Public Diplomacy and Public Affairs, ‘Joint
Declaration for the Export and Subsequent Use of Armed or Strike-
Enabled Unmanned Aerial Vehicles (UAVs)’, US Department of State,
28 Oct. 2016.

70 permanent Mission of Portugal to the United Nations, Joint
Statement on increasing multilateral exchanges of views regarding
armed Uncrewed Aerial Vehicles’, 22 Mar. 2024.

71 Executive Office of the President, Executive Order 14383
Establishing an America First Arms Transfer Strategy, 6 Feb. 2026; and
Yousif, E. and Stohl, R., “The “America First arms transfer strategy”
reorders US arms transfer priorities’, Stimson Center, 12 Feb. 2026.

regulatory guidelines.”? Instead of using the MTCR

as areference framework, an alternative approach to
controlling lethal drones could pay attention to where a
system sits in the reconnaissance-strike framework.”3
Clearer terminology and coherent reporting practices
should reflect operational function rather than
airframe characteristics.

Improve underdeveloped airspace governance to
reduce escalation risks

A small quadcopter near a civilian airport is not the
same problem as a long-range drone violating sovereign
airspace. Unauthorized or suspicious drone activity,
either in the form of foreign drone interference or
accidental fly-away drones, can quickly slide towards
crisis through miscalculation. Reducing escalation
risks therefore begins with transparent skies. The goal
should be to make low-altitude airspace accessible

to responsible operators and visible in the case of
trespassers.’* A real-time single picture of air traffic

is an obvious risk-reduction tool that would help

the authorities to distinguish routine activity and
accidental breach from malicious use.

The February 2026 Action Plan and its Drone
Security Package represent a move in the right
direction for three reasons. Most importantly, they
seek to strengthen the identification and accountability
of drone operations. The package extends registration
and identification requirements to all drones above
100 grams and includes direct remote identification
and prevention of take-off unless an operator
identification number has been entered. These are
ways to reduce the number of unidentified objects in
European airspace. Broader registration requirements
and tighter accountability rules should leave both
national and local authorities better placed to
determine early on whether a drone pilot is compliant,
reckless or potentially hostile.

Second, the concept of digital airspace allows better
use of geofencing. This may include measures limiting

72 Kyuramitsu, S., ‘US reinterprets MTCR rules to fast track drone
sales’, Arms Control Today, Oct. 2025; and US Department of Commerce,
Bureau of Industry and Security, ‘Streamlining export controls for
drone exports’, 21 Jan. 2026.

73 sanders, G. etal., ‘Rising demands and proliferating supply: The
future of the global UAS market’, Excerpt from the Proceedings of the
Twentieth Annual Acquisition Research Symposium, Naval Postgraduate
School, Monterey, CA, 30 Apr. 2023, pp.192-93.

74 Bremer, M. K. and Grieco, K. A., ‘Four things to know about hybrid
air denial’, Lawfare, 7 Dec. 2025.
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a drone’s connectivity, as well as future technical
conditions and functionalities that will help prevent
drones from entering prohibited or high-risk areas
unintentionally. However, Europe still depends in part
on foreign technology suppliers.”> DJT’s Fly Safe system
has long provided voluntary GPS-based geofencing

as a safety feature that prevents drones from flying

too close to airports, prisons and power plants. Since
January 2026, all DJT’s class-labelled products have
relied solely on official data published by national
aviation authorities. Collaboration between DJT and
the EU Aviation Safety Agency (EASA) could improve
compliance and accuracy. However, that a sensitive
part of Europe’s regulatory airspace architecture

still involves Chinese technology highlights an
uncomfortable dependence. Furthermore, while
technical safeguards can raise barriers to the hostile
use of drones, they remain vulnerable to hacking and
other methods of circumvention.”®

Third, the plan boosts protection of the EU’s external
borders. In addition to detection capabilities, it
launches a counter-drone deployment initiative and a
€250 million investment in land and maritime border
surveillance. New national Rapid Counter-drone
Emergency Response Teams, analogous to the EU
Hybrid Rapid Response Teams, as well as EU-funded
law enforcement networks are intended to provide
cross-border coverage and mobile units for deployment
at high-risk events.

Countering non-cooperative drones and malicious
interference along external borders would benefit from
a common EU legal and operational framework, since
the rules for drone engagements are fragmented across
countries. National investment in early detection
and rapid reaction capabilities, such as the European
Commission’s Directorate General for Defence
Industry and Space (DG DEFIS) co-funded Drone
and Counter Drone European Resolve (DECODER),
could prevent cheap interference from producing
disproportionate effects in terms of economic and
psychological costs. Another example of progress
is participation in multinational operations such as
Eastern Sentry, which could provide a framework for

75 European Union Aviation Safety Agency, ‘EASA and DJI
collaborate to improve awareness of safe and legal drone operations’,
22 Jan. 2026.

76 Afowork, H. et al., ‘Developing human rights guidelines for
commercial drone manufacturers’, McGill University, Max Bell School
of Public Policy, 23 July 2026.

authorizing use of military force.”” NATO activity
reinforces vigilance along the eastern flank by
coordinating additional fighter aircraft, helicopters,
transport aircraft, air-defence systems, surveillance
assets and maritime platforms.

Close loopholes in the EU dual-use export control
regime to combat illicit drone proliferation

While Europe invests in drone countermeasures,
Russian drones continue to contain western
components.”® Loopholes in dual-use export controls
linked to fragmented regulation across different
national jurisdictions and poor post-sale monitoring
enable countries under EU sanctions to obtain
EU-produced components and use them to produce
drones. EU member states should continue to close gaps
that allow the drone threat to proliferate by tightening
licensing and strengthening compliance monitoring.
The Commission’s DG Trade should regularly update
and clarify the rules on dual-use export authorization
within and outside the EU.

The EU only regulates dual-use exports at the EU
level. Intra-EU dual-use transfer licensing still covers
only a narrow category of items.”° In addition, due
diligence obligations are underdeveloped, there is
limited guidance on risk assessment and compliance
practices for exporters are uncertain. Public scrutiny
of licensing decisions is weak, information-sharing on
licence denials is limited and post-export monitoring is
inconsistent.8? Member states also continue to diverge
in their interpretation of embargoes and sanctions,
while enforcement capacity is uneven.8!

The war in Ukraine has already revived discussion
of these problems. The 2023 compilation of national
control lists improved cross-country coordination. The
September 2025 update of the EU dual-use control list,

77 NATO Supreme Headquarters, Allied Powers Europe, ‘Eastern
Sentry’, accessed 11 Mar. 2026.

78 Yurchenko, A., ‘Investigation: How Russian drones exploit
European technologies to strike Ukraine, and beyond’, Kyiv
Independent, 18 Feb. 2026.

79 Regulation (EU) 2021/821 of the European Parliament and of the
Council of 20 May 2021 setting up a Union regime for the control of
exports, brokering, technical assistance, transit and transfer of dual-use
items.

80 Tricoli, J., ‘EU export controls are failing to address the spread of
spyware’, Center for Democracy and Technology, 4 Dec. 2025.

81 Sabatino, E., ‘Arms supplies to Ukraine: Does the European
arms export control system need revision?’, EU Non-Proliferation and
Disarmament Papers, no. 89 (May 2024), p. 4.
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going beyond the Wassenaar Arrangement, showed
that Brussels can circumvent Russia’s veto.8?

Furthermore, the 2024 directive on shared definition
of criminal offences and the application of penalties
also addresses arms embargo circumvention.8?

European countries are becoming increasingly aware
that countering drone proliferation requires systematic
international coordination with different stakeholders
from government and industry. In view of systematic
sanctions evasion and the gaps in dual-use tech export
control mechanisms, there is an urgent need for closer
cooperation with law enforcement authorities, as well
as stronger scrutiny of professional shell company
creators and companies previously involved in goods
transit to Russia.®* Soft law tools can help too, such
as a stronger code of conduct on drone production,
sales and data services built around due diligence and
responsible-by-design principles.8®

In future, Al integration is poised to increase the
scope and scale of drone threats and their hybrid
character. In particular, growing autonomy is likely to
cloak perpetrators with greater plausible deniability,
complicating attribution. It will be important to
continue ethical and legal norm entrepreneurship and
remain engaged with the UN Group of Governmental
Experts on Lethal Autonomous Weapons Systems, as
well as the 2023 Political Declaration on Responsible
Military Use of AT and Autonomy.

V. CONCLUSIONS

European responses should not just be about how to
counter an incoming airborne drone threat for the least
amount of taxpayers’ money. They should also seek to
reduce ambiguity, contain proliferation and prevent
cheap drone interference from becoming a pathway to
escalation. European countries should therefore push
in three directions.

First, they should work towards a drone regulation
classification based more explicitly on their use in

82 The 1996 Wassenaar Arrangement sets standards for the export of
dual-use drone technologies and enables export information sharing,
albeit on avoluntary basis. All EU member states except Cyprus are
members of the Wassenaar Arrangement and the EU aligns its trade
rules with the group.

83 Directive (EU) 2024/1226 of the European Parliament and of
the Council of 24 April 2024 on the definition of criminal offences and
penalties for the violation of Union restrictive measures and amending
Directive (EU) 2018/1673.

84 Estonian Foreign Intelligence Service (note 61), p. 49.

85 Bromley, M. and Maletta, G., The Militarization of Technology:
Preventing Diversion and Misuse Through Export Controls (SIPRI:
Stockholm, Nov. 2025).

combat, rather than on technology alone. This could
mean, for instance, focusing the discussion among
MTCR partners on whether the drone behaves like
amissile, ammunition or a platform. However, the
diverging US interpretation of MTCR rules and
Russia’s participation in the MTCR—as in the case of
the Wassenaar Arrangement—substantially reduce the
short-term prospects for agreement on major revisions,
given the regime’s consensus-based decision making.

The EU, through its long-standing outreach activities
in support of ATT implementation, is uniquely
positioned to create impetus for an international
discussion on lethal drones in the ATT Secretariat
and the United Nations General Assembly. Rapid
drone developments require policy action to align
terminology and reporting practices with existing
instruments. A one-way attack drone that functions as
a slow-flying strike munition should not be hidden in
categories designed for a different era. New standards
setting should result in better awareness of current
mechanisms, shared practices on reporting and a
stronger common understanding of lethal drones.

Second, local detection and identification that widen
early-warning windows, together with coherent rules
of engagement for drone emergencies informed by
EASA and the European Commission, would reduce
the risk of accidents and inadvertent escalation.
European capitals doubling down on research and
development into novel anti-drone measures could
prove a crucial investment. However, DG DEFIS
funding mechanisms should ensure that the drone
wall is built without technologies that originate from
outside NATO or EU member states, while keeping
defences affordable. Importantly, escalation prevention
should include specialized training for engineers,
pilots, border units and local law enforcement to
enhance their responsiveness.

Third, European countries should press for broader
participation in and better compliance with dual-use
technology export control authorizations. This can
begin at the EU level with the European Commission
and the Council of the European Union revisiting and
clarifying the criteria in the EU legislation regulating
dual-use technologies inside the EU market. Additional
post-sale controls would further strengthen measures
against sanctions circumvention. The EU’s dual-use
export control regime would also benefit from the
introduction of dynamic procedures for determining
which dual-use technologies require enhanced end-use
and end-user monitoring.
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