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Summary

Often applied at the organizational level, a cyber posture refers to a security archi-
tecture that facilitates prediction, prevention and mitigation of threats before, during
and after a cyber intrusion and cyberattack. By contrast, this SIPRI Research Report
examines cyber postures through the lens of key trends in China, Russia, the United
States and the European Union (EU). The authors draw from primary sources in
Chinese, English and Russian to identify unique concepts and terminology and to
evaluate each of the actors’ shifts in information security and cybersecurity, defensive
and offensive operations, and deterrence and resilience. The findings challenge pre-
existing assumptions that China and Russia are aligned on their information security
and cybersecurity strategies. They also identify key points of difference between the
EU and the USA in their regulatory structures in cyberspace, while highlighting areas
in which the four actors increasingly intersect.

Chapter two reveals that China has been undergoing a shift in its cyber posture, with
its defence white papers indicating that while ‘information security’ remains a primary
concern, ‘cybersecurity’ is growing in prominence with concerns over both kinetic and
non-kinetic operations. This suggests a development from a more reactive concept of
‘active defence’ to a more pre-emptive concept of ‘proactive defence’. China promotes
its holistic approach to cyberspace combining peacetime and wartime, and military
and civilian organizations, which means that what may be perceived as a pre-emptive
action by an adversary is what China considers a defensive continuous cycle of cyber
operations to shape its internal and external environment. In terms of cyber govern-
ance, China has focused on multilateralization of international bodies to promote the
technical foundations of its market share, cyber sovereignty and the Digital Silk Road.

Chapter three indicates that Russia maintains continuity in its cyber posture, with
ongoing concerns over ‘information security’ and ‘information warfare’. This trans-
lates into its lack of explicit reference to ‘cybersecurity’ in official documents, despite
allegations of Russian kinetic cyber operations. Further, the division of information
security and warfare into ‘information-technological’ and ‘information-psychological’
forms, means that the former term encompasses kinetic cyber operations, while the
latter has begun to include an expansive concept of ‘war against mentality’. Recog-
nizing its inability to deny access and dependence on wider cyberspace networks,
Russia has sought to leverage informational tools as ‘deterrence by punishment’.

Chapter four describes how the USA’s cyber posture has transitioned cyberspace
from within its nuclear command structure to an independent domain. The US cyber
strategy highlights the need to ‘defend forward’ and a holistic approach that highlights
‘persistent engagement’. Recognizing the challenges of ‘deterrence by denial’ or
‘zero defect’, the USA has shifted to ‘zero trust’, which recognizes the inevitability of
breaches and demands greater resilience and private sector engagement. This holistic
approach also reflects growing concerns over US vulnerabilities to information
operations, particularly through what has become labelled as disinformation.

Chapter five discusses the EU’s unique position as a grouping of member states,
which creates challenges to its realization of a unified cyber posture. As the EU’s
cyber regulations have expanded, the term ‘cybersecurity’ has attained prominence,
yet reference to ‘privacy and data protection’ and ‘network and information security’
remains frequent. Recognizing that certain member states possess greater cyber-
security capacity, there is increasing need for and interest in fostering integrated EU
cybersecurity legislation that will also facilitate its transition to becoming a global
regulatory power in cyberspace. Despite the gradual buildup of its cyber resilience, the



EU remains conflicted on the employment of offensive cyber capabilities, preferring
‘limited deterrence by punishment’ via targeted sanctions against non-state actors.

Chapter six provides some conclusions on points of divergence and convergence
among China, Russia, the USA and the EU. Among the divergences, China has started
to integrate ‘cybersecurity’ into a narrative that mirrors that found in the USA, while
Russia continues its adherence to an ‘information security’ focus within official and
unofficial documents. In the case of the EU and the USA, they differ in their approaches
towards offensive cyber operations, with the former more conflicted on their appli-
cation at member state level. On convergences, both Russia and the USA have
increasingly shifted from ‘deterrence by denial’ towards ‘deterrence by punishment’
in cyberspace through their forward-deployed strategies and offensive operations.
Further, US efforts at greater integration between the public and private sector reflect
aspects of China’s ‘military-civil fusion’, which also seeks a more holistic approach
to strengthen defensive and offensive capabilities. China, Russia and the USA all
seek to balance defensive and offensive cyber operations through a continuous cycle
of preparation, detection, mitigation, resilience and response through their concepts
of ‘proactive defence’, ‘active defence’, ‘defend forward’ and ‘persistent engagement’.
While long denouncing Chinese and Russian controls on flows of information, the EU
and the USA are also trending towards greater efforts to control, localize and leverage
the transit of information. Thus, while there are points of divergence, China, Russia,
the USA and the EU are all converging on cyberspace, potentially creating a platform
for crisis management and negotiation. Nevertheless, these trends also suggest
increasingly pre-emptive behaviour in cyberspace among three of the actors, requiring
the EU to coordinate among its member states to re-evaluate and to better formulate its
stance on offensive operations in its cyber posture.



1. Introduction

Examining the cyber postures of China, Russia, the United States and the European
Union (EU) necessitates challenging pre-existing assumptions. It is often taken for
granted that China and Russia are aligned in their concerns over the destabilizing
role of information warfare in cyberspace. Yet Russian official discourse is singularly
focused on information security, while China’s official documents incorporate both
information security and a parallel discourse on cybersecurity that mirrors US and EU
narratives. Moreover, it is widely assumed that US and EU cyber postures are aligned,
while differing starkly from those found in China and Russia. However, both the USA
and the EU exhibit often contrasting regulatory structures in cyberspace, particularly
when it comes to privacy and data localization. Further, their cyber postures increas-
ingly reflect concerns found in China and Russia about the impact of information
warfare on domestic stability.

At its most narrow application, a cyber posture refers to the overall strength of
protocols for predicting, preventing and mitigating cyber threats, and the ability to act
before, during and after an attack. It is predicated upon security policies, software,
hardware, services, networks and information, managed through ‘controls, policies or
procedures’! While such definitions are typically applied at the organizational level,
this SIPRI Research Report seeks to examine key trends in how governments are
shaping their cyber postures. The report posits that cyber posture is adynamic concept,
requiring understanding of strategic shifts along a spectrum that includes information
security and cybersecurity, defensive and offensive operations, and deterrence and
resilience.

Rather than providing a unified definition of each of these concepts, however, the
report draws on primary sources to examine the unique terminology each of the four
actors applies to the cyber domain.2 The next four chapters identify key trends in the
actors’ evolving cyber postures, followed by a final chapter that identifies points of con-
vergence and of divergence. These conclusions will serve as a foundation for a broader
project that maps cyber posture trajectories along a spectrum and explores trilateral
cyber dynamics among China, Russia and the USA to generate near-, medium- and
long-term recommendations for the EU on navigating future escalation in cyberspace
and enhancing global cyber stability.

LWhat is a cybersecurity posture and how can you evaluate it?’, SecurityScorecard Blog, 19 Dec. 2019; and
RiskXchange, “‘What s a cyber security posture and how do you assess it?’, [n.d.].

2 Unless otherwise indicated, all translations from Chinese are by Dr Lora Saalman and from Russian by Larisa
Saveleva Dovgal.


https://securityscorecard.com/blog/what-is-a-cybersecurity-posture
https://riskxchange.co/343/what-is-a-cyber-security-posture-and-how-do-you-assess-it

2. China’s cyber posture

China has been undergoing a profound shift in its cyber posture. Its defence white
papers indicate that while ‘information security’ ({§2%%) remains a core concern,
‘cybersecurity’ (M#&%4£) is increasing in prominence, encompassing both kinetic
and non-kinetic variants. This reflects a shift from a more reactive concept of ‘active
defence’ (FA4RF5##)—response to attack—to a more pre-emptive concept of ‘proactive
defence’ (EzFH#H)—offensive anticipation of attack. Along with this transition, China’s
more holistic approach to cyberspace includes strategies that combine the phases
of peacetime and wartime, as well as military and civilian organizations. Beyond
domestic aims, China’s standards are also shaping other countries’ technological and
regulatory structures through such concepts as ‘cyber sovereignty’ and such initiatives
as the Digital Silk Road. The names and duties of the key Chinese organizations in the
cyber domain are set out in table 2.1.

From information security to cybersecurity

Following its close observation of the USA’s use of information superiority during
the Gulf War in the early 1990s, China worked on leveraging its own information
dominance to redress political, economic and military asymmetries.3 By the end of the
decade, two People’s Liberation Army (PLA) colonels, Qiao Liang and Wang Xiangsui,
developed a strategy—detailed in their book Unrestricted Warfare—for how China as
a weaker country could defeat a technologically superior adversary.* Subsequently,
the 2013 and 2020 editions of the PLA’s publication The Science of Military Strategy
reflected US writings on network-centric warfare and ‘system-of-systems’ (B & &%)
and an emphasis on asymmetric operations.5 This points to a broader trend in which
China has sought to both imitate and counter the USA as its primary adversary with
advances in communications, satellite navigation and reconnaissance capabilities to
enhance its own situational awareness, while developing the ability to affect the latter
under an electronic ‘fog of war’.

Within this evolution, ‘information security’, with its focus on control over the flow
of information and content, and on defending networks, has long been considered a
broader concept than ‘cybersecurity’ in China.” More recently, however, Chinese
official documents and the structure of military and civilian departments indicate
that the concept of ‘cybersecurity’ is a growing part of both military and civilian
spheres.® The establishment of China’s Strategic Support Force and military white
papers from 2015 and 2019 that focus on “cyber and information operations in warfare

3B AI0BERRZEEEY [30th anniversary of the Gulf War and revelations of US military reform],
Xinhua Net,1 Apr. 2021.

4English translation: Qiao, L. and Wang, X., Unrestricted Warfare: China’s Master Plan to Destroy America
(Echo Point Books & Media: Brattleboro, VT, 2015).

5 English translation: China Aerospace Studies Institute (CASI), In Their Own Words: Science of Military
Strategy 2020 (CASI: Montgomery, AL, Jan. 2022); and CASI, In Their Own Words: Foreign Military Thought:
Science of Military Strategy 2013 (CASI: Montgomery, AL, Jan. 2013).

6 # . &I [Huang, C.and Zhang, J.] 4 FF#i60“Hi $ £ E" [Clearing the new ‘fog of war’], fEM E#% [PLA Daily)
via £ AR #EFEER5ER [Chinese Ministry of Defence], 5 July 2022; and EE 2R EREDIF [Wang, Cl, EHEES
TEHSNASEAEL [Confrontingmilitary change: The shape of waris evolving], (BtE) BT [Outlook Weekly],
16 July 2003.

7Raud, M., ‘China and cyber: Attitudes, strategies, organisation’, NATO Cooperative Cyber Defence Centre
of Excellence, 2016.

8 st \R{XFMEEREEHEMISENAE [Cyberspace Administration of Chinal, 20224 3 &£ £ EIR & T (EEVS
FAE R [During the first half of 2022, national cyber law enforcement work has achieved remarkable results],
31July 2022.


http://www.xinhuanet.com/globe/2021-04/01/c_139827302.html
https://www.airuniversity.af.edu/Portals/10/CASI/documents/Translations/2022-01-26%202020%20Science%20of%20Military%20Strategy.pdf
https://www.airuniversity.af.edu/Portals/10/CASI/documents/Translations/2022-01-26%202020%20Science%20of%20Military%20Strategy.pdf
https://www.airuniversity.af.edu/Portals/10/CASI/documents/Translations/2021-02-08%20Chinese%20Military%20Thoughts-%20In%20their%20own%20words%20Science%20of%20Military%20Strategy%202013.pdf
https://www.airuniversity.af.edu/Portals/10/CASI/documents/Translations/2021-02-08%20Chinese%20Military%20Thoughts-%20In%20their%20own%20words%20Science%20of%20Military%20Strategy%202013.pdf
http://www.mod.gov.cn/jmsd/2022-07/05/content_4914769.htm
http://mil.news.sina.com.cn/2003-07-16/137560.html
http://mil.news.sina.com.cn/2003-07-16/137560.html
https://ccdcoe.org/library/publications/china-and-cyber-attitudes-strategies-organisation
http://www.cac.gov.cn/2022-07/31/c_1660892422799965.htm>
http://www.cac.gov.cn/2022-07/31/c_1660892422799965.htm>
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Table 2.1. Key Chinese cyber organizations and their roles and duties

Organization Role and duties

Central Committee of the Responsible for the Network Security and Informatization
Communist Party of China Commission, which governs cultural and technical information
(PEHEEREHRRZRS,; security through the Cyberspace Administration of China
CCCPC)

Central Cybersecurity Formed under the CCCPC as Central Leading Group for
and Informatization Cybersecurity and Informatization; responsible for ensuring internet
Commission (FRMLZ  security, promoting digital economy and government interests, and

&FEEkERS, ccIC) internet censorship through the Public Opinion Information Center

Cyberspace Under the CCIC, supervises the National Computer Network and
Administration of China  Information Security Management Centre; responsible for internet
(BREBFEMEEMNE; censorship systems; assumed control of the National Computer

CAC) Network Emergency Response Technical Team/Coordination Center
of China (CNCERT/CC)

Ministry of Industry Via the State Administration of Science, Technology, and Industry for

and Informatization National Defence, provides cyber agencies with talent from the Seven

Technology Sons of National Defence (Northwestern Polytechnical University,

(T F{EE4kER, MIIT)  Harbin Engineering University, Harbin Institute of Technology,
Beihang University, Beijing Institute of Technology, Nanjing
University of Science and Technology, and Nanjing University of
Aeronautics and Astronautics)

Ministry of Public Has network security protection detachments that secure domestic
Security (2% 5%; MPS) network infrastructure by identifying and investigating internet
crimes, including harmful information

Ministry of State Security Responsible for cyber-enabled intelligence and counter-intelligence
(BZRZEEB; MSS) operations; supported by the 13th Bureau, known as the China
Information Technology Evaluation Centre

Strategic Support Force Overseen by the Central Military Commission (CMC) Joint

( Bk BR S EEERBA; SSF) Operations Command, via the CMC Joint Cyberspace Operations
Command Centre; provides strategic information support and
information operations; centralizes PLA warfare capabilities in space,
cyberspace and electromagnetic domains

Note: Organizations are listed in English alphabetical order.

reflect China’s integration of cyber, information, space and electromagnetic domains
both operationally and strategically.® Further, the revised ‘Cybersecurity review
measures’, approved at a meeting of the Cyberspace Administration of China in 2021,
highlighted not only ‘information security’ but also a set of measures squarely focused
on ‘cybersecurity’ threats.1°

As part of this evolution, China’s 2019 defence white paper exhibits a much more
assertive and potentially offensive stance:

Cyberspace is a key area of national security and economic and social development. Cybersecurity
is a global challenge and a severe security threat facing China. The Chinese military has acceler-
ated the construction of cyberspace forces, vigorously developed cybersecurity defence methods,
and built a cyberspace defence force that is commensurate with China’s international status and

9 Costello, J. and McReynolds, J., ‘China’s Strategic Support Force: A force for a new era’, Institute for National
Strategic Studies, China Strategic Perspectives no.13; R A R #EFEE £ # B A E [State Council of the People’s
Republic of China, Information Office], ‘FEHX KR EE RS’ [China’s national defence inanew era], 24 July 2019; and
rfe A REFEE KB #E /1 AF [State Council of the People’s Republic of China, Information Office], ‘FEIRZEEH
B’ [China’s military strategy], 26 May 2015.

10 ch e A R4£ANE T s A RBUAF [State Council ofthe People’s Republic of Chinal, ‘% R £ ¥ 2 #% [Cybersecurity
review measures|, 28 Dec. 2021.


https://ndupress.ndu.edu/Portals/68/Documents/stratperspective/china/china-perspectives_13.pdf
http://www.gov.cn/zhengce/2019-07/24/content_5414325.htm
http://www.gov.cn/zhengce/2015-05/26/content_2868988.htm
http://www.gov.cn/zhengce/2015-05/26/content_2868988.htm
http://www.gov.cn/gongbao/content/2022/content_5682426.htm
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compatible with that of a cyber power. China has strengthened the country’s cyber border defences,
detected and resisted cyber intrusions in a timely manner, and ensured the security of information
networks to resolutely defend national cyber sovereignty, information security and social stability.}!

Thus, while ‘information security’ remains a core concern, ‘cybersecurity’ as a term
and concept has become an integral part of China’s defence strategy. This includes a
demarcated ‘cyber border’, indicating a domain that much like land, air, space or sea
must be defended.

From active defence to proactive defence

While ‘active defence’ remains the bedrock of China’s military doctrine, ‘proactive
defence’ is an increasingly central element in its cyberspace strategy.!? The PLA’s con-
cept of ‘integrated network-electronic warfare’ (ME—{i#k) dates to the early 2000s,
when the former head of the Fourth Department of the PLA General Staff anticipated
future information operations involving ‘selecting key enemy targets and launching
effective network-electronic attacks’ through integrated cyber and electronic war-
fare.!® Chinese official and non-official articles dating from 2018 through 2022 are also
explicit about including proactive defence in China’s evolution, including efforts to
use pre-emption to thwart cyberattacks on its own critical infrastructure and to make
its systems more resilient against attack and able to undertake offensive operations to
intercept and destroy malware.1*

This pre-emptive approach is holistic and typified by a wider strategy of ‘peacetime-
wartime integration’ CE& & &. i —{K), which maintains that cyber operations require
adomain-centric force structure predicated on continuous ‘integrated reconnaissance,
attack, and defence’ (i F5—1#{k).15 This structure has contributed to allegations that
China engages in dispersed cyber espionage campaigns—from universities to indus-
tries to militaries—to continuously shape its strategic environment and to access both
the information ‘high ground’ and dual-use or military-grade equipment and advanced
technologies.1® This strategy’s lack of distinction between a time of war and a time
of peace, similar to the crossover in China’s broader ‘military—civil fusion’ (ZR& &)
strategy, also means that what China views as defensive may be viewed by an adversary
as pre-emptive.l” In other words, if China is engaged in a continuous set of operations
to thwart cyber intrusions and attacks, it is always in defence mode instead of attack
mode.

11 thae A R4FEE SR HENAE [State Council of the People’s Republic of China, Information Office], “giftt
K EEPRS’ [China’s national defence in anew era] (note 9).

12 saalman, L., Multidomain Deterrence and Strategic Stability in China, SIPRI Insights on Peace and Security
no.2022/2,Jan.2022.

13 Costello and McReynolds (note 9).

14 hie \R#MEEREBHMESHLE [Cyberspace Administration of Chinal, ‘KEHBXEIEBRRIGHERER
PERIFEER &M [First national standard for critical information infrastructure security protection released
inBeijing], 9 Nov. 2022; R AREMEER EBEMESHAE [Cyberspace Administration of Chinal], ERMERELE

cyberspace security is ensuring national sovereignty], 14 Oct. 2021; EIR{*ZR [National Administration of
State Secrets Protection], ‘M= EZIZSFH#EIIEAR’ [Cyberspace dynamic defence technology], 11 Dec. 2020; and
Wk [Yu, L], EHREBR, ELHEEFE [Stepping out of hidden boundaries, implementing proactive defence]’,
SEC-UN &£# [Security Village], 26 Mar. 2018.

15 Costello and McReynolds (note 9).

16 yS Department of Defense (DOD), Military and Security Developments Involving the People’s Republic of
China2022, Annual Reportto Congress, 29 Nov. 2022, pp. xii-xiii;and Krekel, B., Adams, P.and Bakos, G., Occupy-
ing the Information High Ground: Chinese Capabilities for Computer Network Operations and Cyber Espionage,
Northrop Grummanreportprepared for the US-China Economic and Security Review Commission, 7 Mar. 2012.

17 tig A\ R 4EHE S 3558 [Chinese Ministry of Foreign Affairs), ‘ER A&’ [Military-civil fusion], 1 Apr. 2021; and
E%BE%TFEN % [Chinese State Council on Printing and Distributing], #i— X A T84 B XIAEH [Notice of the
new generation of artificial intelligence development plan], El% 35 [National Law no. 35], 8 July 2017.


https://doi.org/10.55163/FYXQ3853
http://www.cac.gov.cn/2022-11/11/c_1669799139872481.htm
http://www.cac.gov.cn/2022-11/11/c_1669799139872481.htm
http://www.cac.gov.cn/2021-10/14/c_1635805422142098.htm
http://www.cac.gov.cn/2021-10/14/c_1635805422142098.htm
http://www.gjbmj.gov.cn/n1/2020/1211/c411145-31963763.html
https://www.sec-un.org/走出隐藏边界，实施主动防御
https://media.defense.gov/2022/Nov/29/2003122279/-1/-1/1/2022-MILITARY-AND-SECURITY-DEVELOPMENTS-INVOLVING-THE-PEOPLES-REPUBLIC-OF-CHINA.PDF
https://media.defense.gov/2022/Nov/29/2003122279/-1/-1/1/2022-MILITARY-AND-SECURITY-DEVELOPMENTS-INVOLVING-THE-PEOPLES-REPUBLIC-OF-CHINA.PDF
https://www.uscc.gov/sites/default/files/Research/USCC_Report_Chinese_Capabilities_for_Computer_Network_Operations_and_Cyber_%20Espionage.pdf
https://www.uscc.gov/sites/default/files/Research/USCC_Report_Chinese_Capabilities_for_Computer_Network_Operations_and_Cyber_%20Espionage.pdf
https://www.fmprc.gov.cn/web/wjb_673085/zfxxgk_674865/gknrlb/tywj/zcwj/202104/t20210401_9180857.shtml
http://www.gov.cn/zhengce/content/2017-07/20/content_5211996.htm
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From cyber vulnerability to cyber sovereignty

Concerns over ‘colour revolutions’ (Bl&##45) or anti-regime protest movements
have been central in shaping China’s concept of ‘information security’, and even
‘cybersecurity’.1® As China pursues enhanced digitization and a role as a ‘cyber power’
(M#&3&E), recognition of its dependence on cyberspace as both a vulnerability and a
strength has grown.!” To this end, China has strengthened what has become known
as the Great Firewall, with keyword filters and targeting of virtual private networks.2°
Yet, while this mitigates concerns over information flows weakening China’s internal
stability, China still faces challenges to its network security. Given its reliance on exter-
nally provided software and hardware, China has launched indigenization efforts to
alleviate vulnerabilities in its domestic system and foreign supply chain, through such
initiatives as strengthening encryption with quantum computing and manufacturing
its own chips and semiconductors.?! The impetus came from such seminal events as
Microsoft ending its support of Windows XP systems, which were pervasive in China,
and the Edward Snowden revelations about the scope of US cyber espionage.??
Chinese concerns over external reliance also include normative and governance
structures, stemming from US dominance of everything from root servers to agree-
ments.?? China has focused on multilateralization, through calls for an international
internet treaty and formation of an intergovernmental internet organization, as well
as reasserting the importance of the United Nations in its 2010 internet white paper.?*
China has also emphasized ‘cyber sovereignty’—in which use of cyberspace within a
state’s territory, by both domestic and foreign citizens, is to be controlled by the host
state. Accordingly, China and several Shanghai Cooperation Organisation (SCO) mem-
bers submitted to the UN General Assembly a draft in 2011, and a revised version in
2015, of the International Code of Conduct for Information Security, which embedded
information security and cybersecurity into the ‘sovereignty, territorial integrity
and political independence of all states’.?> China has also expanded its involvement
in the UN group of government experts on Developments in the Field of Information
and Telecommunications in the Context of International Security, contributing to a
consensus document in 2013 which stated that ‘international law, and in particular,
the UN Charter, applies to cyberspace’, such “that ‘State sovereignty and international

18gzrams. ®&I5 [Shi, Q. and Han, D], ‘4f#LExHOMNE—“FEEG”5“Mia<E HEEL RS
[Regime collapse in contemporary social movements: A qualitative comparative analysis of ‘colour revolutions’
and ‘Arab Spring’], EIFRBUA R 2 [Quarterly Journal of International Politics], vol. 2,n0.1(2017); and E# [Wang, Y.,
“HEEa R ITHESR SR 2’ [How the ‘colour revolution’ destroyed Ukraine], iX#i &% & [This is Chinal, no. 149
(4 July 2022).

19 sE = B iE{EW 52k [China Academy of Information and Communications Technology], ‘REM % & &7l B &
#$’ [China’s Cybersecurity Industry White Paper], no. 202201, Jan. 2022.

20 Creemers, R., ‘China’s cyber governance institutions’, Leiden Asia Center, Jan. 2021.

21 s X PRYGRIK, FEM KT R 5 MMER [Microsoft forces XP system to retire, China worries about
surveillance-related plan], £%;4EM [Reference News Network], 11 Mar. 2011; and H#EAREFEE SR [State
Council of the People’s Republic of Chinal, ‘Bl X FEN % (FEHIE2025) BEH’ [Notice of the State Council on
issuing ‘Made in China 2025’], El% 28 [National Law no. 28], 8 May 2015.

2@ [Lu, C), “HitBEMH"5MESEALLEE [The ‘Snowden incident’ and the cyberspace security
dilemma], &£ W% [Security Internal Reference], 19 Dec. 2018; and “HMHEFIXPRFARK FEILIZITXISHEMEX
[Microsoft forces XP system to retire, China worries about surveillance-related plan] (note 21).

23 Internet Corporation for Assigned Names and Numbers (ICANN), ‘Contract between ICANN and the
United States government for performance of the TANA function’, 9 Feb. 2000.

24 Xinhua, ‘Full text: White paper on the internet in China’, via China Daily, 8 June 2010.

25United Nations, General Assembly, ‘Letter dated 9 January 2015 from the permanent representatives
of China, Kazakhstan, Kyrgyzstan, the Russian Federation, Tajikistan and Uzbekistan to the United Nations
addressed to the Secretary General’, A/69/723, 13 Jan. 2015; and Chinese Ministry of Foreign Affairs, ‘Inter-
national Code of Conduct for Information Security’, 12 Sep. 2011.


http://qjip.tsinghuajournals.com/article/2017/2096-1545/101393D-2017-1-006.shtml
http://www.cifu.fudan.edu.cn/e8/d0/c412a452816/page.htm
https://pdf.dfcfw.com/pdf/H3_AP202201261542765300_1.pdf?1643216754000.pdf
https://pdf.dfcfw.com/pdf/H3_AP202201261542765300_1.pdf?1643216754000.pdf
https://leidenasiacentre.nl/wp-content/uploads/2021/01/Chinas-Cyber-Governance-Institutions-Layout-geconverteerd-1.pdf
http://finance.cankaoxiaoxi.com/2014/0311/359000.shtml
http://www.gov.cn/zhengce/content/2015-05/19/content_9784.htm
https://www.secrss.com/articles/7216
https://www.icann.org/resources/unthemed-pages/iana-contract-2000-02-09-en
https://www.icann.org/resources/unthemed-pages/iana-contract-2000-02-09-en
https://www.chinadaily.com.cn/china/2010-06/08/content_9950198.htm
https://www.fmprc.gov.cn/mfa_eng/wjdt_665385/2649_665393/201109/t20110913_679318.html
https://www.fmprc.gov.cn/mfa_eng/wjdt_665385/2649_665393/201109/t20110913_679318.html
https://www.fmprc.gov.cn/mfa_eng/wjdt_665385/2649_665393/201109/t20110913_679318.html
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norms and principles that flow from sovereignty apply to State conduct’.2¢ Reference to
the UN Charter and state sovereignty fits into China’s concept of ‘cyber sovereignty’ as
articulated in its 2016 National Cyber Strategy. It further illustrates China’s ongoing
concerns over maintaining social order and limiting external interference in its
internal affairs via cyberspace.

From national standards to global standards

Inpromoting cyber sovereignty and its national model, China has sought to shape global
information, technology and cyber standards. After joining the World Trade Organ-
ization in 2001, China mounted an effort to define standards in software, hardware
and communication technologies with the view that controlling a standard ensured
the capture of market value. Chinese officials have come to lead such organizations as
the International Organization of Standardization, the International Electrotechnical
Commission and the International Telecommunications Union (ITU). Chinese leader-
ship of the ITU led to its 2020 proposal of a new internet protocol (IP) to replace the
current foundation of the global internet, in greater alignment with its own national
measures to utilize IP version 6. China has also been active in trying to define standards
for wireless local-area network authentication and privacy infrastructure, audio-video
coding and radio frequency identification.

Further, in 2015 China sent more than 40 delegates to a meeting of the Internet
Engineering Task Force, while delegates from Huawei numbered twice that of other
telecommunications companies at a 2016 meeting in Vienna to define specifications of
fifth-generation (5G) mobile networks—moves that some have labelled ‘swarming of
the global governance agenda’.?” More broadly, China’s Digital Silk Road has created
a conduit via which Chinese systems serve as the backbone of telecommunications,
artificial intelligence capabilities, cloud computing, e-commerce and mobile payments,
surveillance technology and smart cities in Belt and Road Initiative countries.?8 Rather
than simply garnering market share, these moves indicate a broader agenda to shape
norms and the future of cyberspace.

26 United Nations, General Assembly, ‘Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security’, A/68/98, 24 June 2013; and
Charter of the United Nations, Article 2.

27 Segal, A., ‘Chinese cyber diplomacy in a new era of uncertainty’, Hoover Institution Aegis Paper no. 1703,
2 June 2017.

28 thig A\ R#EMEE &6 [Chinese Ministry of Commerce], RIEERH, BFLAZHENEEEHSZE’ [In the post-
pandemic era, the value of the digital silk road will be more prominent], 16 Aug. 2020.


https://documents-dds-ny.un.org/doc/UNDOC/GEN/N13/371/66/PDF/N1337166.pdf?OpenElement>; and Charter of the United Nations, Article 2 <https://legal.un.org/repertory/art2.shtml
https://documents-dds-ny.un.org/doc/UNDOC/GEN/N13/371/66/PDF/N1337166.pdf?OpenElement>; and Charter of the United Nations, Article 2 <https://legal.un.org/repertory/art2.shtml
https://legal.un.org/repertory/art2.shtml
https://www.hoover.org/sites/default/files/research/docs/segal_chinese_cyber_diplomacy.pdf
http://www.mofcom.gov.cn/article/i/jyjl/e/202008/20200802992825.shtml

3. Russia’s cyber posture

Russia maintains a strong continuity in its cyber posture, characterized by its ongoing
concerns over ‘information security’ (uHbopmanuonuas Oe3zomacHocts) and ‘infor-
mation warfare’ (uupopmannonuoe nporuBobopcto). Official and even non-official
documentation tends to lack explicit reference to ‘cybersecurity’ (kubGep6e30macHoCTb),
despite allegations of Russian kinetic operations in cyberspace. Nevertheless, cyber-
security is not entirely missing from this discourse, as Russia’s information security
strategies also contain a technical or kinetic form, alongside the more commonly dis-
cussed psychological form labelled by some as ‘disinformation’. In more recent years,
this has shifted to a more expansive concept of ‘mental war’ or ‘war against mentality’
(menTanbHas BoiiHa) that seeks to shape civic and cultural foundations. Recognizing
its own vulnerabilities, through its inability to deny access and dependence on wider
cyberspace networks, Russia has sought to leverage informational tools as ‘deterrence
by punishment’. The names and duties of the key Russian organizations in the cyber
domain are set out in table 3.1.

From information security to cyber sovereignty

Russia has introduced several indigenous elements to its cyber strategy both in terms
of concepts and application.?? Russian national strategic concepts, doctrines and
laws refer to ‘information security’ and ‘information warfare’, rather than to ‘cyber’
security or warfare.3? Information security and warfare are both further subdivided
conceptually into ‘information-technological’ (MH(pOPMALUOHHO-TEXHOIOTUYECKHUIT)
and ‘information-psychological’ (uadopmaironto-ncuxonoruueckuii) forms. An earlier
definition of ‘information warfare’, dating back to the mid 1990s, suggests that it
encompassed both psychological effects and ‘operating in less of a fog of war than the
adversary’.3! These definitions continue to be reflected in Russia’s conception of cyber-
space and its ability to affect it through information and communication technologies
(ICT), including computer hardware, cyber and information security threats, and
information-psychological warfare that also features taking control of the adversary’s
narrative to influence its behaviour.3?

Russia’s current approach to information security emerged at the beginning of
the 2000s, following the release of the first Russian information security doctrine in
the post-Soviet era. In this, Russia identified key threats to its information security
in the ‘desire of a number of countries to dominate and infringe on Russia’s interests
in the global information space, to oust it from the external and internal information
markets’.33 The approach was largely reactive, lacking a systematic assessment of the
kind of threats large foreign ICT companies could pose to Russian interests. As Rus-
sia’s inability to control the global network became apparent, its leaders focused on
formulating a vision of information sovereignty, essentially confined by its territorial

29 Zabierek, L. et al., US-Russian Contention in Cyberspace: Are “Rules of the Road” Necessary or Possible?
(Belfer Center for Science and International Affairs: Cambridge, MA, June 2021), pp. 37-38.

30 Connell, M. and Vogler, S., ‘Russia’s approach to cyber warfare’, CNA Occasional Paper, Mar. 2017.

31 Thomas, L. T., ‘Russian view on information-based warfare’, Airpower Journal, special edn, 1996, p. 27.

32Tashev, B., Purcell, M. and McLaughlin, B., ‘Russia’s information warfare: Exploring the cognitive
dimension’, Marine Corps University Journal,vol. 10, no. 2 (2019), pp. 130-31.

33 ‘IloxTpuHa uH(popMannoHHON Oe3omacuocTn Poccuiickoit @enepaunu (yTB. [Ipesuaentom PO ot 9 ceHTsOps
2000 . N [1p-1895)’ [Doctrine of Information Security of the Russian Federation, approved by the President on
9 September 2000], Poccuiickas razera [Russian Newspaper],15 Sep. 2000.


https://www.russiamatters.org/sites/default/files/media/files/PDF-CyberRulesoftheRoad-061021-RMPaper.pdf
https://www.cna.org/archive/CNA_Files/pdf/dop-2016-u-014231-1rev.pdf
https://apps.dtic.mil/sti/pdfs/ADA529685.pdf
https://www.usmcu.edu/Portals/218/MCUJ_Fall2019_10_2_web.pdf
https://www.usmcu.edu/Portals/218/MCUJ_Fall2019_10_2_web.pdf
https://www.ng.ru/politics/2000-09-15/0_infodoctrine.html
https://www.ng.ru/politics/2000-09-15/0_infodoctrine.html
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Table 3.1. Key Russian cyber organizations and their roles and duties

Organization Role and duties

Federal Security Service Responsible for equipment surveillance; intercepting,

(DenepanbHas ciayx0a decrypting and processing of electronic messages; and

6e3omacHocTH; FSB) technical penetration of foreign targets; created the National
Coordination Center for Computer Incidents (RU-CERT)

Federal Service for Supervision Subordinate to the Ministry of Digital Development; controls

of Communications, Information and supervises mass electronic media, communications,

Technology and Mass Media telecommunications, information technology, personal data,

(Pockomuanzop; Roskomnadzor and radio frequency systems

or RKN)

Main Directorate of the General Subordinate to the Ministry of Defence; collects, analyses

Staff of the Armed Forces of the and summarizes information about the military-political

Russian Federation (I'1aBHOE situation with regard to Russian security interests; alleged to

ynpasienue [ eHepansHoro mTaba possess special units for cyber operations targeting civil and

Boopyxénnbix cui PO; GRU) military infrastructure

Ministry of Defence Created the Information Operations Force, which is tasked

(MunncTepcTBO 000poHB; MOD)  with protecting military control and communication
systems from cyberterrorism and making military-sensitive
information inaccessible to adversaries

Ministry of Digital Development, = Previously called the Ministry of Communications of the
Communications and Mass Media  former Soviet Union; develops and implements state policies

(MunnCTepCcTBO IHE(YPOBOTO on information and communications technologies, digital
Pa3BUTHsL, CBA3U U MACCCOBBIX media and personal data processing

KOMMYyHHUKalui; MDDCMM)

Ministry of Foreign Affairs Created the Department of International Information
(MuHHCTEPCTBO HHOCTPAHHBIX Security, which is tasked with implementing state policies on
neir; MFA) international information security

Security Council of the Russian Formed an interdepartmental commission to ensure

Federation (CoBer Oe3omacHOCTH  national technological sovereignty of critical information
Poccuiickoit ®enepanum; SCRF or  infrastructure
Sovbez)

Note: Organizations are listed in English alphabetical order.

borders.3* Sovereignty and territorial integrity of Russia’s cyberspace domain are
named as key information security priorities in the 2016 Information Security Doc-
trine.3® This has expanded into Russia’s support, alongside that of China and other SCO
members, in international forums of ‘cyber sovereignty’.36

By the late 2000s, Russia’s focus started to shift towards the synergy of ‘military’
(Boennsii) and ‘non-military’ (aeBoennsiii) forms of warfare. Ambitions to achieve
military preponderance over Russia ‘primarily in strategic nuclear forces, through the
development of high-precision, information and other high-tech means of warfare’,
espoused by its adversaries, were deemed highly detrimental to Russian military secur-
ity.3” Russia responded to these threats with its own long-term vision of national secur-

34Vendil Pallin, C. and Hjelm, M. ‘Moscow’s digital offensive: Building sovereignty in cyberspace’, Swedish
Defence Research Agency, FOI Memo, Apr. 2021.

35 Jloktpuna unpopManuonHoil Gezonacuoctu Poccuiickoit ®enepauun [Doctrine of Information Security of
the Russian Federation], Opuuuansusie ceteBsie pecypcesl [Ipesnnenta Pocenu [Official internet resources of the
President of Russia], 5 Dec. 2016.

36 United Nations, General Assembly, A/69/723 (note 25); and Chinese Ministry of Foreign Affairs,
‘International Code of Conduct for Information Security’ (note 25).

37 ‘Crparerus HalMOHAIbHON Oe3onacHocTu Poceniickoii @exepannu 10 2020 roga’ [National Security Strategy
of the Russian Federation until 2020], Opuunansusie cereBbie pecypebl [pesunenta Poccun [Official internet
resources of the President of Russia], 13 May 2009; and ‘Ctparerus HanuoHaibHOM Oe3zonmacHocT Poccuiickoii


https://www.foi.se/rest-api/report/FOI%20Memo%207521
http://static.kremlin.ru/media/acts/files/0001201612060002.pdf
http://www.kremlin.ru/supplement/424
http://static.kremlin.ru/media/acts/files/0001201512310038.pdf
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ity and ICT within its long-sought priority of information sovereignty.3® It required
ICT companies operating in Russia to store personal data locally; to shift to using
domestic software and hardware; and to build capabilities for protecting critical infor-
mation infrastructure that would deflect and enable recovery from hostile activities in
cyberspace. Further, cyberspace operations became a means to ‘level the playing field’
in view of political, economic and military asymmetries vis-a-vis its adversaries.3® This
subsequently led to the proliferation of cybercrime groups pledging support for the
Russian government while allegedly engaging in dispersed operations targeting all
levels of both domestic and foreign society.*0

From information-psychological warfare to war against mentality

Russian threat perceptions coupled with a deteriorating international environment
have significantly impacted domestic conceptions of information-psychological war-
fare. In earlier versions of Russian strategic documents, information-psychological
security threats were described as ‘threats to the constitutional rights and freedoms of
man and citizen in the field of spiritual life and information activities, individual, group
and public consciousness’, materializing through the ‘llegal use of special means of
influencing individual, group and public consciousness’.#! The perceived and real hos-
tility of the West towards Russia also emerged in the latter’s concerns about cultural
sovereignty, resulting in a proclamation of the ‘application of information technologies
in the interests of preserving the cultural, historical, spiritual and moral values of the
multinational people of the Russian Federation’ as a national interest to be safeguarded
by information security.#2 Thus, a key goal of Russia has been to ‘neutralize’ the impact
on its information infrastructure and its people, individually and as a group, which
could undermine ‘the historical foundations and patriotic traditions associated with
the defence [of Russia]’.43

Following the 2014 Crimean crisis and the intensification of information campaigns
both targeting and emanating from within Russia, the concept of national interest
shifted from safeguarding individual and group consciousness to the ‘development of
a safe information space, [and] protection of Russian society from destructive infor-
mation and psychological impact’, found in both the 2015 and 2021 versions of Russia’s
National Security Strategy.** Thus, the survival of the state became intertwined with
the ability of individuals and society to withstand the broader spectrum of threats
conceived of as ‘war against mentality’.*> As such, ‘psychological warfare’ refers to

@enepaunn’ [National Security Strategy of the Russian Federation], Oduuuansusie cereBsie pecypest [Ipesunenrta
Poccuu [Official internet resources of the President of Russia], 31 Dec. 2015.

38KapacéB, I1. u Credanosuy, [I. [Karasev, P. and Stefanovich, D.], ‘KuGep6e30macHOCTh KPUTHYECKH BasKHOM
uHppacTpyKTyphl: HOBbIE BbI30BEI [Cybersecurity of critical infrastructure: New challenges], Poccust B rino6anbHoit
nonutuke [Russia in Global Affairs], vol. 20, no. 6 (2022).

39 Views of experts expressed at the workshop ‘Cyber postures and dynamics: China, Russia, United States and
Europe’, SIPRI and the Observer Research Foundation America, Washington, DC, 2-3 Nov. 2022.

40 Interviews with two US cyber experts in Washington, DC, 4 Nov. 2022; and Cybersecurity and Infra-
structure Security Agency, ‘Russian state-sponsored and criminal cyber threats to critical infrastructure’, Alert
no.AA22-110A,20 Apr. 2022.

41 JloxTpuHa nHpOpMannoHHOM 6e3onacHocTr Poccuiickoit denepannu (yTB. [Ipesunentom PO o1 9 centsaops 2000
r. N [1p-1895) [Doctrine of Information Security of the Russian Federation] (note 33).

42 NokTpuua nupopMarmonnoii 6esonacuoctu Poceniickoii deneparun [Doctrine of Information Security of the
Russian Federation] (note 33).

43 JlokTpuHa nHpOpMaLHOHHON Ge3onmacHocTn Poccuiickoit depepaunn [Doctrine of Information Security of the
Russian Federation], (note 33).

44 ‘Crparerus HalMOHAIBHOI 6e30macHocTH Poccuiickoii ®enepaunu’ [National Security Strategy of the Russian
Federation], Oduuunansusie ceresbie pecypcesl [pesunenta Poccun [Official internet resources of the President of
Russia], 2 July 2021.

45 Koposun, B. [Korovin, V], ‘Uto Takoe MeHTanbHas Boiina’ [What is mental war?], Bsrusin [View], 29 Mar. 2021.
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direct information operations by an adversary in the context of a situation or conflict,
sometimes called disinformation campaigns. War against mentality aims at changing
the ‘consciousness, worldview, goals, values and priorities of a society’, that is, the
foundations of its civilization.%® Further, this has impacted how information warfare
has been increasingly perceived by Russian leadership. Rather than distinguishing
between peacetime and wartime, the Russian concept of warfare against mentality
has become a holistic one, to be applied at all times and to all parts of society. That is,
embracing the use of non-military means to achieve political goals by engaging the
adversary below the threshold of armed conflict, the concept of ‘war against mentality’
provides for being in a ‘permanent and protracted conflict’.4”

Notonly has Russia’s perception of information warfare changed, but so has its vision
of what that warfare effectively does. Russian political-military thought has begun
to explore and exploit the concept of ‘reflexive control’ (pednexcuBHOe yrpasnenue)
of an adversary, which entails manipulating the latter’s behaviour by ‘implementing
measures and actions that incite the enemy to act in a corresponding way that is advan-
tageous for [Russia]’.48 Portrayed as a defensive response against Western information
dominance, reflexive control connotes what Russia perceives as legitimate efforts to
project national power and a favourable national discourse through information cam-
paigns to change public worldviews in other countries—particularly in the post-Soviet
space—by making them ‘question anything and everything coming from the West’.4

While ‘information-psychological’, ‘warfare against mentality’ and ‘reflexive con-
trol’ operations continue to dominate, however, they remain paired with ‘information-
technical’ operations.5® This suggests that in addition to combating and leveraging
hybrid means of warfare to inflict psychological impacts, Russian entities are
also empowered to conduct cyber warfare through technical or kinetic means. In
recognition of this, in March 2022, a group of human rights lawyers sent a formal
request to the Office of the Prosecutor for the International Criminal Court in the
Hague, urging war crime prosecutions of both official and unofficial Russian hackers
for alleged kinetic cyberattacks against Ukraine’s electricity facilities in 2015 and its
capital in 2016.51

From deterrence by denial to deterrence by punishment

The reliance of Russian political and military leadership on countering information-
security threats, building credible protection systems and ensuring information sov-
ereignty suggests that Russia has long viewed its information and cyber capabilities
through a strategy of ‘deterrence by denial’ (ciep:xuBanue moCpeCTBOM HEOMYICHNUS).
Largely following the logic of deterrence in the nuclear domain, this entails denying
potential adversaries the ability to threaten Russian security using information-
technological means. However, following allegations of Russian interference in
the 2016 US presidential election, official rhetoric in Russia started to show signs of
‘deterrence by punishment’ (cmep:kuBanue mocpeacTBoM Hakasanus)—threatening to

40 Y npHukuil, A. [Tlnitskiy, A.], ‘MenTanbuas Boitna Poccun’ [Russian mental war], Boennas moicas [Military
Thought],16 Aug. 2021.

47 Cunningham, C., ‘A Russian Federation information warfare primer’, Henry M. Jackson School of
International Studies, University of Washington, 12 Nov. 2020.

48 Yaycos, ®. [Chausov, F.], ‘Ynpasienne GoeM Ha 0CHOBE pedyIeKCHBHOT0 aHatu3a oGctanosky’ [Command and
control of battle on the basis of a reflexive analysis of the situation], Morskoi Sbornik [Navy Journal], no. 6 (2017).

49 Kofman, M. and Rojansky, M., ‘A closer look at Russia’s “hybrid war”’, Kennan Cable, no. 7, Apr. 2015.

50 1nterview with Russian cyber expert, Washington, DC, 4 Nov. 2022; Kofman, M. et al., ‘Russian military
strategy: Core tenets and operational concepts’, Center for Naval Analyses, Aug. 2021; and Medvedev, S. A,
‘Offense-defense theory analysis of Russian cyber capability’, Naval Postgraduate School, Mar. 2015.

51 Greenberg, A., “The case for war crimes charges against Russia’s Sandworm hackers’, Wired, 12 May 2022.


https://vm.ric.mil.ru/Stati/item/336904/
https://jsis.washington.edu/news/a-russian-federation-information-warfare-primer/
https://www.wilsoncenter.org/sites/default/files/media/documents/publication/7-KENNAN%20CABLE-ROJANSKY%20KOFMAN.pdf
https://calhoun.nps.edu/handle/10945/45225
https://www.wired.com/story/cyber-war-crimes-sandworm-russia-ukraine
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inflictdamage thatnullifiesan adversary’s potential gains from a cyberattack. Referring
to US threats to ‘retaliate for the Russia cyberattacks’, Russia’s special representative
for international information security stated that ‘force breeds counterforce.. .. live by
the (cyber) sword, die by the sword’.52

Nevertheless, the change in rhetoric seemingly did not lead to an explicit policy
change, as Russia’s 2020 Military Doctrine continued to emphasize that to deter and
prevent military conflict, Russia must create such conditions that ‘reduce the use of
ICT for military-political purposes’.>® Instead, the resultant deterrence strategy is a
balance between denial and punishment, predicated on development of forces and
methods of ‘information confrontation’ (uadopmarontoe npoTuBo6GOPCcTBO).54 Yet this
balance does not specify the nature of these methods nor their intent. The flexibility of
Russia’s approach to information warfare has enabled it to tailor its information and
cyber efforts to its broader understanding of its own political-military aims. Earlier
versions of Russia’s strategic documents indicate the prevalence of non-military meas-
ures over military measures in modern conflicts, with an emphasis on ‘early implemen-
tation of information warfare measures to achieve political goals without the use of
military force, and subsequently—in the interest of forming a favourable reaction of the
world community to the use of military force’, while later versions shifted to integrated
non-military and military means.55

Empirically, this shift is evident in alleged Russian activities from the mid-2000s
that applied cyber ‘pressure to affect outcomes’ in Estonia, to those of the mid-2010s
that used cyber and information warfare alongside military conflicts in Georgia and
conducted simultaneous information, cyber and military campaigns in Ukraine.5¢
Whether state or non-state, these activities suggest an effort both to expand such activ-
ities in cyberspace and to enhance other military and political capabilities.5” Conceptu-
ally, this approach tends to be labelled as ‘active defence’. In the Russian case, this term
may be defined as the employment of pre-emptive, non-military measures to disrupt an
adversary’s systems and networks, followed by imposition of information superiority
once there is full-scale military engagement.5® As noted by some experts from Russia,
however, the essence of information warfare ‘lies in the dominant control with the help
of computer technology and means of communication of the information space’.5° The
shift from a ‘focus on cyber-attacks on infrastructure . . . towards information oper-
ations’ reflects Russia’s evolution towards a more assertive cyber posture.®

52 lakupos, O. [Shakirov, O.]., ‘Kto npunér ¢ kubepmeuom: noaxoasl Poccun u CIIA Kk ciaepkuBaHUIO B
kubepnpocrpanctse’ [Whoever comes with a cyber sword: The approaches of Russia and the United States to
deterrence in cyberspace], Mexaynaponuas ananuruka [International Analytics], vol. 11, no. 4 (2020).

53 Boennas nokrpuna Pocceuiickoii ®enepannn’ [Military Doctrine of the Russian Federation], MUC Poccuu
[Russian Ministry for Civil Defence, Emergencies and Elimination of Consequences of Natural Disasters],
25Dec. 2014.

54 Boennas noktpuna Poccuiickoit ®enepaunn’ [Military Doctrine of the Russian Federation], MUC Poccuu
25 Dec. 2014 (note 53).

55 Boennas nokTpuna Poccuiickoit ®enepanun’ [Military Doctrine of the Russian Federation], Opunuansabie
ceressle pecypcebl [pesunenta Poccnn [Official Internet Resources of the President of Russia], 5 Feb. 2010.

56 Lloyd, G., ‘Hybrid warfare and active measures’, Small Wars Journal, 10 Oct. 2021; and Jaitner, M., ‘Russian
information warfare of2014’, 7th International Conference on Cyber Conflict: Architecturesin Cyberspace, 2015.

57Bokéa, M., ‘Russian information warfare in Central and Eastern Europe: Strategies, impact,
countermeasures’, German Marshall Fund of the US (GMF) Policy Paper no. 15, June 2019; and Kristiansen, M.
and Hoem, N., ‘Russian cyber strategy’, Small Wars Journal, 14 Feb. 2021.

58 Thomas, T., ‘Russian military thought: Concepts and elements’, MITRE, Aug. 2019; and Tirpak, J., ‘Strategy
& policy: The Russian way of war’, Air & Space Forces Magazine,7 Oct. 2021.

59 py6anos, B. [Rubanov, V.], ‘Undopmanmonnas Boitsa n mudposoit mup’ [Information war and digital peace],
He3saBucumas rasera [Independent Newspaper], 26 Apr. 2016.

60 Rugge, F. (ed.), Confronting an ‘Axis of Cyber’? China, Iran, North Korea, Russia in Cyberspace (Ledizioni
LediPublishing: Milan, 2018).
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https://www.ng.ru/scenario/2016-04-26/12_infowar.html
https://library.oapen.org/bitstream/handle/20.500.12657/23931/1/1006204.pdf

4. The United States’ cyber posture

The USA’s cyber posture has changed from embedding cyberspace within its nuclear
command structure towards treating it as an independent domain. This evolution has
occurred in tandem with US attempts to balance the pervasive impact of cyberspace
on all levels of society. Recognizing the challenges of a strategy that aims to ensure
‘deterrence by denial’ or ‘zero defect’, the USA has shifted to an approach of ‘zero
trust’, which acknowledges that breaches are inevitable and must be met with cyber
resilience, requiring multi-stakeholder engagement. The USA has factored both
military and civilian organizations into this structure and made efforts to engage the
private sector. This holistic approach also reflects an increasing concern over the use
by adversaries of information—or disinformation—to exploit US transparency and
dependence on cyberspace. The names and duties of the key US organizations in the
cyber domain are set out in table 4.1.

From information space to cyber domain

As early as 1972 the USA recognized the need for comprehensive computer security
and defence, expanding these efforts in the following decades to reduce vulnerabilities
and to protect information systems in the face of hacking incidents, cyber espionage
and equipment malfunctions.®! By 1997, the offensive side of such cyber operations
came to the fore when the US secretary of defense ‘officially delegated authority’ to
the National Security Agency (NSA) to develop computer network attack ‘operations to
disrupt, deny, degrade or destroy’ information in target computers or networks, ‘or the
computers and networks themselves’, with exercises like Eligible Receiver 97 pitting
NSA programmers against US military defenders.%2 This prompted the US military to
establish the Joint Task Force—Computer Network Defense, which became the Joint
Task Force—Computer Network Operations (JFT-CNO) in 1999.3 Around this time,
in 1998, RAND released a report on the intersection of software and hardware vulner-
abilities, indicating the bridging of information warfare and cyber warfare into some-
thing more kinetic, as with potential cyberattacks on energy, telecommunications or
other grids and providers.5*

Building on this transition from information to kinetic concerns, the 2004 National
Military Strategy of the USA, prepared by the US Joint Chiefs of Staff, declared
cyberspace one of the ‘domains of the battlespace’ alongside air, land, sea and space.%®
That same year, the JTF-CNO was divided into defensive and offensive components,
respectively the Joint Task Force—Global Network Operations and the Joint Func-
tional Component Command—Network Warfare, operating under the US Strategic
Command. In 2009 the two task forces were merged again to create a new command,
US Cyber Command (USCYBERCOM), with an articulated domain of operations ‘to
integrate, synchronize and conduct the full spectrum of cyberspace operations’.®® The
result was the much-debated dual-hat arrangement under which both the NSA and

61Us Cyber Command, ‘Our history’, [n.d.].

62 Black, W. B., “Thinking out loud about cyberspace’, Cryptolog (Spring 1997), via National Security Archive,
Doc. ID 4033695; and National Security Archive, ‘Eligible receiver 97: Seminal DOD cyber exercise included
mock terror strikes and hostage simulations’, 1 Aug. 2018.

63 National Security Archive, ‘Joint Task Force—Computer Network Defense: 20 years later’, 19 June 2019.

64WWare, W. H., The Cyber-Posture of the National Information Infrastructure (RAND Corporation: Santa
Monica, CA,1998).

65 US Joint Chiefs of Staff (JCS), The National Military Strategy of the United States of America: A Strategy for
Today; A Vision for Tomorrow (Office of the JCS: Washington, DC,2004), p. 18.

66 g Cyber Command, ‘Our history’ (note 61).
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Table 4.1. Key United States cyber organizations and their roles and duties

Organization Role and duties
Cyber Command Combatant command within the Department of Defense (DOD);
(USCYBERCOM) responsible for defending information systems, supporting joint force

commanders with cyberspace operations and defending country from
significant cyberattacks; engages in defensive and offensive cyber
operations; service cyber partners include Army Cyber Command,
Fleet Cyber Command/Tenth Fleet, Sixteenth Air Force/Air Forces
Cyber, Marine Corps Forces Cyberspace Command, Cyber National
Mission Force and Joint Force Headquarters—DOD Information
Network

Cybersecurity and Serves as cyber defence agency and coordinator for critical
Infrastructure Security  infrastructure security and resilience; engages public and private
Agency (CISA) sectors through the Joint Cyber Defense Collaborative

Department of Homeland Through its Science and Technology Directorate, Homeland Security
Security (DHS) Advanced Research Projects Agency and Cyber Security Division,
supports research, development, testing, evaluation and transition
of cybersecurity and information assurance technologies; Cyber
Security Division created the US Computer Emergency Readiness
Team (US-CERT)

Department of State Established the Bureau of Cyberspace and Digital Policy to lead work

(DOS) on cyberspace and digital diplomacy; addresses national security
challenges, economic opportunities and values across cyberspace,
digital technologies and digital policy

Federal Bureau of Its rapid-response Cyber Action Team investigates cyberattacks and

Investigation (FBI) intrusions; collects and shares intelligence; receives reports from
the public via its Internet Crime Complaint Center; tracks incidents
through its CyWatch operations centre

National Security Agency Provides foreign signals intelligence and intelligence on cyber threats

(NSA) and information; develops nuclear command and control threat,
vulnerability, risk and cryptographic services; releases integrated
threat, assessment, mitigation and protection products; executes
cryptography and security engineering; engages in combined defence/
offence operations and information sharing via Cybersecurity
Directorate and Cybersecurity Collaboration Center

Note: Organizations are listed in English alphabetical order.

USCYBERCOM have the same leader, which has led to questions as to whether their
difference in nature—with the former responsible for ‘quiet’ signals intelligence and the
latter responsible for ‘loud’ offensive operations—hinders their respective missions.%”

From deterrence by denial to deterrence by punishment

There has long been a US concern about the inability to deter in cyberspace, particu-
larly through deterrence by denial.®8 In recognition of inherent system vulnerabilities,
there has been an increasing shift towards a form of deterrence based on ‘cost
imposition’, in which the potential consequences of an action are intended to thwart

67 pomerleau, M., ‘Key lawmakers in favor of keeping “dual hat” arrangement between Cybercom and NSA’,
DefenseScoop,17 Nov. 2022.

68 Jaikaran, C., ‘Cybersecurity: Deterrence policy’, Congressional Research Service Reportno. R47011,18 Jan.
2022;Pomerleau, M., ‘Cyber Command nominee: Attacks must come with a cost’”, C4ISR,1Mar. 2018;and Paul,C.,
Porche,I.R.and Axelband, E., The Other Quiet Professionals: Lessons for Future Cyber Forces from the Evolution of
Special Forces (RAND Corporation: Santa Monica, CA, 2014).
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an adversary.®® While this concept, alongside ‘deterrence by resilience’, continues to
gain traction, it has been difficult to execute in practice.”® As noted by the former heads
of the US Army’s Cyber Directorate and USCYBERCOM, in contrast to the relatively
straightforward permissions required for kinetic operations, a cyber operation against,
for example, a power plant could ‘only be used if an execute order authorized cyber
operations, that particular power plant was already on a cyber targeting list, the cyber
operators already performed appropriate operational preparation of the environment
on the power plant’s network, and interagency and possibly international deconfliction
had taken place’.” This has led some to argue for an end of the USCYBERCOM and
NSA dual-hat leadership, which is seen as complicating the former’s approval process
and contributing to its risk aversion.”? Nevertheless, others emphasize that this struc-
ture should remain, since it facilitates interagency team coordination and enhances
capacity, while imposing legal obligations under the Law of Armed Conflict.”

The US Department of Defense (DOD) cyber strategy of 2018 and its first cyber pos-
ture review of the same year are essential to understanding this evolving risk calculus
in cyberspace.” The US cyber strategy highlights the need to ‘defend forward’, that
is, to ‘disrupt or halt malicious cyber activity at its source, including activity that falls
below the level of armed conflict’, described by some as ‘continuous pre-emption’.7
The strategy also highlights the need for ‘persistent engagement’, that is, ‘[ p]roactively
engaging in the day-to-day great power competition in cyberspace’, referring to the
‘persistent, aggressive cyberspace campaigns’ of China and Russia.”® According
to this strategy, the US has sought to enhance resilience and to match the lack of
distinction between peacetime and wartime found in China and Russia.”” Thus, in
2019, USCYBERCOM noted its transition from being a ‘response force’ to becoming
more proactive in countering threats, with the NSA launching its new Cybersecurity
Directorate to implement the 2018 cyber strategy of forward-facing continuous
engagement in cyberspace.”®

This proactive strategy aimed to expand interagency, industry and international
partner collaboration. It placed US cyber forces alongside air, land, sea and space
forces to ‘target adversary weaknesses, offset adversary strengths, and amplify the
effectiveness of other elements of the joint force’, applying ‘cyberspace operations
across the full spectrum of conflict’, under multi-partner, multi-domain, multi-theatre
and multi-spectrum operations that have entered into the broader US strategy of
‘integrated deterrence’.”® More recently, the term ‘cyber’ has been woven throughout

69 White House, ‘Biden-Harris administration delivers on strengthening America’s cybersecurity’, Fact
sheet, 11 Oct. 2022.

70 US DOD, National Defense Strategy of the United States of America: Including the 2022 Nuclear Posture Review
and the 2022 Missile Defense Review (US DOD: Washington, DC, 27 Oct. 2022), pp. 8-9.

71 McGhee, J. E., ‘Liberating cyber offense’, Strategic Studies Quarterly, vol. 10, no. 4 (2016), p. 48.

72 See e.g. Schoka, A., ‘Cyber Command, the NSA, and operating in cyberspace: Time to end the dual hat’, War
ontheRocks,3 Apr.2019;see also Pomerleau, ‘Key lawmakers in favor of keeping “dual hat” arrangement between
Cybercom and NSA’ (note 67).

73 See e.g. Blessing, J. and Harknett, R. J., ‘The advantage gained: Building on USCYBERCOM-NSA’s “dual
hat” synergy model’, Kybernao, no. 2, Feb. 2022.

74US DOD, 2018 DOD cyber strategy and cyber posture review: Sharpening our competitive edge in
cyberspace’, Fact sheet, 18 Sep. 2018; US DOD, ‘Department of Defense Cyber Strategy 2018’, Summary sheet,
18 Sep. 2018; and Kollars, N. and Schneider, J., ‘Defending forward: The 2018 Cyber Strategy is here’, War on the
Rocks, 20 Sep. 2018.

75USDOD, Summary sheet (note 74); Interview with US cyber expert, Washington, DC, 4 Nov. 2022.

76 US DOD, Fact sheet (note 74).

77 View of a US expertexpressed at the workshop ‘Cyber postures and dynamics: China, Russia, United States
and Europe’ (note 39):

78 National Security Agency, ‘2021 NSA cybersecurity year in review’, 3 Feb. 2022; and Nakasone, P. M., ‘A
cyber force for persistent operations’, Joint Force Quarterly, vol. 92 (Jan. 2019).

79 US DOD, Summary sheet (note 74).
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the US DOD’s 2022 versions of the National Defense Strategy, Nuclear Posture
Review and Missile Defense Review.80 This suggests that not only does cyberspace
play an integral role throughout US security calculations but also its own territorial
dimensions are growing, as evidenced by its explicit pairing in these documents with
‘space, air, and undersea domains’.8!

From zero defect to zero trust

The USA’s work to keep pace with rapidly evolving threats and technologies in
cyberspace has included a shift from a ‘zero defect’ strategy to one based on ‘zero
trust’.82 The latter recognizes the inevitability of system breach. Thus, the emphasis
is not on preventing attacks but rather on preparing for and mitigating the associated
consequences as they occur. This demands greater agility, resilience and innovation
in defence, achieved through greater engagement of the private sector. To this end,
the NSA’s Cybersecurity Collaboration Center has a Fusion Operations section that
‘teams analysts . . . with industry, academia and government to understand gaps . . .
and provide analysis using unclassified resources to solve shared analytic and develop-
ment challenges’.83 The Enduring Security Framework, a cross-sector working group
supported by the NSA, is a public-private partnership that ‘aims to address risks that
threaten critical infrastructure and national security systems’, such as supply chains.8*
These efforts recognize that the private sector owns and operates the majority of US
infrastructure and is often on the frontline. This is also apparent in the Biden adminis-
tration’s focus on critical infrastructure and ‘collective resilience’ in facing such
challenges as ransomware.85

Another example of the effort to secure networks of partners and enhance infor-
mation sharing is Project Indigo, a pilot programme established in 2017 under an
agreement between the Financial Services Information Sharing and Analysis Center
(FS-ISAC) and USCYBERCOM to share confidential information through a channel
known as the Financial Systemic Analysis and Resilience Center (FSARC), itself a
subunit of FS-ISAC.8¢ Its purpose is allegedly to share cyber threat data, including mal-
ware indicators, with USCYBERCOM to help address nation-state hacking aimed at
banks. However, the press release of 2016 that announced FSARC’s establishment did
not mention USCYBERCOM by name—despite describing FSARC’s mission as being
‘to proactively identify, analyze, assess, and coordinate activities to mitigate systemic
risk to the US financial system from current and emerging cybersecurity threats . . .
through focused operations and enhanced collaboration between participating firms,
industry partners, and government partners’—although it presumably is included in
the US ‘homeland security, intelligence and defense communities’.8” This suggests the
level of transparency and interoperability among departments continues to have its
limits.

80 US DOD, National Defense Strategy of the United States of America: Including the 2022 Nuclear Posture Review
and the 2022 Missile Defense Review (note 70).

81US DOD, National Defense Strategy of the United States of America: Including the 2022 Nuclear Posture Review
and the 2022 Missile Defense Review (note 70), pp. 4, 6.

82 White House, Fact sheet (note 74).

83 National Security Agency/Central Security Service, ‘Fusion operations’, [n.d.]; and National Security
Agency/Central Security Service, ‘NSA Cybersecurity Collaboration Center’, [n.d.].

84 National Security Agency/Central Security Service, ‘Enduring Security Framework (ESF)’, [n.d.].

85 White House, Fact sheet (note 74).

86 Bing, C., ‘Inside “Project Indigo”: The quiet info-sharing program between banks and US Cyber Command’,
CyberScoop, 21 May 2018.

87 <FSARC overview’, Federal Reserve Bank of New York, 2016; and Bing (note 86).
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From cybersecurity to information security

Despite their differences in tone, both the 2015 and 2018 DOD cyber strategies empha-
size an open, free and reliable internet as a foundational objective for US national
security. Both accept that while this open internet may increase vulnerabilities, it also
creates prosperity and national security advantages. Nevertheless, the year 2015 was a
turning point in terms of US views on information security, when the Office of Person-
nel Management (OPM) data breach, allegedly linked to the Chinese government,
compromised approximately 21.5 million records of current, former and prospective
federal employees and contractors, spurring a ‘30-day Cybersecurity Sprint’, which
has been replicated in multiple follow-on ‘sprints’ to address ransomware, workforce,
industrial control systems, transportation, election security and international col-
laboration.88

Despite these efforts, concerns over information security were compounded during
the 2016 presidential election by allegations that Russia had interfered in US electoral
processes, resulting in the Department of Homeland Security (DHS) placing election
security on its list of critical infrastructure.®® This issue extended into the 2018 US
midterm elections and contributed to the establishment by USCYBERCOM and the
NSA of a task force, the Russia Small Group. This task force supported the NSA and
USCYBERCOM’s Election Security Group in defending the 2020 presidential election
against foreign cyberattack. It was reconstituted to address the 2022 midterms and
will likely do the same for the 2024 presidential election. In fact, the 2022 US National
Defense Strategy’s focus on the ‘role of information in deterrence’, which includes
efforts to ‘shape perceptions’ and engage in ‘tailored information operations’, suggests
that this trend promises to be much more long-term and pervasive.?®

The Election Security Group directly supports partners like the DHS and the
Federal Bureau of Investigation (FBI) in collecting, declassifying and sharing vital
information about foreign adversaries to enable domestic efforts in election security.
While demonstrating the NSA’s foreign intelligence collection and technical expertise
and the USCYBERCOM'’s full-spectrum cyber operations, this cross-departmental
process also shows that despite being marginalized with the 2018 expansion of the
DOD scope covering critical infrastructure, the DHS and the FBI still play an integral
role, as do the private sector and US allies and partners. Such integrative efforts are
also reflected in Cyberspace Solarium Commission recommendations that include
support for non-governmental disinformation researchers; provision of grants to
identify and expose foreign influence campaigns; active DHS and state monitoring of
foreign disinformation campaigns; and granting federal authorities power to enforce
transparency guidelines for social media platforms.®® Much of this culminated in the
creation of the DHS Disinformation Governance Board in March 2022. However,
the pausing of this body three weeks after its creation, followed by its dissolution in
August 2022, indicate that USA remains conflicted on how to both define and combat
disinformation without entering into censorship.92

88 5cott, T., ‘Strengthening and enhancing federal cybersecurity for the 21st century’, White House Blog,
31 July 2015; and US Office of Personnel Management (OPM), ‘Cybersecurity Resource Center: Cybersecurity
incidents’, [n.d.].

89US Government Accountability Office (GAO), ‘DHS plans are urgently needed to address identified
challenges before the 2020 elections’, Report to congressional committees no. GAO-20-267, Feb. 2020.

90 US DOD, National Defense Strategy of the United States of America: Including the 2022 Nuclear Posture Review
and the 2022 Missile Defense Review (note 70), pp. 9,12-13.

91Us Cyberspace Solarium Commission, Final report, Mar. 2020.

92US Department of Homeland Security, ‘Following HSAC Recommendation, DHS terminates Disinfor-
mation Governance Board’, Press release, 24 Aug.2022.
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There has also been a US trend towards integrating government and private sector
efforts to combat such common threats as ransomware and to pursue investment
in quantum computing technology and quantum-resistant cryptography.®® As an
example, in the wake of the Colonial Pipeline cyberattack, the Biden administration
issued an executive order intended to improve US cybersecurity and protect govern-
ment networks, which noted that the private sector must ‘adapt to the continuously
changing threat environment, ensure its products are built and operate securely, and
partner with the federal government to foster a more secure cyberspace’.’* Never-
theless, firms that operate globally often have competing interests in maintaining their
market share, and thus may privilege their customers, shareholders or employees over
US national security priorities. This has already played out in criticism over Google’s
operations in both China and the USA, as well as in fraught efforts by the US DOD
to transition to cloud services.”> The cloud services contract between the DOD and
Microsoft, the Joint Enterprise Defense Infrastructure project, was cancelled in 2021,
but the DOD has since announced its pursuit of a multi-cloud/multi-vendor contract,
the Joint Warfighter Cloud Capability. As the DOD seeks tenders from independent
cloud service providers, these firms may also encounter future pressure against mili-
tary contracts, as occurred already in the artificial intelligence sector with Google.%¢

93 White House, Fact sheet (note 74).

%4 Denny, W. R., ‘Private sector actions in light of the cybersecurity executive order’, Business Law Today,
13 Sep. 2021; and White House, ‘Executive order on improving the nation’s cybersecurity’, Briefing Room,
Presidential Actions, 12 May 2021.

95 Freedberg Jr, S. J., ‘Google helps Chinese military, why not US? Bob Work’, Breaking Defense, 26 June 2018;
and Serbu, J., ‘DoD picks Amazon, Microsoft, Google and Oracle for multibillion dollar project to replace JEDI
Cloud’, Federal News Network, 19 Nov. 2021.

96 Wakabayashi, D. and Shane, S., ‘Google will not renew Pentagon contract that upset employees’, New York
Times,1June 2018.
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5. The European Union’s cyber posture

As a grouping of member states, the EU has faced unique challenges in achieving a
unified cyber posture. This is due not only to its structure but also to its limited role
in foreign and security policy, where member states cooperate while retaining full
sovereignty. As the EU’s cyber regulations have expanded exponentially, the term
‘cybersecurity’ has come to cover arange of concerns, yet reference to ‘privacy and data
protection’ and ‘network and information security’ remains frequent. While certain
member states possess greater capacity than others to shape cybersecurity legislation,
the EU has tried to formulate a more cohesive approach. This effort has been led in
part by the EU’s shift from servicing an internal market to becoming a global provider,
as well as collective efforts to formulate tailored responses to cyberattacks through
‘limited deterrence by punishment’ in the form of sanctions. The names and duties of
the key EU organizations in the cyber domain are set out in table 5.1.

From data protection to cybersecurity regulation

In the 1980s, the EU’s approach to cybersecurity focused on specific areas such as pro-
tection of personal data and the adoption of relevant legislation. In 1981, the Council of
Europe passed the Convention for the Protection of Individuals with regard to Auto-
matic Processing of Personal Data, which was the first legally binding international
instrument in the data protection field.” The convention aimed to balance an organ-
ization’s freedom to use an individual’s personal data with protection of the individual’s
privacy.?® Notably, this convention ensured the data privacy of European citizens and
set the stage for similar EU legislation. By 1995, the EU passed the Data Protection
Directive and in 2002 the e-Privacy Directive.”® The Data Protection Directive was
the forerunner of the 2016 General Data Protection Regulation (GDPR), which further
expanded the scope and measures of data protection to respond to new technological
developments.1% In particular, the GDPR expanded the definition of ‘personal data’,
provided unified and simpler regulations that are easier for organizations to follow,
and implemented non-compliance penalties with a global impact. The security of per-
sonal data has thus remained a key pillar of the EU’s cybersecurity policy.

An important aspect of protecting personal data relates to combating cybercrime,
such as theft of data, which came under specific policies from the late 1990s. The Area
of Freedom, Security and Justice (AFSJ) was formally established in 1999 for setting
policy agendas on the EU’s internal security, including cybercrime policy.1?! Further,
the Convention on Cybercrime, adopted by the Council of Europe in 2001, shaped
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Table 5.1. Key European Union cyber organizations and their roles and duties

Organization Role and duties

Computer and Emergency Hosted within the Directorate-General for Informatics of the
Response Team European Commission; comprised of information technology experts
(CERT-EU) from EU bodies for the purpose of sharing information, coordinating

responses and providing operational assistance

European Cybercrime Strengthens law enforcement responses to cybercrimes; works as
Centre at Europol (EC3)  central hub for criminal information and intelligence, supporting
criminal investigations; raises awareness of cybercrimes across the

EU
European Defence Agency Supports EU member states in developing cyber defence capabilities
(EDA) to improve cyber resilience; works with the EEAS to facilitate

exchanges on national cyber defence doctrine, cyber defence-oriented
recruitment, retention and reservist programmes

European Union Agency  Assists the European Commission and EU member states in meeting

for Cybersecurity the requirements of the Network and Information Security Directive

(ENISA) by sharing information and best practices and raising awareness;
established an EU-wide cybersecurity certification framework;
supports the coordination of the EU response in the case of large-
scale, cross-border cyberattacks

European Union External Responsible for external EU cybersecurity policy coordination; plays

Action Service (EEAS) a central role in developing and promoting the EU’s core values and
strategy in cybersecurity; strengthens international cybersecurity
cooperation, especially with NATO

European Union Military Plays arole in EU cyber defence, supporting development of cyber

Staff (EUMS) defence capability of EU member states to ensure protection in
military operations

Note: Organizations are listed in English alphabetical order.

the EU’s external cybercrime policy.192 The Stockholm Programme in 2010, the third
multi-annual programme on AFSJ policies, highlighted the importance of the 2001
Convention on Cybercrime and the critical role of Europol as ‘a European resource
centre’ that created ‘a European platform for identifying offences which should also
assist Member States national alert platforms to exchange best practices’.1%3 For this
purpose, the European Cybercrime Centre was established as a focal point of the EU’s
fight against cybercrime under the 2013 Directive on Attacks against Information
Systems, which was adopted to address the new and emerging channels and methods
of cybercrime.104

Inaddition to data protection and cybercrime measures, the EU haslaunched various
initiatives addressing cyber risks in a digital environment, including the 2002 Direct-
ive on a Regulatory Framework for Electronic Communications, the 2006 Secure
Information Society Strategy and the 2009 Communication on Critical Information

102 gasper, A. and Vernygora, V., “The EU’s cybersecurity: A strategic narrative of a cyber power or a confusing
policy for alocal common market?’, Deusto Journal of European Studies, no. 65 (Sep. 2021).

103 Eyropean Council, “The Stockholm Programme—An open and secure Europe serving and protecting
citizens’ (note 101).

104 The 2013 version replaced a 2005 version that aimed to improve cooperation between law enforcement
and other competent authorities and was a precedent for stricter obligations for EU member states to act against
attacks against information systems. Directive 2013/40/EU of the European Parliament and of the Council of
12 August 2013 on attacks against information systems and replacing Council Framework Decision 2005/222/
JHA, Official Journal of the European Union, L218, 14 Aug. 2013. See Hert, P., Fuster, G. and Koops, B., ‘Fighting
cybercrime in the two Europes: The added value of the EU Framework Decision and the Council of Europe
Convention’, Revue internationale de droit Pénal, vol. 77, nos 3-4 (2006); and Fahey, E., “The EU’s cybercrime and
cyber-security rulemaking: Mapping the internal and external dimensions of EU security’, European Journal of
Risk Regulation,vol. 5,n0.1(2014).
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Infrastructure Protection. However, it was not until 2013 that the EU’s cybersecurity
policy became more unified under the adoption of the first EU Cybersecurity Strategy,
which defines cybersecurity as:

safeguards and actions that can be used to protect the cyber domain, both in the civilian and military
fields, from those threats that are associated with or that may harm its interdependent networks and
information infrastructure. Cyber-security strives to preserve the availability and integrity of the
networks and infrastructure and the confidentiality of the information contained therein.105

This strategy addresses five priority areas: ‘drastically’ reducing cybercrime;
achieving cyber resilience, particularly that which is related to network and
information security; developing cyber defence capabilities and policy; developing the
industrial and technological resources for cybersecurity; and establishing ‘a coherent
international cyberspace policy’ for the EU and promoting core EU values.10¢

Inrelation to cyber defence as one of the five central strands of the EU’s cybersecurity
policy, the EU adopted its first Cyber Defence Policy Framework (CDPF) in 2014 under
the framework of the EU Common Security and Defence Policy (CSDP).17 Updated in
2018, the CDPF clarifies the roles of different European actors in cyber defence with
the focus on six priority areas, the most important being development of cyber defence
capabilities and protection of EU CSDP communication and information networks; the
others are training and exercises, research and technology, civil-military cooperation
(promoting greater synergies) and international cooperation, specifically with the
North Atlantic Treaty Alliance Organization (NATO) and other relevant international
partners.198 The two main organizations driving this development are the European
Defence Agency (EDA) and the EU Military Staff (EUMS).

At the same time, amid increasing concerns over state- and non-state-sponsored
malicious cyber activities, the EU’s cybersecurity policy introduced a more external
focus, with the 2017 EU Cyber Diplomacy Toolbox and the EU External Cyber Cap-
acity Building Agenda. The 2020 version of the EU Cybersecurity Strategy expanded
its focus to include ensuring a ‘global and open Internet’ for the ‘digital decade’.1%°
However, the five priorities in the 2013 EU Cybersecurity Strategy remain the cen-
tral pillars of the EU’s cybersecurity focus. Rather than defining cybersecurity as a
‘concept’, the strategy uses these five fields to describe its parameters. This explains
the determination by the European Union Agency for Cybersecurity (ENISA) that
the term ‘cybersecurity’ is broad and encompasses many facets, making it difficult to
formulate a definition that covers its full extent.10

105 Council of the European Union, ‘Cybersecurity strategy of the European Union: An open, safe and
secure cyberspace’, Document no. 52013JC0001, 2013, para. 1.1 note 4. See Dewar, R. S., “The European Union
and cybersecurity: A historiography of an emerging actor’s response to a global security concern’, M. O’Neill
and K. Swinton (eds), Challenges and Critiques of the EU Internal Security Strategy: Rights, Power and Security’
(Cambridge Scholars: Newcastle-upon-Tyne, 2017), p. 139.

106 council of the European Union, ‘Cybersecurity strategy’ (note 105), para. 2.

107 council of the European Union, ‘EU Cyber Defence Policy Framework’, Document no. 15585/14, 18 Nov.
2014, Annex; and European Union External Action Service, ‘The Common Security and Defence Policy’, 12 Aug.
2021.

108 council of the European Union, ‘EU Cyber Defence Policy Framework (2018 update)’, Document
no.14413/18,19 Nov. 2018, Annex, p. 8.

109 Eyropean Commission, “The EU’s cybersecurity strategy for the digital decade’, Joint communication to
the European Parliament and the Council, 16 Dec. 2020.

110 European Union Agency for Network and Information Security (ENISA), ‘Definition of cybersecurity:
Gaps and overlaps in standardisation’, Dec. 2015.
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From a member state approach to an EU compromise approach

Before the EU came to play a strong centralizing role in cybersecurity in the 2010s,
cybersecurity-related matters were under each member state’s purview to be dealt
with separately. Competing complexities and sensitivities among member states have
meant that the EU faces issues with developing a unified cyber posture, as it plays a
relatively limited role in foreign and security policy, an area in which ‘member states
have agreed to cooperate but retain full sovereignty’.1! These issues include concerns
about the extent to which European bodies would or should intervene in the networks
of a member state, as well as the effectiveness of handling cybersecurity issues at
the EU level, due to a lack of capacity. For example, ENISA—the main EU agency
responsible for ‘achieving a high common level of cybersecurity across Europe’ and
whose mandate is ever expanding—consists of only 106 staff members.}12 Additionally,
the unanimity requirement and a consensus-seeking culture hinder the EU’s decision-
making processes, as compromise is required to adopt a decision.!13

Despite these concerns, there is increasing need for and interest in fostering
integrated EU legislation on cybersecurity. The adoption in 2016 of the Network
and Information Security Directive (NIS Directive), the first EU-wide legislation on
cybersecurity, broke these barriers.!1* The primary aim of the directive is to remove the
divergences among national legislation and to synchronize the speed of development
in cybersecurity capabilities for protecting critical infrastructure across the different
EU member states. Enforcement of the NIS Directive is aimed at eliciting closer
coordination and greater confidence among EU member states on cybersecurity issues.
More EU legislation on cybersecurity is in development, such as the EU proposal in
2022 of a Cyber Resilience Act to bolster cybersecurity rules through the creation of a
shared standard for digital products, including both software and hardware products,
to address the vulnerabilities across the EU market.!1®

In the field of cyber defence, the EU has been engaged in developing further
initiatives, besides capacity building and information sharing, on collective deterrence
andresponse to cyberattacks. The EU’s circumscribed role in security policy means that
only limited initiatives are included on the military front in the 2020 EU Cybersecurity
Strategy. These include the EU Military Committee’s ‘Military vision and strategy on
cyberspace as a domain of operations’ for CSDP military missions and operations, and
the setup by the EDA of a Military CERT-Network.11¢ Yet these few sections in the
strategy do not clearly define the function of the military in cyber defence, much less
provide a coherent definition of cyber defence.!1”

From internal market to a global provider

Securing networks and information services for its internal market is one of the
main focal points of the EU’s cybersecurity policy. The 2019 EU Cybersecurity Act

111 Archik, K., “The European Union: Questions and answers’, Congressional Research Service Report
no.RS21372,28 Sep. 2022, p. 1.

112 European Union, ‘European Union Agency for Cybersecurity (ENISA)’, [n.d.].

1183 Gozi, S., “Working document on overcoming the deadlock of unanimity voting’, Committee on
Constitutional Affairs, European Parliament, 28 Apr. 2021.

114 pirective (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning meas-
ures for a high common level of security of network and information systems across the Union, Official Journal of
the European Union, 1L194,19 July 2016 (NIS Directive).

115 gyropean Commission, ‘Cyber Resilience Act’, 15 Sep. 2022.

116 Eyropean Commission, “The EU’s cybersecurity strategy for the digital decade’ (note 109), section 2.4.

117 Christou, G., Cybersecurity in the European Union: Resilience and Adaptability in Governance Policy
(Palgrave Macmillan: London, 2016), p. 139.
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provided a framework for European cybersecurity certification schemes that aim to
ensure an adequate level of cybersecurity in ICT products, services and processes in
the internal market.}18 This is also evident in the 2020 EU Cybersecurity Strategy, in
which the building of cyber resilience and an internal market occupies a dominant
part. Nevertheless, there are increasing geopolitical tensions that have been linked
with cyber issues. The EU’s high representative for foreign affairs and security policy,
Josep Borrell, highlighted in a 2020 speech that ‘cyber issues are geopolitical’ and ‘the
Internet has also become an arena for geopolitical battles’.11°

The EU’s cybersecurity policy has responded to this trend with an increased external
focus. The 2020 strategy proposed several initiatives to advance cybersecurity at the
international level, including promotion of EU processes in international standard-
ization and norms; expansion of cooperation with partners and the multi-stakeholder
community; formation of an informal EU Cyber Diplomacy Network ‘to promote the
EU vision of cyberspace, exchange information and regularly coordinate on develop-
ments in cyberspace’; and strengthening of global resilience through an EU External
Cyber Capacity Building Agenda and an EU Cyber Capacity Building Board.!20

Moreover, the aims of the GDPR in setting standards for data protection at the
international level have served as a template for the EU to push for similar initiatives
that could also potentially have an impactbeyond the EU’s borders. For example, the EU
Cyber Resilience Act—applying to digital products on the EU’s internal market—could
become another step towards the EU contributing to international standardization
and becoming a regulatory superpower in cyberspace.!?! Regulating a shared standard
for digital products that are placed on the EU’s internal market will inevitably affect
companies based outside the EU that want to keep their access to the market. In this
sense, the Cyber Resilience Act could be viewed as a new international standard which
may ultimately contribute to the enhancement of global cyber resilience.

From cyber defence to deterrence by denial and limited punishment

Cyber threats within the EU are predominantly addressed by the Foreign Affairs Coun-
cil, yet there remains a lack of harmonization among units and working groups.'?2 The
term ‘cyber defence’ in the EU tends to focus on reducing the incentive for attack by
strengthening the resilience of its member states. The EU has launched several initia-
tives to improve the cybersecurity environment within and beyond the EU, including
the NIS Directive and the GDPR to protect critical infrastructure and personal data;
the Cybersecurity Act to introduce a cybersecurity certification framework; the EU 5G
Toolbox of 2020 to tackle security challenges; and the Cyber Resilience Act to create
a shared standard for digital products. Ongoing capacity building, in cooperation with
NATO and other international partners, is another key part of the EU’s approach.123
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Despite the gradual buildup of its cyber resilience, the EU remains conflicted on the
employment of offensive cyber capabilities. The European Parliament’s resolution on
the state of EU cyber defence capabilities, adopted in October 2021, recognizes that
‘to a certain degree, cyber defence is more effective if it also contains some offensive
means and measures’.?* While this does not automatically equate to a fundamental
change in the EU’s defence-centric posture, it suggests that there is an evolving
approach towards this issue. There are also discussions among EU member states on
developing or operating offensive cyber measures or ‘hack backs’ that would include
counterattacks against a cyberattacker.12

Instead of fully embracing cyber retaliation, in 2017 the EU proposed punitive
measures that involve a sanctions regime and adopted the Cyber Diplomacy Toolbox
based on those measures. In May 2019, the EU adopted an autonomous cyber
sanctions regime, covering ‘substantial elements’ of the toolbox, that allows the EU
to impose sanctions as a response to cyberattacks.26 A cyberattack must meet a series
of indicators that reach a threshold for a significant threat, before sanctions can be
imposed on designated individuals or entities; further, state actors are not included
in the scope of this sanctions regime.'?” To demonstrate the viability of the toolbox,
the EU imposed sanctions in 2020 on eight individuals and four entities through asset
freezes and a travel ban.'28 While the effectiveness of the cyber sanctions regime
may be questionable due to the long processing time and limited punitive effect, it
demonstrates the determination of the EU to hold individuals and entities behind
malicious attacks to account and to signal a unified EU voice.
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6. Conclusions

China, Russia, the USA and the EU exhibit anumber of convergences and divergencesin
their cyber posture trends. The most noteworthy trends, and their initial implications
for the EU’s cyber posture, are outlined below.

Divergence

China and Russia

Following decades of similar trajectories on information security and warfare, China’s
and Russia’s cyber postures have shifted in their priorities. While both have similar
concepts of cyber sovereignty and the territoriality of cyberspace, their discourse has
begun to diverge. For Russia, while the existence of information-technical operations
alongside information-psychological ones suggests that there is a kinetic and cyber
warfare component, the terms ‘information security’ and ‘information warfare’ con-
tinue to dominate official documentation, with a particular focus on psychological
warfare and the more recent and expansive ‘war against mentality’. By contrast,
China’s official and unofficial documents have a much more prominent strain of official
and unofficial discussion of ‘cybersecurity’ and ‘cyber warfare’ and their kinetic
consequences. Thus, while the terms ‘information security’ and ‘information warfare’
remain prominent in Chinese discourse, China’s cyberspace strategies have begun to
reflect Western concerns and terminology.

The EU and the USA

The EU and the USA differ in their approaches towards offensive cyber operations.
The USA showed indications of such operations as early as 1997, with the NSA’s
alleged assignment of ‘operations to disrupt, deny, degrade or destroy’ information in
target computers or networks. By 2018, these were codified in the strategies ‘defend
forward’ and ‘persistent engagement’, which include USCYBERCOM'’s proactive and
daily disruption or halting of malicious cyber activity at its source. By contrast, the EU
remains more conflicted on offensive operations and the military use of cyberspace.
While the use of offensive measures has been discussed by various EU member states
and recognized at the European Parliament level, the EU has focused on imposing
sanctions on individuals outside of the cyber domain rather than advocating for pre-
emption or full-scale cyber retaliation.

Convergence

Russia and the USA

While long espousing their own versions of deterrence by denial, both Russia and
the USA appear to have increasingly shifted towards deterrence by punishment in
cyberspace. Following allegations of Russian interference in the 2016 US presidential
election, official rhetoric in Russia began to articulate more assertive postures to
counter US threats to ‘retaliate for the Russia cyberattacks’, while Russia’s years
of alleged cyber activities in Estonia, Georgia and Ukraine demonstrate a punitive
and even kinetic direction in cyberspace. As for the USA, its 2010 establishment of
USCYBERCOM and its emphasis on ‘cost imposition’ in both White House and DOD
official strategies from both 2018 and 2022 suggest a greater willingness to engage
in forward-deployed offensive operations targeting an adversary at its source during
tensions or conflict.
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China and the USA

Information sharing and collaboration between the government and the private sector
remains a work in progress in the USA, in part due to concerns over how data will be
used and the military applications of some of these contracts. Nevertheless, the USA
is cultivating a more comprehensive and integrated strategy towards cybersecurity.
This is reflected not just rhetorically in the consistent reference to the need for a
whole-of-government approach, but also in efforts to enhance information sharing and
interoperability with the private sector. As part of this, the NSA’s Cybersecurity Col-
laboration Center’s Fusion Operations section and its Enduring Security Framework
seek to engage universities and the private sector. While the US approach is founded on
the ability of civilian-sector entities to decide whether or not to engage on military con-
tracts, these integrative efforts reflect aspects of China’s ‘military-civil fusion’, which
also seeks a more holistic approach to strengthen defensive and offensive capabilities.

China, Russia and the USA

China, Russia and the USA are all trending towards more holistic strategies that
require a constant cycle of preparation, detection, mitigation, resilience and response
to be able to both mitigate and inflict the effects of an electronic ‘fog of war’. Even
though China and Russia have long shared the term ‘active defence’, China’s concept
of ‘proactive defence’ aligns more closely with the Russian concept of active defence,
which is inherently pre-emptive. This growing similarity is important in their similar
lack of distinction between peacetime and wartime in cyberspace operations. Thus,
what others may perceive as a ‘pre-emptive’ action is instead viewed within China
and Russia as a defensive part of an ongoing conflict. US strategies of ‘defend forward’
and ‘persistent engagement’ are similarly embedded in the concept of permanent and
protracted conflict, which requires both forward deployment and offensive operations.
Furthermore, the USA’s official pairing of cyberspace with other domains, such as
space, air and undersea, indicates that all three countries exhibit greater convergence
when it comes to balancing between defensive and offensive cyber operations and the
territorial dimensions of cyberspace.

The EU, the USA, China and Russia

The EU and the USA have long championed freedom in flows of information across
the internet, often contrasting their stances with those of China and Russia, which
promote cyber sovereignty and non-interference. Nevertheless, the EU’s GDPR places
an emphasis on data localization and protection, while the USA has also become
increasingly focused on information security following the OPM data breach in
2015 and alleged Russian disinformation operations during the 2016 presidential
election. The 2022 US National Defense Strategy’s focus on the ‘role of information in
deterrence’ is the latest manifestation of this trend. While these shifts do not indicate
that the EU and USA are completely aligned with China and Russia, they suggest that
all have similar concerns in controlling the flow of information to mitigate the impact
of information operations, while also using some of these same techniques to shape
their environment. This shift towards both controlling and leveraging information
flowsislikely to be further reflected in the Biden administration’s forthcoming national
cybersecurity strategy (yet to be released at the time of writing this).12°
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Implications for the EU’s cyber posture

This overview of cyber posture trends indicates that, while there are a few cases of
divergence, China, Russia, the USA and the EU have numerous points of convergence.
In seeking ways to engage in crisis management, better understanding of these grow-
ing similarities is essential. Such targeted indicators can offer useful insights into how
to better understand, anticipate and respond to the other actors’ evolving conceptions
of the cyber domain, thereby reducing the chances for miscalculation and offering a
platform for negotiation.

At the same time, these trends suggest that three of the four actors are heading
towards increasingly pre-emptive and confrontational behaviour in cyberspace, while
viewing each other as potential adversaries. The EU, which remains conflicted and
often the outlier in these dynamics, will have to decide how to formulate its cyber
posture to better navigate both its response to and engagement in offensive operations
in cyberspace, particularly given the varied stances of its member states.
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